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root@LAPTOP-GEOFGULA:/mnt/d# zsteg Bk .bmp

[?] 2 bytes of extra data after image end (IEND), offset = 0x269b0e
extradata:0 .. ["x00" repeated 2 times]

imagedata .. text: ['r" repeated 18 times]

b1,Isb,bY ..

b1,msb,bY .. text: "qwxf{you_say_chick_beautiful ?}"

b2,msb,bY .. text: "i2,C8&k0."

b2,r,Isb,xY .. text: "UUUUUU9VUUUUUUUUUUUUUUUUUUUUUU"
b2,g,msb,xY .. text: ['U" repeated 22 times]

b2,b,Isb,xY .. text: ["U" repeated 10 times]

b3,g,msb,xY .. text: "VOXDR\d@"

b4 r,Isb,xY .. file: TIM image, Pixel at (4353,4112) Size=12850x8754

b4,9,Isb,xY .. text: "3"""3#HH33#HH#3I#UDUEEEEEDDUET EDEDDUEEDTEEEUT#!"

b4,9,msb,xY .. text: DDDDDDDDDDDD™"DDDDDDDDDDDD*LD"
b4,b,Isb,xY .. text: "gfffffvwgwfgwwiw"
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if a.size >= 8

byte =0

if params[:bit_order] == :msb

8.times{ |i| byte |= (a.shift<

else

8.times{ |i| byte |= (a.shift<



end

Stegsolvellj & K A K #7ik, Eixtizsteghi—Isb, B 4fCi53+4 7 extractBitPosZ &, #451EZ128, #HE
1bit, L E—K, BO/FIEH.
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private void addBit(int num)

{

if(num!=0)

{
extract[extractBytePos]+=extractBitPos;
}

extractBitPos>>=1;

if(extractBitPos>=1)

return;

extractBitPos=128;

extractBytePos++;

if(extractBytePos
extract[extractBytePos]=0;

}
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* Generate the extract and generate the preview
* @param evt Event

v

private void previewButtonActionPerformed(java.awt.event.ActionEvent evt) {//GEN-
FIRST:event previewButtonActionPerformed

generateExtract();

generatePreview();
W/GEN-LAST:event_previewButtonActionPerformed
BRitgenerateExtract(), 7N EBEME, £ T 53501777
ox

* Retrieves the mask from the bits selected on the form

v

/*EEBIt Planes#Il &, K/ getRGB& & o] — N, 1R f7#Falpha, 4 76 R K (H 5t 2O, M &,
ERlr, H—PNETENFX ARG B, ArlgetMask st & 3 B Z K0t bBit 1 #813, 75
this.mask, this.maskbitsiZ-RZ £ 85 Z R IBIit# .

i

private void getMask()

{

mask = 0;

maskbits = 0;

if(ab7.isSelected()) { mask += 1<<31; maskbits++,}
if(ab6.isSelected()) { mask += 1<<30; maskbits++,}
if(abb.isSelected()) { mask += 1<<29; maskbits++,}
if(ab4.isSelected()) { mask += 1<<28; maskbits++,}
if(ab3.isSelected()) { mask += 1<<27; maskbits++,}
if(ab2.isSelected()) { mask += 1<<26; maskbits++,}
if(ab1.isSelected()) { mask += 1<<25; maskbits++,}
if(ab0.isSelected()) { mask += 1<<24; maskbits++,}

if(rb7.isSelected()) { mask += 1<<23; maskbits++;}



if(rb6.isSelected()) { mask += 1<<22; maskbits++;}
if(rbb.isSelected()) { mask += 1<<21; maskbits++;}
if(rb4.isSelected()) { mask += 1<<20; maskbits++;}
if(rb3.isSelected()) { mask += 1<<19; maskbits++;}
if(rb2.isSelected()) { mask += 1<<18; maskbits++;}
if(rb1.isSelected()) { mask += 1<<17; maskbits++,}
if(rb0.isSelected()) { mask += 1<<16; maskbits++;}
if(gb7.isSelected()) { mask += 1<<15; maskbits++,}
if(gb6.isSelected()) { mask += 1<<14; maskbits++,}
if(gbb.isSelected()) { mask += 1<<13; maskbits++,}
if(gb4.isSelected()) { mask += 1<<12; maskbits++,}
if(gb3.isSelected()) { mask += 1<<11; maskbits++,}
if(gb2.isSelected()) { mask += 1<<10; maskbits++,}
if(gb1.isSelected()) { mask += 1<<9; maskbits++}
if(gb0.isSelected()) { mask += 1<<8; maskbits++}
if(bb7.isSelected()) { mask += 1<<7; maskbits++}
if(bb6.isSelected()) { mask += 1<<6; maskbits++}
if(bbb.isSelected()) { mask += 1<<5; maskbits++}
if(bb4.isSelected()) { mask += 1<<4; maskbits++}
if(bb3.isSelected()) { mask += 1<<3; maskbits++;}
if(bb2.isSelected()) { mask += 1<<2; maskbits++;}
if(bb1.isSelected()) { mask += 1<<1; maskbits++}
if(bb0.isSelected()) { mask += 1; maskbits++;}

}

ek

* Retrieve the ordering options from the form

v

/* BB Order setting F9AZ &, 3 Z 5t 2rgbOrder 97 7 (E X1 B BING /7
v

private void getBitOrderOptions()

{



if(byRowButton.isSelected()) rowFirst = true;

else rowFirst = false;

if(LSBButton.isSelected()) IsbFirst = true;

else IsbFirst = false;

if(RGBButton.isSelected()) rgbOrder = 1;

else if (RBGButton.isSelected()) rgbOrder = 2;

else if (GRBButton.isSelected()) rgbOrder = 3;

else if (GBRButton.isSelected()) rgbOrder = 4;

else if (BRGButton.isSelected()) rgbOrder = 5;

else rgbOrder = 6;

}

o

* Generates the extract from the selected options

4

private void generateExtract()

{

getMask(),// KR IEFS, 1R F EBERRAIN MBIt R, LURFNEFEXRBItHI 15
getBitOrderOptions(),//# B Order settings

int len = bi.getHeight() * bi.getWidth(),//# 3k & 15 & &

len = len * maskbits; // £ IR F 5B ME F R KR AIBItE=1 HIBit £

len = (len +7)/8; // & HIBIt# #5 # 2  H)F T4, +7 2% —1F HHIBIt B thAf W2 — 1N FF o (s 3 Ho 2k
HIBIt# s 1~TBit, th 2 Z #9157 1, Hrll @ Z+7)

extract = new byte[len],// 77 i BE B B 19 7 71 4 4

extractBitPos = 128; // #F81°Bit#/#—1~F #H##, extractBitPosti4F# {4, M1287F45, BIM R4
8Bit, FEEEIRIE R .

extractBytePos = 0;

//System.out.printin(bi.getHeight()+" "+bi.getWidth()+" "+len+" "+mask);
/] 1RHErOWFirstZ R FE BB /F, 1 fHextractBits s H 7
if(rowFirst)

{

for(int j=0;j

for(int i=0;i



{
//System.out.printin(i+" "+j+" "+extractBytePos);

extractBits(bi.getRGH(i, j));
}

}

else

{

for(int i=0;i

for(int j=0;j
extractBits(bi.getRGH(i, j));
}

}

BER B #E ZextractBits, nextByte 2 st B — MR ZFE R HIE, 1 RAZIsbFirst(t 5t 2% T Bitorder %L SBFirst,
ZINBMSBFirst), T2 MAEALM &0 NG /F B (BF B E S IR2BIt L _E A 27 00, R A sERABIt B T A7 8
7)o

ZEF. tHalphai#iid, IsbFirst, extract8Bits(nextByte,1<<24), ErEAEM24(1FF4E, HKKEBIL, ZES8
K; msbFirst, extract8Bits(nextByte,1<<31), #i3EM311LHF4#5, HKALE, LEBAK.

ok
* Extract bits from the given byte taking account of
* the options selected

* @param nextByte the byte to extract bits from

v

private void extractBits(int nextByte)

{

if(IsbFirst)

{

extract8Bits(nextByte, 1<<24);

switch(rgbOrder)

{

case 1: //rgb

extract8Bits(nextByte, 1<<16);

extract8Bits(nextByte, 1<<8);



extract8Bits(nextByte, 1);
break;

case 2: //rbg
extract8Bits(nextByte, 1<<16);
extract8Bits(nextByte, 1);
extract8Bits(nextByte, 1<<8);
break;

case 3: /grb
extract8Bits(nextByte, 1<<8);
extract8Bits(nextByte, 1<<16);
extract8Bits(nextByte, 1),
break;

case 4. //gbr
extract8Bits(nextByte, 1<<8);
extract8Bits(nextByte, 1),
extract8Bits(nextByte, 1<<16);
break;

case 5: //brg
extract8Bits(nextByte, 1);
extract8Bits(nextByte, 1<<16);
extract8Bits(nextByte, 1<<8);
break;

case 6: //bgr
extract8Bits(nextByte, 1);
extract8Bits(nextByte, 1<<8);
extract8Bits(nextByte, 1<<16);

break;

}
}

else



extract8Bits(nextByte, 1<<31);
switch(rgbOrder)

{

case 1: //rgb
extract8Bits(nextByte, 1<<23);
extract8Bits(nextByte, 1<<15);
extract8Bits(nextByte, 1<<7);
break;

case 2: //rbg
extract8Bits(nextByte, 1<<23);
extract8Bits(nextByte, 1<<7);
extract8Bits(nextByte, 1<<15);
break;

case 3: /grb
extract8Bits(nextByte, 1<<15);
extract8Bits(nextByte, 1<<23);
extract8Bits(nextByte, 1<<7);
break;

case 4: //gbr
extract8Bits(nextByte, 1<<15);
extract8Bits(nextByte, 1<<7);
extract8Bits(nextByte, 1<<23);
break;

case 5: //brg
extract8Bits(nextByte, 1<<7);
extract8Bits(nextByte, 1<<23);
extract8Bits(nextByte, 1<<15);
break;

case 6: /bgr
extract8Bits(nextByte, 1<<7);

extract8Bits(nextByte, 1<<15);



extract8Bits(nextByte, 1<<23);

break;

}
}

}

extract8Bits 7%, #1-XENEE 2B HE I — KK, nextBytes2 e i) — MG Z 9445, bitMaskZxX! i
E R FERS (1R #EextractBits ZryEHg o B AT 41, 158 A2 sbFirst 2 51 iz 1B & RS HI R L2, mSbFirstil 251 b 58
FEIBRIRE ), Eextract8Bits 7774 &R & t1 7 1R AZIsbFirst #1622 7 L 2L, TEH8AK.

bitMask7E#F, Sthis.masks, #IRFH0, wilE2Z LRIt MHTFE#nextByte SbitMask# 5, #iZbith]
& 77 A\ extract

o
* Examine 8 bits and check them against the mask to
* see if any should be extracted

* @param nextByte The byte to be examined

* @param bitMask The bitmask to be applied

v

private void extract8Bits(int nextByte, int bitMask)

{

for(int i=0;i<8;i++)

{

if((maské&bitMask)!=0)

{

//System.out.printin("call "+ mask+" "+bitMask+" "+nextByte);
addBit(nextByte & bitMask);

}

if(IsbFirst)

bitMask<<=1;

else

bitMask>>>=1;

}

}



addBit 77 7%, num & LB 19 R 7 (E -5 1 bit I S 5 G 1945 R, WIRA K0, ZnHABitH1, &

0, extractBitPosti2% F#E, #IFE K41, FtiextractBitPos, #/mextractBitPost#—1r, WIEHNOFA FZE
1, 1A% KextractBitPos#542 FEL B —/ 1), W FextractBitPoSiE A F11, oL RIEH 8K, FrLlst
return 7, HWIRNATF1, 8K T, 4 E EextractBitPos %128, extractBytePos+1, #H)F 1
extract[extractBytePos] #9 #7145 (& 0.

o
* Adds another bit to the extract

* @param num Non-zero if adding a 1-bit
v

private void addBit(int num)

{

if(num!=0)

{
extract[extractBytePos]+=extractBitPos;

}

extractBitPos>>=1;

if(extractBitPos>=1)

return;

extractBitPos=128;

extractBytePos++;

if(extractBytePos
extract[extractBytePos]=0;

}
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7EStegSolve.java & 7 £ 77 7%
private void forwardButtonActionPerformed(ActionEvent evt) {

if(bi == null) return;



transform.forward();

updatelmage();

}

private void fileOpenActionPerformed(ActionEvent evt) {

JFileChooser fileChooser = new JFileChooser(System.getProperty("user.dir"));
FileNameExtensionFilter filter = new FileNameExtensionFilter("Images”, "jpg", "jpeg", "gif", "bmp", "png");
fileChooser.setFileFilter(filter);

int rVal = fileChooser.showQOpenDialog(this);

System.setProperty("user.dir”, fileChooser.getCurrentDirectory/().getAbsolutePath());
if(rVal == JFileChooser.APPROVE_OPTION)

{

sfile = fileChooser.getSelectedFile();

try

{

bi = ImagelO.read(sfile);

transform = new Transform(bi);

newlmage();

}

catch (Exception e)

{

JOptionPane.showMessageDialog(this, "Failed to load file: " +e.toString());
}

}

}

LB F) T TransformE, #77F X R BI4a 1, S32 B A I50H .
Transform.java

W& g #, originallmage i RJR45 K 5 ¥4, transformEZ )z I3, S84 R 46 - A #97, transNum
HIEXT DL [ T ER A

/*
* transforms

*0 - none



*1-inversion

* 2-9 - alpha planes
*10-17 - r planes

*18-25 - g planes

* 26-33 - b planes

* 34 full alpha

* 35 full red

* 36 full green

* 37 full blue

* 38 random color1

* 39 random color2

* 40 random color3

* 41 gray bits

4
Transform(Bufferedlmage bi)
{

originallmage = bi;
transform = originallmage;
transNum=0;

}

forward 777, XS dr—K &, 90— ktransNum, 285 iR #5transNum g9 (8 2 #1751 i #9281 . transNum /&
X PLRIERAEBR TIERERRI B, tH AT L getText 7774 # 5K, 57 Alpha plane 0x1 57 #gtransNum{g %79

public void forward()

{

transNum-++;
if(transNum>MAXTRANS) transNum=0;
calcTrans();

}
public String getText()

{

switch(transNum)



{

case 0:

return "Normal Image";
case 1:

return "Colour Inversion (Xor)";
case 2:

case 3:

case 4:

case &:

case 6:

case 7:

case 8:

case 9:

return "Alpha plane " + (9 - transNum);
case 10:

case 11:

case 12

case 13:

case 14:

case 15:

case 16:

case 17:

return "Red plane " + (17 - transNum);
case 18:

case 19:

case 20:

case 21:

case 22:

case 23:

case 24:

case 25:



return "Green plane " + (25 - transNum);
case 26:

case 27:

case 28:

case 29:

case 30:

case 31:

case 32

case 33:

return "Blue plane " + (33 - transNum);
case 34:

return "Full alpha";

case 35:

return "Full red";

case 36:

return "Full green”;

case 37:

return "Full blue®;

case 38:

return "Random colour map 1"
case 39:

return "Random colour map 2"
case 40:

return "Random colour map 3"
case 41:

return "Gray bits";

default:

i,

return "™

}
}



calcTrans 77 7%, A& —fsswitch 7%, R#EtransNumpgE i H 77 7%, i E KO B9 88 B 1 E f 3542 v
transfrombit 77 7%, X B R E R0 HT

private void calcTrans()

{

switch(transNum)
{

case 2:
transfrombit(31);
return;

case 3:
transfrombit(30);
return;

case 4:
transfrombit(29);
return;

case 5:
transfrombit(28);
return;

case 6:
transfrombit(27);
return;

case 7:
transfrombit(26);
retum;

case 8:
transfrombit(25);
retumn;

case 9:
transfrombit(24);
return;

case 10:



transfrombit(23);
returmn;

case 11:
transfrombit(22);
return;

case 12
transfrombit(21);
return;

case 13
transfrombit(20);
return;

case 14:
transfrombit(19);
return;

case 15:
transfrombit(18);
return;

case 16:
transfrombit(17);
return;

case 17:
transfrombit(16);
retum;

case 18:
transfrombit(15);
retum;

case 19:
transfrombit(14);
retum;

case 20:

transfrombit(13);



retumn;

case 21:
transfrombit(12);
return;

case 22:
transfrombit(11);
return;

case 23:
transfrombit(10);
return;

case 24:
transfrombit(9);
return;

case 25:
transfrombit(8);
return;

case 26:
transfrombit(7);
return;

case 27:
transfrombit(6);
retum;

case 28:
transfrombit(5);
retumn;

case 29:
transfrombit(4);
retum;

case 30:
transfrombit(3);

return;



case 31:
transfrombit(2);
retumn;

case 32
transfrombit(1);
return;

case 33:
transfrombit(0);
return;

default:
transform = originallmage;

return;

}

}

transfrombit 777%, Z#dZEAX G2 LR EdbItHIHHE, 1R Firg il % Alpha 729etRGBHI##EHI R E1r,
31bit, #R#EgetText 7% v LI AIEApIpha 751 5z #jtransNum{E %472, FiZcalcTransfjcase2 gt ii/H
transfrombit(31).

private void transfrombit(int d)

{

transform = new Bufferedlmage(originallmage.getWidth(), originallmage.getHeight(),
Bufferedlmage. TYPE _INT_RGB);

for(int i=0;i

for(int j=0;j

{

int col=0;

int fcol = originallmage.getRGB(i,j);

if(((fcol>>>d)&1)>0)// & A1 bitlz, FHRRIC,L, WRA TFORFN MBIt 41, HA B EX MG FEEF
OXfiffff, 481742 (255,255,255), ¥/ EE, #RBitlr %0, W& %E7%(0,0,0), ¥ EE

col=Oxffffff;
transform.setRGB(i, j, col);
}

}

zsteg
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Nib/zsteg.rb run 7%

Nib/zsteg/cli/cli.rb run7zi%, XE XX SHMYT, XEBR—L2 EmBHIIKSH, TBYEITERBE, #F
SESHE, EERBRENEE TR, @actions=[check’], Fit5)351HHcheck 7%

def run

@actions =[]

@options = {

:verbose => (),

:limit => Checker::DEFAULT_LIMIT,
:order => Checker::DEFAULT _ORDER
}

optparser = OptionParser.new do |opts|

"

opts.banner = "Usage: zsteg [options] filename.png [param_string]
opts.separator "

opts.on("-c", "--channels X", /[rgba, 1-8]+/,

“channels (R/G/B/A) or any combination, comma separated",

"“valid values: r,g,b,a,rg,bgr,rgba,r3g2b3,..."

) do ||

@options[:channels] = x.split(’,’)

# specifying channels on command line disables extra checks
@options[:extra_checks] = false

end

opts.on("-b", "-bits N", "number of bits, single int value or '1,3,5' or range '1-8",
"advanced.: specify individual bits like '00001110' or '0x88"

) do ||

a=[]

x="1-8ifx=="all'

x.split(,').each do |x1|



if x1[-]

t = x1.split(~)

a << Range.new(parse_bits(t[0]), parse_bits(t[1])).to_a
else

a << parse_bits(x1)

end

end

@options[:bits] = a.flatten.uniq

# specifying bits on command line disables extra checks
@options[:extra_checks] = false

end

opts.on "--Isb", "least significant BIT comes first" do
@options[:bit_order] = :Isb

end

opts.on "--msb", "most significant BIT comes first" do
@options[:bit_order] = :msh

end

opts.on("™-0", "-order X", /all|auto|[bxy,]+/,

"pixel iteration order (default: #{@options[.order]})",
"“valid values: ALL,xy,yx,XY,YX xY,Xy,bY,...",

){ |X| @options[.order] = x.split(’) }

if (argv = optparser.parse(@argv)).empty?

puts optparser.help

retum

end

@actions = DEFAULT_ACTIONS if @actions.empty?
argv.each do |arg|

if arg[',] && IFile.exist?(arg)
@options.merge!(decode _param_string(arg))
argv.delete arg

end



end

argv.each_with_index do |fname,idx|

if argv.size > 1 && @options[:verbose] >= 0

puts ifidx > 0

puts "[.] #{fname}".green

end

next unless @img=load_image(@fname=fname)
@actions.each do |action|

if action.is_a?(Array)

self.send(*action) if self.respond_to?(action.first)
else

self.send(action) if self.respond_to?(action)

end

end

end

rescue Ermo::EPIPE

# output interrupt, f.ex. when piping output to a ‘head' command
# prevents a 'Broken pipe - (Ermo::EPIPE)' message
end

Nlib/zsteg/cli/cli.rb check 77 7%

def check Checker.new(@img, @options).check end

Nlib/zsteg/checker.rb initialize 777%, #4511 —22k 7 EH, @extractorttEfEAN T EEREHEH], EEHBF T EH
B2 & Falphaidi.

def initialize image, params = {}

@params = params

@cache = {}; @wastitles = Set.new

@image = image.is_a?(ZPNG::Image) ? image : ZPNG::Image.load(image)
@extractor = Extractor.new(@image, params)

@channels = params[:channels] ||

if @mage.alpha_used?

%w'r g b a rgb bgr rgba abgr’



else

%w'r g b rgb bgr'

end

@verbose = params[:verbose] || -2

@file_cmd = FileCmd.new

@results =[]

@params[:bits] ||= DEFAULT _BITS

@params[:order] ||= DEFAULT_ORDER

@params[:limit] ||= DEFAULT_LIMIT

if @params[:min_str_len]

@min_str_len = @min_wholetext_len = @params[:min_str_len]
else

@min_str_len = DEFAULT_MIN_STR_LEN
@min_wholetext_len = @min_str len -2

end

@strings_re = /[x20-x7emt]{#@min_str len,}/

@extra_checks = params.fetch(.extra_checks, DEFAULT EXTRA CHECKS)
end

Nlib/zsteg/checker.rb check 77 /%, BB #5577, <HIBT I fi 2 & 2bmpHd, R BbmphI-0E A 7 Hb, WREER
allth R 2% ThYW#T, (821812 E1CEIr 2R Liby yb YD/ . #forder# & & AbMAKIZIER, BlitA
NG —F. BEEHHE LR Fcheck _channelsZi% T .

def check

@found_anything = false

@file_cmd.start!

if @mage.format == :bmp

case params[:order].to_s.downcase

when /all/

params[.order] = %wbY xY xy yx XY YX Xy yX Yx'
when /auto/

paramsl:order] = Y%owbY xY'

end

else



case params[:order].to_s.downcase

when /all/

params[:order] = %owxy yx XY YX Xy yX xY Yx'

when /auto/

params[:order] = xy’

end

end

Array(params[:order]).uniq.each do |order|

(params[.prime] == :all ? [false,true] : [params[:prime]]).each do |prime|
Array(params][:bits]).uniq.each do |bits|

p1 = @params.merge :bits => bits, :order => order, :prime => prime
if order[/b/i]

# byte iterator does not need channels

check_channels nil, p1

else

channels.each{ |c| check _channels c, p1}

end

end

end

end

if @found_anything

print "r" + " "*20 + "r" if @need _cr

else

puts "r[=] nothing :(" + " ™20 # line cleanup

end

if @extra_checks

Analyzer.new(@image).analyze!

end

# return everything found if this method was called from some code
@results

ensure



@file_cmd.stop!
end

Nlib/zsteg/checker.rb check _channels 77724, B EHIBTZE & & Tbit order, X EMH1EMik, 2 /552X
HEFEZ T, channelsEEH), &RiE4&ZHcolor_extractor.rb, R#HH )2 Hbyte extractor.rb.

color_extractorf=(, #ZA/Brchannelsg &I, ZBirgbil A =B 15 & NEE LR ELBItH . #EL
MR F LR EDbit, 5T LU B9 15 3 B LIBHI N R FF ¥

byte)extractor#Ez(, nbits/2-bZ#{75&EHTELHRbItE, FeLI—1rHgF T4, FEFLE/8.
show title title % ! 24 F & =

data = @extractor.extract p1 iR #

def check _channels channels, params

unless params[:bit_order]

check_channels(channels, params.merge(:bit_order => :Isb))
check_channels(channels, params.merge(:bit_order => :msb))
return

end

p1 = params.clone

# number of bits

# equals to params[:bits] if in range 1..8

# otherwise equals to number of 1's, like 0b1000_0001

nbits = p1[:bits] <= 8 ? p1[:bits] : (p1[:bits]&0xff).to_s(2).count("1")
show_bits = true

# channels is a String

if channels

p1[:channels] =

if channels[1] && channels[1] =~ /AdZ/

# r3g2b3'

a=[]

chits =0

(channels.size/2).times do |i|

a << (t=channels[i*2,2])

cbits +=t[1].to_i

end



show _bits = false

@max_hidden_size = cbits * @image.width
a

else

#'rgb’'

a = channels.chars.to_a
@max_hidden_size = a.size * @image.width * nbits
a

end

# p1[:.channels] is an Array

elsif params[.order] =~ /b/i

# byte extractor

@max_hidden_size = @image.scanlines[0].decoded_bytes.size * nbits
else

raise "invalid params #{params.inspect}"
end

@max_hidden_size *= @image.height/8
bits tag =

if show _bits

if params]:bits] > 0x100

if params[:bits].to_s(2) =~ /(1{1,8})¥

# mask => number of bits

"b#{$1.size}"

else

# mask

"b#{(params[:bits]&0xff).to_s(2)}"

end

else

# number of bits

"bi{params|:bits]}"

end



end

title = [

bits tag,

channels,

params[:bit_order],

params|:order],

params[:prime] ? ‘prime’ : nil

J.compact.join(’,")

return if @wastitles.include?(title)

@wastitles << title

show title title

p1[title] = title

data = @extractor.extract p1

if p1[:invert]

data.size.times{ |i| data.setbyte(i, data.getbyte(i)"Oxff) }
end

@need_cr = Iprocess_result(data, p1) # carriage return needed?
@found_anything ||= !@need_cr

end

Nlib/zsteg/extractor.rb 1R#FE-0LL T 2 & 6 &bk FEN G
def extract params = {}

@limit = params[:limit].to_i

@/imit = 2**32 if @/imit <=0

if params][:order] =~ /b/i

byte extract params

else

color_extract params

end

end

R BU P IMEZHIRT R, SEHR— P TIEE R 8, bit_indexes

bit_indexes



BT LLAIE, 175 — 1 F TR R, ZSteq 2 [ & 19 M & i 177 Z 1AL 79
def bit_indexes bits

if (1..8).include?(bits)

# number of bits

#1=>[0]

#...

#8=>[7,654321,0]

bits.times.to_a.reverse

else

# mask

mask = bits & Oxff

r=[

8.times do |i|

r << if mask{i] ==

end

r.reverse

end

end

byte extract

Nib/zsteg/extractor/byte _extractor.rb dataZiZ & F g F T HHE, afH Fi7rbits#.

1 igbyte iterator 77 7%y B 171, SHR#GorderZ 42 5 H N Eb, REXT FNIIE/FEAET, £HFDEY
RIEY 7[5 H) IE /730 7 18 /7 o

TRIEX Y HIE BER BN, 2 R#DIt indexes T B #Ibidx(FE /€ R BE i i E 1% 17) £ s B xt Bt (6
ha.size H8hf, BEEAK—1F T, HRIEDIt orderfE HEat #I8bit B 1 2 K I it 23
msbZp¥i, I1sbZA .

module ZSteg

class Extractor

# ByteExtractor extracts bits from each scanline bytes

# actual for BMP+wbStego combination

module ByteExtractor

def byte_extract params = {}



bidxs = bit_indexes params[:bits]

if params[:prime]

pregenerate_primes(

‘max => @image.scanlines[0].size * @image.height,
:count => (@/imit*8.0/bidxs.size).ceil

)

end

data = ".force_encoding(‘binary’)

a = [O]*params]:shift].to_i # prepend :shift zero bits
byte iterator(params) do |x,

sl = @image.scanlines[y]

value = sl.decoded_bytes.getbyte(x)
bidxs.each do |bidx|

a << value[bidx]

end

ifa.size >= 8

byte =0

if params[:bit_order] == :msb

8.times{ |i| byte |= (a.shift<

else

8.times{ |i| byte |= (a.shift<

end

#orintf "[d] %02x %08bn", byte, byte

data << byte.chr

if data.size >= @Jimit

print "[limit #@Jimit]".gray if @verbose > 1
break

end

end

end

if params]:strip_tail _zeroes] != false && data[-1,1] == "x00"



oldsz = data.size

data.sub!(/x00+2/,")

print "[zerotail #{oldsz-data.size}]".gray if @verbose > 1
end

data

end

# xy": b=0,y=0; b=1,y=0; b=2,y=0; ...

# 'yx': b=0,y=0; b=0,y=1; b=0,y=2; ...

#...

# XY b=0, y=MAX; b=1, y=MAX; b=2, y=MAX; ...

# XY': b=MAX y=MAX; b=MAX-1,y=MAX; b=MAX-2,y=MAX; ...
def byte _iterator params

type = params[:order]

if type.nil? || type == ‘auto’

type = @ mage.format == :bmp ? 'bY": by’

end

raise "invalid iterator type #{type}" unless type =~ /A(bylyb)Z/i
sl0 = @image.scanlines.first

# XXX don't try to run it on interlaced PNGs!
x0,x1,xstep =

if type.index('b’)

[0, sl0.decoded_bytes.size-1, 1]

else

[sl0.decoded bytes.size-1, 0, -1]

end

y0,y1,ystep =

if type.index('y))

[0, @image.height-1, 1]

else

[@image.height-1, O, -1]

end



# cannot join these lines from ByteExtractor and ColorExtractor into
# one method for performance reason:

# it will require additional yield() for EACH BYTE iterated
if type[0, 1].downcase == b’

# ROW iterator

if params/[:prime]

idx =0

yO0.step(y1,ystep){ |y| x0.step(x1,xstep){ ||

yield(x,y) if @primes.include?(idx)

idx +=1

b

else

yO0.step(y1,ystep){ |y| x0.step(x1,xstep){ |x| yield(x,y) }}
end

else

# COLUMN iterator

if params[:prime]

idx=0

x0.step(x1,xstep){ |x| yO.step(y1,ystep){ |y|

yield(x,y) if @primes.include?(idx)

idx +=1

b

else

x0.step(x1,xstep){ |x| yO.step(y1,ystep){ |y| yield(x,y) }}
end

end

end

end

end

end

color_extractor



/lib/zsteg/extractor/color_extractor.rb dataZl| 72 /H F 7 hsF 174 #, amrH Frbit .

difcoord iterator 7L N F 11, KR#ForderS 32 & H N EX, HEXT FHIIE/FELEE)F, BEHEHNE
YRIEY 77 [6] ] IE 73 A2 12/ -

IRIEX Y HIE ER BN 15, 2RER#EDIt indexesFE B HIch_masks(YEE H BE B 7 E ) 2 et Bt (g, H
B ERYEchannel #71E, WIREHEANFIF, Fa bt ZET-biZ B9, BlitféEAparams[:bits], Z W5tk
B2NFRE, FERE2NNFIFEZ o EERAIbitE

ba.size 581, B —1F T, R#EDIt orderfyE HiEaF HI8bit E #A2 K I A2 /> it msbAg /N, 1SbZK

module ZSteg

class Extractor

# ColorExtractor extracts bits from each pixel's color

module ColorExtractor

def color_extract params = {}

channels = Array(params[:channels])

#pixel _align = params[.pixel_align]

ch _masks =[]

case channels.first.size

when 1

#Ir, g, b

channels.each{ |c| ch_masks << [c[0], bit_indexes(params[:bits])] }
when 2

#[r3, ‘g2, b3]

channels.each{ |c| ch_masks << [c[0], bit_indexes(c[1].to_i)] }
else

raise "invalid channels: #{channels.inspect}" if channels.size I= 1
t = channels.first

ift =~ /A[rgba]+Z/

return color_extract(params.merge(.channels => t.split(")))
end

raise "invalid channels: #{channels.inspect}"

end

# total number of bits = sum of all channels bits

nbits = ch_masks.mapf{ |x| x[1].size }.inject(&:+)



if params[:prime]

pregenerate_primes(

‘max => @image.width * @image.height,
-count => (@Jimit*8.0/nbits/channels.size).ceil
)

end

data = ".force_encoding('binary’)

a = [O]*params]:shift].to_i # prepend :shift zero bits
catch :limit do

coord _iterator(params) do |x,y|

color = @image[x,y]

ch_masks.each do |c,bidxs|

value = color.send(c)

bidxs.each do |bidx|

a << value[bidx]

end

end

#p [x,y,a.size,a]

while a.size >= 8

byte =0

#puts a.join

if params][:bit_order] == :msb

8.times{ |i| byte |= (a.shift<

else

8.times{ |i| byte |= (a.shift<

end

#Horintf "[d] %02x %08bn", byte, byte

data << byte.chr

if data.size >= @Jimit

print "[limit #@Jimit]".gray if @verbose > 1

throw :limit



end

#a.clear if pixel_align

end

end

end

if params|:strip_tail zeroes] != false && data[-1,1] == "x00"
oldsz = data.size

data.sub!(/x00+Z/,")

print "[zerotail #{oldsz-data.size}]".gray if @verbose > 1
end

data

end

# Xy x=0,y=0; x=1,y=0; x=2,y=0; ...

# 'yx" x=0,y=0; x=0,y=1; x=0,y=2; ...

#...

# XY x=0, y=MAX; x=1, y=MAX; x=2, y=MAX: ...

# XY': x=MAX y=MAX; x=MAX-1,y=MAX; x=MAX-2,y=MAX; ...
def coord_iterator params

type = params[:order]

if type.nil? || type == ‘auto’

type = @mage.format == :bmp ? xY": xy’'

end

raise "invalid iterator type #type}" unless type =~ /A(xylyx)Z/i
x0,x1,xstep =

if type.index(’x’

[0, @ mage.width-1, 1]

else

[@image.width-1, 0, -1]

end

y0,y1,ystep =

if type.index("y’)



[0, @image.height-1, 1]

else

[@image.height-1, 0, -1]

end

# cannot join these lines from ByteExtractor and ColorExtractor into
# one method for performance reason:

# it will require additional yield() for EACH BYTE iterated
if type[0, 1].downcase == X’

# ROW iterator

if params[:prime]

idx=0

yO0.step(y1,ystep){ |y| x0.step(x1,xstep){ ||

yield(x,y) if @primes.include?(idx)

idx +=1

b

else

yO0.step(y1,ystep){ |yl x0.step(x1,xstep){ |x| yield(x,y) }}
end

else

# COLUMN iterator

if params|[:prime]

idx=0

x0.step(x1,xstep){ |x| yO.step(y1,ystep){ |y|

yield(x,y) if @primes.include?(idx)

idx += 1

b

else

x0.step(x1,xstep){ |x| yO.step(y1,ystep){ |y| yield(x,y) }}
end

end

end



end
end
end
4R

AP B fzsteq i S P ABRERERL T, T fstegsolve % F & Zifflag 2 1 8bit 4 #7542 14 HE A s 20 2 B 9 5
¥, iiflagREEL g AR, P 25 E sk #Estegsolve iR, HELZ N EMag T, HEMRIIH.

RIGOY R SERIXY )55 R —HEHT, R A2Z W EEE RIS 77 20, bmp #7771 &N /FAZbgr .
root@LAPTOP-GEOFGULA:/mnt/d# zsteg -c bgr -0 xY --msb -b1 ##.bmp

[?] 2 bytes of extra data after image end (IEND), offset = 0x269b0e

b1,bgr,msb,xY .. text: "qwxf{you_say chick_beautiful 7}"

FIKE Tstegsolve, B EHIE-0£Y, UMLK % ZH—T, HrUUFs5Eomphym &R RIERKSHE, KA E
TR .

A FflagIfE, A FIINEE— T, B B8 bt 5 2 #/F HY .
#encoding:utf-8

from binascii import b2a_hex,a2b_hex

flag = "qwxf{you_say chick_beautiful 7}"

stegsolve = "8eee1e66de9efbaeface869efact1696c6d6fa46a686ae2e9666ae36fche”
flag = bin(int(b2a_hex(flag), 16))[2:]

stegsolve = bin(int(stegsolve, 16))[2:]

def show(a,b):

iflen(a) % 2 I= 0:

a="0+a

iflen(b) % 2 I= 0:

b ="0+b

for i in xrange(0,len(a),8):

print afi:i+8]+" "+bfi:i+8]

show(flag, stegsolve)

HC& TERIE.
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