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J] MainActivity.smali
1 .class public Lre/sdnisc2018/sdnisc apkl/MainActivity:
2 .super Landroid/support/v7/app/RppCompatActivity:

3 .source "MainActivity.java"

4

B

€ ¥ Alrect mechods =
7 .method public constructor fr—

C .locals (

g FREETHMAPKER, M\ BSEEE
10 1ine 2

11 invoke-direct {(p0}, Lan oK patActivity;-><in
13 return-void

14 .end method

15

1¢ .method private getFlag()Ljava/lang/String;

2. ¥ iZAPKIRIE, #RElclass.dexBldex2jar-2.0i H X T, #fEclass.dexsC 18 25T R jarse 4

3. FIAjd-gui-1.4.0. jar T RITFF S B2 i) jar 4

“+ MainActivity.class - Java Decompiler

File Edit Mavigation Search Help

fs Maindctivi

package re.sdniscl@ls.sonisc_apkl;

import android.content .Context;
import i A

import androf
import
import andro
import andro
import andro
import andro widget .EditText;
import androfd.wicdget.Toast;

L.aop. AgoCompatActivity;
Basetd;
iew;

en. View. OnClickListenar;

public clas: REIRAGEINIER

extends A SOATACTIvIL
g1

private String getFlag()

{
return getBaseContext().getString (2131427388 ;

old
onCreate(Bundle) : woid private void showMsgToast({String paramString)
a8 shovMsgToast(String) : veid 8 : ! ; :
i R. class Toast.makeText(this, paramString, 1).show();
H@ R X

4. JREBATEE [ JavaIR s

packagere.sdnisc2018.sdnisc_apk1;importandroid.content.Context;importandroid.os.Bundle;importandroid.supy
classMainActivityextendsAppCompatActivity

‘ i b
{privateString getFlag()

{return getBaseContext().getString(2131427360);

}private voidshowMsgT oast(String paramString)

{

Toast.makeText(this, paramString, 1).show();

}public voidcheckPassword(String paramString)



{if (paramString.equals(new String(Base64.decode(new StringBuffer(getFlag()).reverse().toString(), 0))))
{

showMsgT oast("Congratulations !");return;

}

showMsgToast("Try again.");

}protected voidonCreate(Bundle paramBundle)

{super.onCreate(paramBundle);

setContentView(2131296283);
((Button)findViewByld(2131165261)).setOnClickListener(newView.OnClickListener()

{public voidonClick(View paramAnonymousView)

{

paramAnonymousView= ((EditText)MainActivity.this.findViewByld(2131165253)).getText().toString();

MainActivity.this.checkPassword(paramAnonymousView);

g EAMERIPSE

1. #£ checkPassword() &%, HIWiH P K AR T IER, 57 ILECK 747 5 =2 253 getFlag() B H0& [l
EAAFZ JEH.

2. ¥ BirehilgetFlag() R, FREUHIR [FME .
sdrgetFlag() R EARAS B
return getBaseContext().getString(2131427360);
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faMainActivity. classi2 W R. classi2

public static final class
{

publiec statiec final int
public static final int ab
public static final int abc_
public static final int abc_adtion_mode_done = 2131427331;

public static final int abc_actyvity_chooser_view_see_all = 2131427332;

public static final int abc_acti%itychooserview_choose_application = 2131427333;
public statiec final int abc_capitdl_off = 2131427334;

public static final int abc_capital on = 2131427335;

public static final int abc_font_fam§ly body 1 material = 2131427336;

public static final int abc_font_family_body_2_material = 2131427337;

public static final int abc_font_famil$ button_material = 2131427338;

public static final int abc_font_family ‘caption_material = 2131427339;

public statiec final int abc_font_family_ display_1_material = 2131427348;

public static final int abc_font_family display_2 material = 2131427341;

public static final int abc_font_family display_ 3 material = 2131427342;

public static final int abc_font_family display_4 material = 2131427343;

public static final int abc_font_family_headline_material = 2131427344;

public static final int abc_font_family mgnu_material = 2131427345;

public static final int abc_font_family spbhead material = 2131427346;

public static final int abc_font_family_tfitle_material = 2131427347;

public static final int abc_search_hint 2131427348;
public statiec final int abc_searchview_dg¢scription_clear
public static final int abc_searchview_
public static final int abc_searchview description_search = 2131427351;

public static final int abc_searchview_gescription_submit = 2131427352;

public static final int abc_searchview_fescription_voice = 2131427353;

public static final int abc_shareactiornprovider_share_with = 2131427354;

public static final int abc_shareactiogprovider_share_with_application = 2131427355;
public static final int abc_toolbar_cofflapse_description = 2131427356;

public static final int app_name = 213A427357;

public static final int search_menu_tile = 2131427358;

public static final int status_bar_nofification_info_overflow = 2131427359;

public static final int toString = 2131427360;

action_bar_home_description = 2131427328;
ction_bar_up_description = 2131427329;
tion_menu_overflow_description = 2131427338;

2131427349;
scription_query = 2131427350;

R 35 IR DX B F 28 B 4 “toString” £ strings. xmi 3T 44 o 3% 2 5 B 18

20 <string ="abc_font_family menu material">sans-serif</string>

21 <string c_font_family subhead material">sans-serif</string>

23 <string = nt_family_title_material”)sans—Serif*medium{fString)
23 <string name="abc_sea hint"»Search..</string>»

24 <string name="abc_ searchv description_clear">Clear query</string>
25 <string name="abc_searchview_description_guery">Search query</string>
26 <string name="abc_searchview_gdescription_search">Search</string>

27 <string name="abc_searchview/description_submit®>Submit query</string>

28 <string name="abc_searchvigl_description_voice">Voice search</string>

L] <string name="abc_ shareacyionprovider share with">Share with</string>

0 <string name="abc_sharegftionprovider_share with_application">Share with ¥s</string>
1 <string name="abc_toolbhr collapse_description">Collapse</string>

1 <string name="app_n »sdnisc_apkl</string>
1 <string name="searc nu_title">Search</string>
34 <string name="statuf bar notification info overflow">999%+</string>

% <string name="toString">%91YiZW0zA81ZhFjEfINdwk3IXN1k2XzIXZIt3IZhxmZ</string>
2 </r@S0ULCes >
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| S Malndctivivy. class il

private boolean checkSH{String paramStringl, String paramString2)

if (paramStringl != null) {
try
{
if (paramStringl.length() == @) {
return false;

}
if ((paramString2 != null) && (paramString2.length() == 22))

Object localObject = MessageDigest.getInstance(“MD5™);
{({MessageDigest) localObject).reset();
{({MessageDigest)localObject).update(paramStringl.getBytes());
paramStringl = toHexString(((MessageDigest)localObject).digest(), =");
localObject = new StringBuilder();

int i = @;

while (i < paramStringl.length())

((5tringBuilder)localObject).append(paramStringl.charAt(i});
i+=2;

}
paramStringl = ((StringBuilder)localObject).toString();
boolean bool = (“flag{™ + paramStringl + "}").equalsIgnorefase(paramString2);
if (bool) {
return true;

¥
¥

3. M EE K Javali G

packagecom.example.crackme;importandroid.app.Activity;importandroid.os.Bundle;importandroid.view.Menu;imr
classMainActivityextendsActivity

4 | ] | 3

{privateButton btn_register;privateEditText edit_sn;

String edit_userName;private booleancheckSN(String paramString1, String paramString2)
{if (paramString1 = null) {try{if (paramString1.length() == 0) {return false;
}f ((paramString2 != null) && (paramString2.length() == 22))

{

Object localObject= MessageDigest.getinstance("MD5");
((MessageDigest)localObject).reset();
((MessageDigest)localObject).update(paramString1.getBytes());
paramString1= toHexString(((MessageDigest)localObject).digest(), ");
localObject= newStringBuilder();int i = O;while (i

{

((StringBuilder)localObject).append(paramString1.charAt(i));

i+=2;

}

paramString1=((StringBuilder)localObject).toString();boolean bool = ("flag{" + paramString1 +
"1").equalslgnoreCase(paramString2);if(bool) {return true;

}

}
}catch(NoSuchAlgorithmException paramString1)



{
paramString1.printStackTrace();

}

}return false;

}private static String toHexString(byte[] paramArrayOfByte, String paramString)

{

StringBuilder localStringBuilder= newStringBuilder();int j =paramArrayOfByte.length;int i = O;while (i
{

String str= Integer.toHexString(paramArrayOfByte[i] & OxFF);if (str.length() == 1) {
localStringBuilder.append('0");

}

localStringBuilder.append(str).append(paramString);

i+=1;
returnlocalStringBuilder.toString();

}public voidonCreate(Bundle paramBundle)
{super.onCreate(paramBundle);

setContentView(2130968601);

setTitle(2131099677);this.edit_userName = "Tenshine";this.edit_sn =
((EditText)findViewByld(2131492945));this.btn_register =
((Button)findViewByld(2131492946));this.btn_register.setOnClickListener(newView.OnClickListener()

{public voidonClick(View paramAnonymousView)

{if ('MainActivity.this.checkSN(MainActivity.this.edit_userName.trim(),
MainActivity.this.edit_sn.getText().toString().trim()))

{
Toast.makeText(MainActivity.this, 2131099678, 0).show();return;

}

Toast.makeText(MainActivity.this, 2131099675, 0).show();
MainActivity.this.btn_register.setEnabled(false);
MainActivity.this.setTitle(2131099673);

}

b

}public booleanonCreateOptionsMenu(Menu paramMenu)



{

getMenulinflater().inflate(2131558400, paramMenu);return true;

}

}

g EAMCEIPSE

1. ¥ EE Bt fEcheckSNOEH L, iz Bril, FEWHLILFM:

1. B—A S HparamString1 |=null&F 5 K 1=0

2. %~/ & HparamString2 =null&F & & K ==22

3. ¥ HE—ASHparamString1 LiEMDSINE 2 J&, B AR KL 4 R 775 5 (1642)
4. F=FSBEFEARN TR B S “flag{y 44 (16+6=22)E 55 HparamString 28 %

2. B L=t s, [TEEESHparamString1 S HparamString2MIREE 7, # R T checkSN()
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public voidonCreate(Bundle paramBundle)
{super.onCreate(paramBundle);
setContentView(2130968601);

setTitle(2131099677);this.edit_userName = "Tenshine";this.edit_sn =
((EditText)findViewByld(2131492945));this.btn_register =
((Button)findViewByld(2131492946));this.btn_register.setOnClickListener(newView.OnClickListener()

{public voidonClick(View paramAnonymousView)

{if ('MainActivity.this.checkSN(MainActivity.this.edit_userName.trim(),
MainActivity.this.edit_sn.getText().toString().trim()))

{
Toast.makeText(MainActivity.this, 2131099678, 0).show();return;

}
Toast.makeText(MainActivity.this, 2131099675, 0).show();
MainActivity.this.btn_register.setEnabled(false);

MainActivity.this.setTitle(2131099673);

}

ik

}
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1. paramString1="Tenshine"

2. paramString2="F P I \ 1 R 8"



3. BEARS0E T 2 $paramString 1818, B ¥ paramString 13t TMD5N%, BHEEA, H"flag{)"BtiTHE&E
FRAFLAG

md5(Tenshine,32) =b9c77224ff234f27ac6badf83b855¢76
FLAG: flag{bc72f242a6af3857}
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ETRI L FRTR RS PR IS T e AT R R

i:hzs.m_s_a = ((EditText)findviewById{2131034176));
this.buttonl = ({Button)findViewById({2131034177));
this.buttonl. setOnClickListener (new View.OnClickListener()

i
3
public void onllick(View paraminonymousView)
{
if (IMainActivity.this. detectipk(”com.example. com. android. trogoogle”))
{
paramfinonymousView = MainActivity.this.getFilesDir().getabsolutefath()

MainActivity.this.retrieveApkFromAssets(MainActivity. this, “com.androi
MainActivity.this.showlnstallConfirmDialog(MainActivity.this, paramAna
return;

y

if (IMainActivity.this.goToNetWork())

i
Toast.makeText (Maindctivity. this, = i k. Efriimmag? », 8).show
return;

!

if (MainActivity.-this.pass.getText().toString().length() »= &)

{

Toast.makeText(MainActivity.this, “i{ - WG LT, @) oshow();
Toast.makeText (MainActivity.this, “S8QuialakE 400! =, 0).show();

return;

4. REEE R JavalR g

packagecom.example.mmsheniq;importandroid.annotation.SuppressLint;importandroid.app.AlertDialog.Builder;i

‘ n 3
@SuppressLint({"DefaultLocale"})public classMainActivityextendsActionBarActivity

{

Button button1;

Button button2;

ArrayListpackagNamelList;



EditText pass;privateMyReceiver receiver;private booleandetectApk(String paramString)
{return this.packagNameList.contains(paramString.toLowerCase());
}private booleangoToNetWork()

{

ConnectivityManager localConnectivityManager= (ConnectivityManager)getSystemService("connectivity");if
(localConnectivityManager.getNetworkInfo(1).getState() != null) {}while
(localConnectivityManager.getNetworkInfo(0).getState() != null) {return true;

}return false;

}private voidinitpackagNamelList()

{this.packagNameList = newArrayList();

List localList= getPackageManager().getInstalledPackages(0);int i = O;for(;;)
{if (i >=localList.size()) {return;

}

Packagelnfo localPackagelnfo=
(Packagelnfo)localList.get(i);this.packagNameList.add(localPackagelnfo.packageName.toLowerCase());

i+=1;
}

}protected voidonCreate(Bundle paramBundle)
{super.onCreate(paramBundle);
requestWindowFeature(1);
setContentView(2130903064);

initpackagNameList();

MyReceiver(null);
paramBundle= new IntentFilter("android.intent.action.PACKAGE_ADDED");
paramBundle.addDataScheme("package");

registerReceiver(this.receiver, paramBundle);if (!detectApk("com.example.com.android.trogoogle"))

{

paramBundle= getFilesDir().getAbsolutePath() + "/com.android. Trogoogle.apk";
retrieveApkFromAssets(this, "com.android.Trogoogle.apk", paramBundle);

showInstallConfirmDialog(this, paramBundle);



Hhis.pass = ((EditText)findViewByld(2131034176));this.button1 =
((Button)findViewByld(2131034177));this.button1.setOnClickListener(newView.OnClickListener()

{public voidonClick(View paramAnonymousView)

{if ('MainActivity.this.detectApk("com.example.com.android.trogoogle"))

{

paramAnonymousView= MainActivity.this.getFilesDir().getAbsolutePath() + "/com.android.Trogoogle.apk";

MainActivity.this.retrieveApkFromAssets(MainActivity.this, "com.android. Trogoogle.apk",
paramAnonymousView);

MainActivity.this.showlnstallConfirmDialog(MainActivity.this, paramAnonymousView);return;
}f ('MainActivity.this.goToNetWork())

{

Toast.makeText(MainActivity.this, "€ 0 0000000000000V VV0VVV00000O",
0).show();return;

}if (MainActivity.this.pass.getText().toString().length() >= 6)

{

Toast.makeText(MainActivity.this, "€ 0 0000000V VOV V0. .." 0).show();
Toast.makeText(MainActivity.this, "€ 0 0000000V OOV VV V0006 6" 0).show();retun;

}
Toast.makeText(MainActivity.this, "€ 0000000000000V V0060066" 0).show();

}

});this.button2 =
((Button)findViewBylId(2131034178));this.button2.setOnClickListener(newView.OnClickListener()

{public voidonClick(View paramAnonymousView)

{

MainActivity.this.startActivity(new Intent(MainActivity.this, RegisterActivity.class));

}

};

}public booleanretrieveApkFromAssets(Context paramContext, String paramString1, String paramString2)
{

bool= false;try{

paramString2= newFile(paramString2);if(paramString2.exists()) {return true;

}

paramString2.createNewFile();



paramString1=paramContext.getAssets().open(paramString1);
paramString2= newFileOutputStream(paramString2);byte[] arrayOfByte = new byte['?";for(;;)
{int i =paramString1.read(arrayOfByte);if (i == -1)

{

paramString2.flush();

paramString2.close();

paramString1.close();

bool= true;break;

}

paramString2.write(arrayOfByte,0, i);

}returnbool;

}catch(IOException paramString1)

{

Toast.makeText(paramContext, paramString1.getMessage(),2000).show();
paramContext= newAlertDialog.Builder(paramContext);
paramContext.setMessage(paramString1.getMessage());
paramContext.show();

paramString1.printStackTrace();

}

}public void showlnstallConfirmDialog(final Context paramContext, finalString paramString)

{

AlertDialog.Builder localBuilder= newAlertDialog.Builder(paramContext);

localBuilder.setlcon(2130837592);

localBuilder.setTitlle("@ 0 © € € € 0 © 6 € "),
localBuilder.setMessage("@ 9 9 9 9000000000000 00V0V00000V0000O0OAPKOVOO O

4 T | r

localBuilder.setPositiveButton("€© € € € ", newDialogInterface.OnClickListener()

{public void onClick(Dialoginterface paramAnonymousDialogInterface, intparamAnonymousint)
{try{

paramAnonymousDialoginterface= "chmod 777 " +paramString;
Runtime.getRuntime().exec(paramAnonymousDialoglnterface);

paramAnonymousDialoginterface= new Intent("android.intent.action.VIEW");



paramAnonymousDialoginterface.addFlags(268435456);

paramAnonymousDialoginterface.setDataAndType(Uri.parse("file://" + paramString),
"application/vnd.android.package-archive");

paramContext.startActivity(paramAnonymousDialoginterface);return;
}catch(IOException paramAnonymousDialoglnterface)

{for(;;)

{

paramAnonymousDialoglinterface.printStackTrace();

b
localBuilder.show();
}private classMyReceiverextendsBroadcastReceiver

{privateMyReceiver() {}public voidonReceive(Context paramContext, Intent paramintent)

{

(paramintent.getAction().equals("android.intent.action.PACKAGE _ADDED"))

{

paramContext.startActivity(new Intent(paramContext, MainActivity.class));

paramintent= new Intent("android.intent.action.MAIN");
paramintent.addFlags(268435456);
paramintent.addCategory("android.intent.category. LAUNCHER");

paramintent.setComponent(new ComponentName("com.example.com.android.trogoogle”,
"com.example.com.android.trogoogle.MainActivity"));

paramContext.startActivity(paramintent);

}
}



}

}
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