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1.0penSSH, OpenSSHZLinux T % RS, 3% b5 %7 78 24 k% SSHAR % i

2.GNU Debugger (gdb) R TE

3.adv-cmds (psfF4)

4. darwin cc tools (otools)

5. Link Identity Editor (ldid)
PCifi % 32SSH Secure Shell ClientgputtyZSSHZ P ik, LAE fe @it SSHE . 2 % & 1K) &
.,
Ida pro, Z¥MHRL EKHRE, BESMIEREK, TRl RKTHRET6.20MA, iR
#Objective-C45#y, #EIObjective-CERE L Banin T E:

Hopper Disassembler, Z#MA4—NIHREZ AR, REEHD, BHIIEBHEER. FEEA
diida proR X5 T, —MANRDELBE, XK EHopper Disassembleri B3 —Nig#H. 52
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AT REHRRES, U GRERT .

1.PCIRIZATSSHE F i, EEF|%, WMAH 4 root, BRINEMS: alpine, HF—kiERE EX
Ja W Hpasswdiy & R INFNS, DB RERETREMAR.

2w LB T EIARKEF, WiRead, E1Tr<ps —axf] LLEBIFIAIEITH#REI, gdb—p
pidiX #£ 5k A LR ik $e g #fE (gdb —p 10110) .

F4b, W LLiitotool -l | grep crypt i AT AIE S NFERBHAE . FiXBHELE, RITTLAE
BAT M HEASRE—T.

SSH Secure Shell 3.2.9 (Build 283)

Copyright (c) 2000-2003 SSH Communications Security Corp - http://www.ssh.com/

This copy of SSH Secure Shell is a non-commercial version.

This version does not include PKI and PKCS #11 functionality.

MMs-iPod:~ root# passwd

Changing password for root.

New password:

Retype new password:

MMs-iPod:~ root# ps -ax

PID TTY TIME CMD
...... CEBE 2 TERIET)

12416 ?7? 0:02.52 /var/mobile/Applications/4ADFD17D1-39AC-4F 10-8AB8-
3A4CB99E9E77/iRead.app/iRead

...... (H U B RILF)

MMs-iPod:~ root# gdb -p 12416

/usr/bin/gdb: line 55: awk: command not found

warning: unrecognized host cpusubtype , defaulting to host==armv?.

GNU gdb 6.3.50-20050815 (Apple version gdb-1708 + reverse.put.as patches v0.4) (Mon Apr
16 00:53:47 UTC 2012)

Copyright 2004 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details.
This GDB was configured as "arm-apple-darwin".

/private/var/root/12416: No such file or directory

Attaching to process 12416.

Reading symbols for shared libraries . done

Reading symbols for shared libraries

done

Reading symbols for shared libraries + done

0x39556eb4 in mach_msg_trap ()

(gdb) quit

The program is running. Quit anyway (and detach it)? (y or n) y

Detaching from process 12416.

MMs-iPod:~ root# otool -I /var/mobile/Applications/4DFD17D1-39AC-4F 10-8AB8-
3A4CB99E9E77/iRead.app/iRead | grep crypt

cryptoff 8192

cryptsize 8601600

cryptid 1

3@ A0S 3 HIDAfIgdb 2t

¥ X BRER BT gdbRIFRIOSF SN HRER, BREGI TERBEEZBRALFER, B
EEBERNBEZNida pro LEBFR. N T EEda L#TESo T, FELEZBRDRME
I, IOSERFAGEREIINEKIREELE T ERappipasX4H 1, REEZBREDRMET (B
ipaflif®) , AeeHidaRFITRHRSTIT. BFEEASY, HUNgEENAIL. 91BF. PPBIFSE
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2. 55 B3 A BB — A i B 3

3.F T Eotool 3 #r#2fF 34, K Hcryptsizefcryptid

ABATRWBMERESF, Mgdbfin® B iritis

5. KRR ELIET, FrUAMh BRBFERE. dumpHaiRINE K N7

6.4 dunp4t R Bl —Abin3C 4, BHgdbIRREF

7.8 EREFF X Kcryptid F B BUN0, BN E RS 9ok

8. R dump i K Hbin SR H R DN P9 A7 1 P A8 7 31 IR 12 P U A R AL B

OX ERFEH

10. I B — Loz 3 S0 A

11.3TRIPA

TH AR &R LeBook Al ¥, FgdbF L%, HBiAEEIEWT:

JeiBId SSHE P imEHERIOS & L, TIHBIX MAEFFK B 3. HRIKBA T K2

root# cd /var/mobile/Applications/4ADFD17D1-39AC-4F10-8AB8-3A4CB99E9E77/iRead.app/
root# gdb -e ./iRead

/usr/bin/gdb: line 55: awk: command not found

warning: unrecognized host cpusubtype , defaulting to host==armv7.

/usr/bin/gdb: line 136: file: command not found

/usr/bin/gdb: line 171: file: command not found

/usr/bin/gdb: line 171: awk: command not found

GNU gdb 6.3.50-20050815 (Apple version gdb-1708 + reverse.put.as patches v0.4) (Mon Apr
16 00:53:47 UTC 2012)

Copyright 2004 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are

welcome to change it and/or distribute copies of it under certain conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details.

This GDB was configured as "arm-apple-darwin".Reading symbols for shared libraries .. done
(gdb) set sharedlibrary load-rules ".*" ".*" none

(gdb) set inferior-auto-start-dyld off

(gdb) set sharedlibrary preload-libraries off

(gdb) rb doModInitFunctions

Breakpoint 1 at Ox2feOcece

<function, no debug info>
__dyld__ZN16lmagelLoaderMachO18doModInitFunctionsERKN11ImagelLoader11LinkContextE;
(gdb) r

Starting program: /private/var/mobile/Applications/4DFD17D1-39AC-4F10-8AB8-
3A4CB99E9E77/iRead.app/iRead

Breakpoint 1, Ox2feOcece in
__dyld__ZN16lmagelLoaderMachO18doModInitFunctionsERKN11ImagelLoader11LinkContextE
()

(gdb) dump memory dec.bin 0x3000 0x837000

Z A R CHEERNFEdumpZldec.bin XXAEH, 0x3000 A 4hHbhE, 0x837000 445 SR ikl ,
N2 R X B ke ?

M _E 3 otool H % H 41i& cryptoff=8192(0x2000), cryptsize=8601600(0x834000), M 24t % 8]
BB B, FFaEHbHE R 0x1000, THAZ0x000. 0x2000+0x1000%F0x3000, FirCAFF4GHbE
J90x3000, &5 Hihk 9T a6 Huhik i b4 b0 2% B BRZ R/, 0x3000+0x834000=0x837000.
(gdb) kill

Kill the program being debugged? (y orn)y

(gdb) q



ik, BAVERWEEERD, RERERE B FER N % f SR,

root#cp iRead iRead.bak

root# dd seek=8192 bs=1 conv=notrunc if=./dec.bin of=./iRead
FHXZAASEOSEH & EPATEERKIL44, AWInHexR#ITEBRERIBL, N XHHRB
8192(0x2000)JF 46 B #e, K/ AINEEH A /NOx834000FFi . fEAI HATIEFE HA L FHA4 Fat
headerfItE W T, JFIEE i) mAE H bt & ZE i _E Architecture Offset, Architecture Offset®] DL
fir4“otool —f ./iRead’#8 %], A% (Hacking and Securing iOS Applications) $-t&, @RS
R EE. REREFXHIPRRSERIE R R (Claud)i 3L
Zhttp://bbs.pediy.com/showthread.php?t=152843 , R REXBEKLE, BAE
doModnitFunctions i, MRGFAEERFALD R TE . FAWEKMERFAOR, ISER
ANORBOHIAE, BYEF4Linline hook, A TTRgiE Bdump H SR P & RS .

BT kiBeryptid H13CH0, FARAMNE . B did -S iRead”E#H%E—F. Moryptid ] BLXFER
EME], MRIZEBBXBFGELAE LR, —BERNIGEEIIRL . dyibREE, BUSEEFHE,
G —NdylibBiHh 77, B L RKBOx28HIH B AN01, HEESCN00HT, WMRFRBHE,
Al LLifid “otool -l iRead | grep crypt’sk & cryptid & 528 NOR M E .

Z WAL AR R, BT BipasCHE 58 sliapp FIBE # .

A 4hE ] PAZECydia B 2 | Crackulous® A4k fi#, Crackulousik 24 B 34k B B 51 ik
R . RESJLT ARG Wipa XXk, FESHANRE. HEWEINERE, AR %K
fﬁﬁé)ﬂ”ﬁ%ﬁ&ﬁ@o XN FEAREEMU T, F—NHEBRALEBRG, BEFEFADT
Eo

3.2 FF 515 BE T A

KB R AR 2 KIFF 518 B Xt A R R B, MEAEEEREHHITRIMIRE T8,
ANETFRERFTF, A, 7 REBZHM55, RAIH AT LREE A B AETFRRER, B
SRR RAE I e EF, FEAR M EMNTF.

BISCHREI T, FIAida pron] A B RATRIAF S, FHl2 K FHFET6.210 kA, #iRA
Objective-C&i#, REIEODbjective-CrREIA&#RAIH K, WTE, RAARAFIHida 6.43T FHF H &R
LeBook-1.0.4K & &

Bl L ZE DFunctions windowE K, #A —MNEREE P ‘sub "FFki), WELULATA IR EER IR
AHRT .
#Aida prof) i & 7] LLf# FIHopper Disassembler, 5 AE3EO0Dbjective-CERBURHIH K. ERRA T
ERMIBR AT, TUNESTRIZTEHRR . WU ZRGBREH, ERANIR T ida prodfi il
B, MEFITEZ KRR
FEREB R HEAN RIS, ARANBIBE LS LB/, XEEF] AR Hclass-dump-z
?}Emﬁ%ﬁﬁ, BWARMEHER. AEEMFEHERTXREEERBARER, Efa{1Tm
class-dump-z.exe -u armv7 -A -aiRead > iRead.txt

class-dump-z.exe -u armv7 -A -a iRead -H -o C:\
Hei-u armv7iZANSEtLB B, Tclass-dumpflclass-dump-x A FF-u armviS . H4E
By, ida proif¥% A E#%)6.2, Hopper Disassembleriti%F 1, class-dump-zf&ME— )ik
. KABERMEHBERRPFFSE LS.
T 47 A R iRead ixt SO I BF 0 I A 0 R B

AIUMRIE R HE BIRMA 2%, RWAE XK, B R, & THEED, ©F RN
Hibk, XEEEHENFEMBERHNER.

3.3/ gdbik 47 ¥ ik

ATRBHFSELS, BEHSSH, RINTUVSHEHREFNESE, MEEXEN, HEI3)
SBERIELEE, 46 LEAHKRRKKPE, THASEHAgdb#TIRE:

ps —au EREHEE RS HinERpid
gdb —p pid M LT B % 45 215 23 R pid
info sh ER B ENE, {2 Abase

break *(OXAABBCC+base) OXxAABBCC A/RAE T W s i Huhik
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display /x $r0
display / $pc | $cpsr.t

ni
ESEFRIIREE, 1T T
MMs-iPod:~ root# ps -ax

PID TTY TIME CMD
...... (BT TR ILR)

12416 ?? 0:02.52 /var/mobile/Applications/4DFD17D1-39AC-4F10-8AB8-
3A4CB99E9E77/iRead.app/iRead
...... (HIEER 7 L RILF)
MMs-iPod:~ root# gdb -p 12416
/usr/bin/gdb: line 55: awk: command not found
warning: unrecognized host cpusubtype , defaulting to host==armv7.
GNU gdb 6.3.50-20050815 (Apple version gdb-1708 + reverse.put.as patches v0.4) (Mon Apr
16 00:53:47 UTC 2012)
Copyright 2004 Free Software Foundation, Inc.
GDB is free software, covered by the GNU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying" to see the conditions.
There is absolutely no warranty for GDB. Type "show warranty" for details.
This GDB was configured as "arm-apple-darwin".
/private/var/root/12416: No such file or directory
Attaching to process 12416.
Reading symbols for shared libraries . done
Reading symbols for shared libraries
done
Reading symbols for shared libraries + done
0x39556eb4 in mach_msg_trap ()
(gdb) info sh
info sh
The DYLD shared library state has not yet been initialized.
Requested State Current State

Num Basename Type Address Reason | | Source

|| || Y

1 iRead - 0x26000 exec C C /private/var/mobile/Applications/4DFD17D1-
39AC-4F10-8AB8-3A4CB99E9ET77/iRead.app/iRead at 0x26000 (offset 0x25000)

(objfile is) [memory object
"/private/var/mobile/Applications/4ADFD17D1-39AC-4F10-8AB8-
3A4CB99E9E77/iRead.app/iRead" at 0x26000]

Xk fr&info shREE, ®H5RiA—T. BREMAEQQH/NE W XA HE, idaBFFFEARK
BRI Rk H0x1C4038, Agdbp Bkt ini#t#EfE, break *0x1C4038 F Wi i, ZRWIA TR,
R AWe. HILXEERTE L2 E W R I X, %R IERN S B T PIE(Position Independent
Executables), % Z&Z&MLHl2& Mios4d. 3T 46 513K, FWindows T FJASLREALL, X BH& T B s ()
HuhkEin b A . RIS B¢ (offset 0x25000)", #UIX ¥ T Wi(gdb) break *
(0x25000+0x1C4038)

Breakpoint 1 at 0x1e9038

WMERAE E W A AR AR, WA T E K gdbdr K iA,
(gdb) x/10i (0x25000+0x1C4038)+1

0x1e9039: b5 03 push {r4, r5, r6, r7, Ir}
0x1e903b: af 4d add r7, sp, #12
0x1e903d: f8 04 8d 84 str.w 8, [sp, #-4]!
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0x1e9041: b0 05 sub sp, #16

0x1e9043: 46 00 mov r5, r0
0x1e9045: 20 Oc movs r0, #0
0x1e9047: 46 03 mov r4, r1

0x1e9049: 90 02 str r0, [sp, #12]
0x1e904b: 90 00 str O, [sp, #8]
0x1e904d: 2a 18 cmp r2, #0

F Flgdb RIC4 B RIS MidaE B —E, 4k48ia1T
(gdb) c

Continuing.

BFPiaiT)E, FIOSk# Erdi—AHgi, WrashkhWr Tk, XA LAHIM Tdisplaydr$
B MInigtsi—H — B Rt £ 0.

Breakpoint 1, 0x001e9038 in dyld_stub_pthread key create ()

(gdb) display /x $r0

1: /x $r0 = Ox1fdae580

(gdb) display /i $pc | $cpsr.t

2: x/i $pc | $cpsr.t 0x1e9038: fO b5 push {r4, r5, r6, r7, Ir}

HE— R, WREBGRT WA RbEERE DN b E bk RS, BT MR RAIEWindows T 11K
& F T ASLRIJRERIFR T IR REHRAE, @i HEPESL R RASLRIMbitiE TR & HASLRINGE. Xt F
iOS%& %, mach_headerZinTF & XK,

struct mach_header

{

uint32_t magic;

cpu_type t cputype;

cpu_subtype t cpusubtype;

uint32_t filetype;

uint32_t ncmds;

uint32_t sizeofcmds;

uint32_t flags;

J
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# Hesqlite3% 5 FE (jdreader.db) B AT 5231 .
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fi# 5 B4 7 BinjectHook1.zip (& RIXAbin) F|LLF H 3%,
/Library/MobileSubstrate/DynamicLibraries, FH#47#4: chmod +x injectHook1.dylib%5 & i
EATHATEME . ZdylibXfiRead#1T T PiktHook, — 4t ikiReadil ik #&Kjudid
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FEIOSH & L T HARAT AR ZER B FH(IRBIFRN R 2 7] T 10004&), £i&k& LRATEE, 4K
FITHF— K. ZHE7 BeRh IR i & Z K certificate 7 2 Ui 2 B

iR RLeBook#E 7, EBERIEIEE RSB B L, B4R /Library/Application
Support/Root/jdreader.db, Xti%###E X {4 i SQLite Database Browserf2 /¢
(http://sqlitebrowser.sourceforge.net/)#4T T H JLSQLAT 4

update LocalBook set userid=2 where isJoyRead=1 and hasdownload=1

update LocalBook set isJloyRead=0 where isJoyRead=1 and hasdownload=1

update User set random="0001X2NNi+0gEX6kKfArTVWJCBZnWjRBeWFpWmZBZHpiYVQ="
where id=2

R E SRR B %, BRESI R ARLeBookiEfF, Tk

4.3 ik IRATT— 2 SR I AIE A5 2 B %)

| |

AUES, HiEiaERE T, WG ATEIRR R T, ARSI EET

SE R

1. {Hacking and Securing iOS Applications)

2. https://developer.apple.com/library/...reference.html
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