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[ NON Wireshark - Follow TCP Stream (tcp.stream eq 2) - 7] &/ B % .pcapng

GET /dirtrav/example2.php?file=/var/www/files/hacker.png HTTP/1.1

Host: 10.211.55.15

Connection: keep-alive

Accept: image/png,image/svg+xml, image/*;q=0.8,%/%;q=0.5

User-Agent: Mozilla/5.@0 (Macintosh; Intel Mac 0S X 10_12_5) AppleWebKit/6@3.2.4 (KHTML,
like Gecko) Version/10.1.1 Safari/603.2.4

Accept-Language: zh-cn

Referer: http://10.211.55.15/

Accept-Encoding: gzip, deflate

HTTP/1.1 200 OK

Date: Wed, 09 Aug 2017 02:40:49 GMT

Server: Apache/2.2.16 (Debian)

X-Powered-By: PHP/5.3.3-7+squeezel5

Cache-Control: public

Content-Disposition: inline; filename="hacker.png";
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Content-Transfer-Encoding: binary
Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 24074

Keep-Alive: timeout=15, max=100
Connection: Keep-Alive
Content-Type: text/html
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Packet 28. 1 client pkt, 17 server pkts, 1 turn. Click to select.

Entire conversation (24 kB) Show and save dataas  ASCII Stream 2 C

Help Filter Out This Stream Print Save as... Back Close

TE16ER K hnt . txt
PR ) T RO N B IOy R« Oy < | 2
8;..&..]...e..K.>....~.v?.._J....w.~e..‘P05T /upload/examplel.php HTTP/1.1 l
Host: 10.211.55.15
Content-Type: multipart/form-data; boundary=———-WebKitFormBoundaryBMPTIeB4An19V1ou
Origin: http://10.211.55.15

Accept-Encoding: gzip, deflate
Connection: keep—alive

Upgrade- Sl
Accept: text/html application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8
User-Agent: osh; REZS pp leWebK1t/603.2.4 (KHTML,

like Gecko) Ver51un/10 1.1 Safari/603.2.4
Referer: http://10.211.55.15/upload/examplel.php
Content-Length: 384

Accept-Lanquage: zh-cn

-—————WebKitFormBoundaryBMPTIeB4An19V1lou
Content-Disposition: form-data; name="image"; filename="hnt.txt"
Content-Type: text/plain

#1002 ; 8#49; &#97 ; &#103; 8#123; &#115; &4#105; &:#49; &#49; 6#121; &:#98; &#48; &#121; &#101; &#109; &#109;
§#109; &4#125;

-—————WebKitFormBoundaryBMPTIeB4An19V1ou

Content-Disposition: form-data; name="send"

Send file
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HTTP/1.1 200 OK
Date: Wed, 09 Aug 2017 02:48:09 GMT
Server: Apache/2.2.16 (Debian)

X-Powered-By: PHP/5.3.3-7+squeezel5

Packet 458. 7 client pkts, 21 server pkts, 7 turns. Click to select.

Entire conversation (30 kB) Show and save dataas = ASCII Strea
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Connection: Keep-Alive
Content-Type: text/html

—Elai,i don't want do this,just look look xml sq1!|<}

6 client pkts, 3 server pkts, 5 turns.

Entire conversation (3264 bytes) Show and save dataas  ASCII Strea
Find: 1

Help Filter Out This Stream Print Save as... Back B _(;I_qge_ _
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&#102; &#49; &#97 ; &#103; &#123; &#115; &#105; &#49 ; &#49 ; &#121 ; &#98; &#48; &#121 ; &#101 ; &#109; &#109; &#109; &#125;

fERDAS 2

&#102;&H#49;&#9T7 , &#103;&#123;&#115;&#105;&#49;&#49;&H# 121 ;& #98, &#48;&#121 ;&#101;&+# flag{sillybOyemmm}
109;&#109;&#109;&#125;

flag{sillybOyemmm}

K ABONIBI:  flag{sillyb@yemmm}
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