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SLENREE

php
JRSCEERE:  hitp//www.cnblogs.com/wosun/p/1 1505883 html
RRAR

FEEFB. . . iRE, 8

Request Response

Raw | Params | Headers lm| Raw | Headers ]E]

GET /Challenges/cest.php HTTE/ 1.1

& HTTP/1.1 200 CK
Homt: - Date: Tuwse, 03 Sep 2010 16:10:42 GMT
TE0LSEEE0chE41TEad432i2albhoifdacEail 738 1d5cA450e . changame . Lehungiv, cam Content-Type: Texe/heml
Cache=Contral: max-age=0 Content=Lengch: L&
Oagr-Agenc: Mozilla/5.0 (Vindowa NT 10.0; WOWE4) AppleWebKic/537.36 Connection: close
EMTHL, like Gecko| Chrome/£3.0.31239.2€ Satari/517.36 Cors/1.E3.E72&.4900 hint: ip,Large internal network
GGRrowm=r/10.2. 33448, 400 " e —
Opgrade- Inmscure-Raguests: 1 K-Cache: bypasm
Aoespr:
cext/html, applicacion/xheml+xml, applicacion/ xml: q=0.9, image/ webp, image/ ap there is nathing
B, b =0.8

Feferer:
hetp://IBOISELEDChE41TEA1IZ2Talobo3fdaEEaEZTIALAScdd50e . changame . ichungiu
«oomf

Adccept-Encoding: gzip, deflate

Accepr-Language: zh-CN, th:q=0.%

Cookie:
UH_diarinctld=le

TSEZTAALS=-041040
i; chEphone=ac NQpD L AohEMuSnEqy
i seasion=T45 dalacleébql 195addz,
Bm_ lve 2d0£01bd28deTd40810240c£15d05843=15E€ LASETI099102, 1587418152,
1SETSITBEE; Hm_lpwe 2d0E01bAZAdeTd40B 1A 49c£35405041= 15675310665
__dsluid cdeSTha 14dd7TESal 2 E20afalf L1B41

Connection: close

ROWEA 4, BRADHNRRNint: ip,Large internal network (& K Mip)
R R ERMNNERGHAT VR, XEAFE R, HEfErequestFimA
X-Forwarded-For: 10.0.0.0

Request

jRaw I Params I Headers T Hex }

GET /Challenges/test.php HTTR/L.1

Host:
fE019efE0chE43T76a43222a39083fdacfac2 738 Ld5ed450e . changamws . ichungiu. com
Cache-Control: max-age=0

Uzer-Agent: Mozilla/5.0 (Windows MNT 10.0; WOWE4) AppleWebKit/537.36
(EHTML, like Gecko) Chrome/€3.0.3239.26 Safari/537.36 Core/l.E3.6726.400

Upgrade-Insecure-FRequests: 1

hecept:

text/html, application/xhtml+xml, application/xml;gq=0.9, image/ webp, image/ap
ng, */%:;qq=0.8

Feferer:
http://fE801SEfE0chE437Fa43222a39b83fdaffafZ7381d5cd450e . changame . ichundgiu
. com/

becept-Encoding: gzip, deflate

¥-Forwarded-For: 10.0.0.0

Aocept-Language: zh-CHN, zh:qg=0.9

Cookie:

UM _distinctid=l&c5375L27d4£5-0dAL0cd03 1400707-335a4b7d-144000-16c5375L27cha
3:; chkphone=acWxNpxhOpDiblehhMuSnEqyiQub I0O0000;
ci_session=7498c5l4alacleéb4l19%addicElasal3ZsseB728;

Hm lvt 2d0E01lbd28de7d459818245cf35d55543=1566238787, 15673599102, 1567415152,
L5€75338€6; Hm_lpvt_ ZdOE0lbdZ8de7d4598182459cE35d5955943=15675338E66;

__Jdsluid h=bedeSThE814dd77f8all28ata3f 11841

Connection: close
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Response

M Headers | Hex |

HTTP/1.1 302 Found

Date: Tues, 10 3Sep 2019 11:34:43 GMT
Content-Type: text/html
Content-Length: 0O

Connection: close

Location: ./midnage.ph
X—Via—dﬁ. ==

X-Cache: bypass

SHISCH%, AEPE—repeateri iR

GET /Challenges/test.php HTTF/L.1 N HTTP/Ll.1 302 Found

Host: p- Date: Tue, 10 Sep Z019 11:34:43
ecf8E8Tas1716244fe892ee 136b 5266802 £23a4b5048ba4852 | changams . ichung Content-Typs: text/html

fu.com - Content-Length: O
Cache=-Control: g Send to Spider Connection: close

User-Agent: Moz Do an active scan Location: ./ménage.php
AppleVebKit/537 : .0.3235.2¢€ ¥-Via-JsL: lfdbOl0,-
Safari/537.36 C Do a passive scan 22E5.400 ¥=-Cache: bypass

Upgrads-Ingscur
Accept:
text/html, applig
¢ image/apng, */ *
Referer:

q=0.9, image/webp

http://eedETasl Send to Comparer 18ha4B52 . changame
+ ichungiu, com/ Send to Decoder

Accept-Encoding

¥-Forwarded-For Show response in browser

Accept-Languags x

EaGkie: Request in browser

UM_distinctid=1 Engagement tools p AdbTd-144000-16cs
375¢27eba3: chk 100000; 1
browse=CF1ZTxuT]  Change request method VURTULLFWONLThQ:
ci_session=sall Change body encodin 27d;
H_lvt_Zd0&01bd "2 9 HES, 1568012538, 15

EB102511, 156611 Copy URL

FEHGET urli s K37 i 2

GET /Challenges/md e.php| HTTP/ 1.1 " HTTP/ 1.1 200 OF

H - Date: Tus, 1D Sep 2019 11:39:351
eeSETas171l6244fef8eelI6h52£69c2£234b5040bad852 . changame . ichunciu. com Content-Type: text/html
Cache—Cantrol: max—age=0 Content-Length: 1€
User=Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.3& Connection: close
(KHTHML, like Gecko) Chroms/£3.0.3239.26 Safari/537.36 Core/l.€3.E72£.400 X-Via-JSL: aB4elaa,-
@UBrowaer/10.2.2265.400 X-Cache: bypass
Upgrade-Insscure-Requesta: 1
Accept: show me your key

text/html, application/xhtml+xml, application/xml;q=0.9, image/ wvebhp, image/ ap
ng, */ *:q=0.8

Referer:
htep://esCETaS1TLEI44FeB0 e lIEbSIEEScIE2749b5048ba4852 . changams . ichungiu
.com/

Accept-Encoding: gzip, deflate

X¥X-Forwarded-For: 10.0.0.0

# 1 show me your key
LB R EEGETRMEN



Request Response

Jm Params T Headers I Hex ] m Headers IHex ]

GET /Challenges/minage . phpfkey=1l HTTF/L.1l a HTTP/L.l 200 OK

L ———— P Date: Tue, 10 Sep 2018 11:41:02
ee0ETa5171E244feB922e l1EBSIE69c2£2349b50496ba4852 . changame . ichungiu. com Content-Type: text/html
Cache-Control: max-age=0 Content-Length: L&
User-Ag=nt: Mozilla/5.0 (Windows WNT 10.0:; WOWE4) AppleWebFKit/537.3€ Connection: closs
(FHTML, like Gecko) Chrome/E63.0.3235.I6 Safari/537.36 Core/l1.E3.E67IZE.400 ¥X-Via—JSL: aB4eslaa,-
QUBrowser/10.2.2265.400 X-Cache: bypass
Upgrade—-Tnsecure—-Requests: L

Acecepr: show me your key
text/html, application/xhtml+xml, application/xzml:q=0.5%, image,/vebp, imags=ap

ng, */*:q=0.8

Go—TFERM. o o o WRIAPOSTIEAN
FiftrequestiZ B B AR 1 K 7

GET /Challenges/mdnage.php?key=1 HTTF/1.1

Host:
e=8ET7a51716244f=8082ea 136526692 £23a4b5048ba4852 . changams . ichungiu. com
Cache-Control: max-ages=0

User—-Agent: Mozilla/5.0 (W Send to Spider it/537.36
({KEHTHML, like Gecko) Chrome Do an active scan l.eg3.872g.400
QZBrowser/10.2.2265.400

Upgrade-Insecure-Requests: Doapasswesca”

Accept: Send to Intruder Ctrl+l

text/html, application/xhtm E/webp, image/ ap
ng, */ *rq=0.8 Send to Repeater Ctrl+R

Beferer: Send to Sequencer

http://es867a51716244f=5524 angams . ichuncgiu
. com/ Send to Comparer

Aecept-Encoding: gzip, de=f Send to Decoder

X-Forwarded-For: 10.0.0.0

Lecept-Language: zh-CN, zh; Show response in browser

Cookie: .

UM distinctid=lEc5375£27d41 ReqUESt”]mowser > O-1lEc5375f27eba

3; chkphone=acW:NpxhQpDilcl Engagement tools >
browse=CFlZTxUVUOBEEULIFGVOI]
ci session==al0ch4l151£89d03
Hm lve Zd0e01bdZ8de7d4598181] i p38, l5E8102511,
1568115035; Hm lpwvt Zd0Oe0l L5045;

__3sluid h=52adsldlbeséee3]  Copy URL
Connection: close

ThQ:

Change request method

Copy as curl command

Copy to file

Paste from file

HEZM TPOSTHEAN, GO—TF
B2IRR

Request Response

Raw P-mll‘ie'hmrml Ilhl HundwsTHuxl
FOET /Challesges/minage. php HTTR/L. 1 |a HTTF/i.1 200 OF P
Bont: & 10 Sep 019 11:42:39 GAT P

=2GETA5LTIEZ 4= 050 ee 1T EbSD E650 D £23ALE0400A405D  chamgames . Lohang1u. Jom
Cache-Control! maw-age=0

K Eazilla/E.0 (Windeus HT 10.0:; WOWEd] ApplaWakk
Chromes£3,0,3239,26 Satazi/%37,.36 Cors

=1 text/heml

caxt/html, applicasion/ xheml+xml, applicas ion/aml; q=d. 3, inage/ vebp, imags/ ap
=0 .8 key ds mot right mdS|key)ese " ThilE7610kaTETacd 26a6Rd88deddThe” . and the

ey is ichumginé®é the * is in [a-zd-9)

#0ETaBLTIEZA4 0802 00 L3 EREZEEDel £ 3adb 04ABEA48S2 . changams . Lchangiu

—
Aocepr-Encoding: QEip, detlate
¥-Forwarded-For: 10.0.0.0
Accwpt-Language: Th-N, zh;qed.%
Cookie;
OH_distinotid=lEosd

127041 5-0:420d03 1400707 -1 3544k 7 d- 1449000~ LE0ET 7522 Teba




BATKkey R IER, EFKkeyImd5Z. o o o o HHiXkeyHIER Richungiu*** CRITEEE. . o )
XEA D EHARE (AR HNAE) Al LEEERIREASERIFEL K

LR T IR HIMDS

1b4167610ba3f2ac426a68488dbd89be R

md5

ichunglu105

BHEEEEA

Request Response

eaders

Params | Headers | Hex

POST /Challenges/minacge ., php HTTP/L1.L & ETTF/ 1.1 200 OF

Hoat: - Date: Tue, 10 Sep ZO15 11:47:315 GHT
eeBETaS1TIEC A LB lee 13 ERSREEFCIITIAAbE09ELAE52 . changams . ichungiu, com Content=Type: cext/homl
Cache-Control: max-age=0 Content=Length: 27

Uaer=Agenc: Mozilla/5.0 (Windowa NT 10.0: WOWE4| AppleWebFit/537.3E€ Connection: cloaw

[FATHL, like Gecko) Chrome/£3.0.323F.2f Safari/537.3€ Core/l.E3.672&.4900 X=Via=J5L: I§4147L,-

COErowmet/ 10.2 E5.400 X=Cache: hypass

Upgrade=-Tnsecure-Fequesta: 1
hooept: the next step: xxDboooo . phe
wext/homl, application/xheml+xml, applicacion/xml:g=0.5, image/ vehp, image ap
ng, *f*:q=0.8

Referer:

htop://eeBETas51lT1E241LeERlee 13E0EI EEFCI T2 24k 504EhadB52 . changame . ichungiv
-eom’

hecept=Encoding: gzip, deflate

¥=Forwarded-Fo iD.o.0.0

hocept=Language: sh=CH,zh:g=0.%

Cockile:

UH_distinetid=léc53iT75L2Td49L5-0dI0d03 1900707=-235a4b7d= 194000= LEcSITSTZ Teba
3: chkphone=acWaNpxhlpDiAchhNuSnEqy i CQul 100000
browse=CFlIT<UTUDELVLIFGVIITRFEZS kde JFEYWWpFRFSRVORTOL LFWONL Thid: |
cl_sesalon=ealOchdl5lE8FA0ScTeRcEcTEIFI0FIBIOGD Td: |
Hm_lvt ZdA0EDILbaAlBdeTd4SS1BZAScTISASSPI3~ 1567330865, L5ES0LI538, LSEAL0OZEL],
L5EBLLI5035;: Hm_lpve_Jd0E0LlEdZS8deTd4FE1804FcTi35dS558493= 15681 15045;

__Jaluid h=SladBldlbeSEceITIt2dBqATcOlbLI 1dD

Connection: clome

Content=T applicacion¥=-vwv=Torm=ur lencoded

Content-Length: 1S

kay=lchungiulof

BEIT—BRR
A phpett:, HEV R



Request

FOET /Challengea/xud0xnoo.php HTTF/ L. 1
Eamt!

E=GETAS1TLEI49t2E90 e 1200
Cache-Conerol! max-age=0
Bssr-Agenr: Mezilla/S 0 (Wiedows NT 10.0; WOMEA) AppleNebEie 537 3£
IKATEL, like Gecko) Chrome/d3.0,3339,2¢ Safari/337.38 Cores/1.47.0726,400
QoETowasr/ 10.2.2165.400

Upgrade-[eaecure-Requeata: 1

AsoEpr:

Tyt heml, Applioat Land kheel+aml, applicatiens sl q=0. 5, image/ vebp , isags/ ap
B, Mt R0 B

Feterer:

btcpi/feeBETas 17 L6344 teloee L3 EDEEF50I L2124 5000 a4EED .obangames . Ichungiu
oo’

Azcept-Encoding: gsip, deflats

¥-Forvarded-For: 10.0.0.0

Aeocepr-Lamguage: =h=CH, zh:q=0.9

Cackie:

ON_distinct id=1EciITSEITd4E 5~ 0aE0400 LE00707 -1 2 Sadih Td~ 194000~ LEcHI T 522 Teba
3 chiphoes=acWxHpahipD iAchERuSnEqyd Cul TO0000)

brousesCF L ETeUVUOBE UL FOVI TRFE Z8kde SFE VIR FRFORETRTUL IPRANLTHD;
©1_sessiom==al0ck4 151 60940ScTe2c L Ec 7191051030923 7a:

B _lvr_2dDEDULAZEdeTd4S6 1 EX490LISAEE543~ LSETA320E5, 1560012538, 1669002511,
A5EALIEOES; Hn lpwe 2A0£015ATEdeTd408 1024511540504 1560115045,
Imluid_k=3Zadlidibeifce1EIE04042c0IR 1T LT

Comnectionl olose

Compenc=Type: applicarlons=uvw=foem-ue lesecded

comtent-Length: 1%

#9b504900 44057 . changams . LEhumi. om

Toe e L lanig w105

HHT PR

Response

—
Sl e [1on |

BTTPF1.1 200 OF

Daew: Twe, 10 Sep 2019 21:40:30 CHT
Content-Type: t=xt/html
Contenc-Length: LEE

Comnectioh: clome

¥izh T TCRREgX) emoT ik 26
eEiVuslpdQFZest fobCAEC

XN RIFERX0RE XN T HEHIflaghke o o o o

BATE V5 173X >x0.txt

EESETASITLEZ44 1805228 L 36N 69022274450 4BA4352 . changans . Tebungin. com
Cache-Contral: mas-agesi

Uwer-Agenc: Mozilla/5.0 (Windows KT 10.0; WOWES) AppleWebFit/537.30
(FHTHL, like Gecke| Chromes#3.0.3318.1¢ Satari/517. Cores 1. E3. 6726, %00
COBrowmers 10,2, 2265, 400

Upge ade- [nsecure-Feqoeata: L

Accapt:

text/heml, applicas tond whtml+eml, app L isat ion/ aml ; =0, 5, inape/ webp, imags, ap
ng, *4 v sgen.0

Beterses

heep:/ /eeBETaS 1 TIE2A4feB0ee 1 ELS2 EEGE L2 1S 0MALAABSD  changans . Lehungiu

e

Accept-Encoding: 9ilp, dellate

H-Forwarded-For: 10.0.0.0

Accepr-Lasguage: zh-CH, hrq=0.5

Cealkein:

UN_diseinctid=lEcsl eI Tdd €8 -0de0d0 140070T-11 544 Td- 194000- 1Ec 37822 Teba
L apRiAc 10Ul 1000007

browss=CF 1ZITaUTI0EL TLFGVOI TRFE 25k OF B TWVpFRFSEVURTUL LPRONL TR
£i_sessionmes000nd 1516894050 TeSoLEc7ET51053830522 74

Hem Lt 2ADEQ DAY 8ce 7480 1E2 45 11505043 LSETEI20ES, LSEB0LZS3E, LSER 102511,
ABERLLA03%; Fm_ lpwi ZdA0E0ILAZ0deTASR0LEZ SRCEISARARE = LAEOL 15045,
__=luid_be=5ladfldlbebicel £110d041002R 1 1d2

Connecciom: close

Cencenc=Type: application/z-wuw-form-ue lescoded

Centene-Length: 1S

Fey=iohungiulos

gggghmemmmm 0 matchas

[ aadues | Hax |
WTTPf1.1 200 0K
Dacs) Tws, 10 Sep 2019 11153102 GHT
Comtenc=Typs! Text/plain
Camtent-Lesgth: 1538
Comnection: close
¥aryi Accepi-Enceding
Last-Modifiedr Thu, I0 Occ 20LE 080 14:07 GET
ETay: PE0I-53L4T782E40 lel-guip®
hecape-Ranges: bytes
Vary: Accept-Encoding
E-Via-J5L: lfah0ld, -
¥-Cache! bypasa

(@) ) B ) e

RERANINE FFHFE

SR HRYE fh X A I E R R T 5 A B A



<?php
function authcode($string, $operation = 'DECODE', $key = '', $expiry = 0) {
$ckey_length = 4;

$key = md5($key ? $key : UC_KEY);
$keya = md5(substr($key, 0, 16));

$keyb = md5(substr($key, 16, 16));
$keyc = $ckey_length ? ($operation == 'DECODE' ? substr($string, 0, $ckey_length) :
substr(md5(microtime()), -$ckey length)) : '';

$cryptkey = $keya . md5($keya . $keyc);
$key length = strlen($cryptkey);

$string = $operation == 'DECODE' ? base64_decode(substr($string, $ckey_ length)) : sprintf('%e1ed’,
$expiry ? $expiry + time() : @) . substr(md5($string . $keyb), 0, 16) . $string;

$string_length = strlen($string);

$result = '';

$box = range(@, 255);

$rndkey = array();
for ($i = @; $i <= 255; $i++) {
$rndkey[$i] = ord($cryptkey[$i % $key_length]);

for ($j = $i = @; $i < 256; $i++) {
$j = ($J + $box[$i] + $rndkey[$i]) % 256;
$tmp = $box[$i];
$box[$i] = $box[$]];
$box[$3] = $tmp;

}
for ($a = $j = $1i = 0; $i < $string_length; $i++) {
$a = ($a + 1) % 256;
$j = ($j + $box[$a]) % 256;
$tmp = $box[$a];
$box[$a] = $box[$7];
$box[$j] = $tmp;
$result .= chr(ord($string[$i]) ~ ($box[($box[$a] + $box[$j]) % 256]));
}
if ($operation == 'DECODE') {

if ((substr($result, @, 10) == @ || substr($result, @, 10) - time() > @) && substr($result, 10, 16)
== substr(md5(substr($result, 26) . $keyb), @, 16)) {
return substr($result, 26);
} else {
return '';
}
} else {
return $keyc . str_replace('=', '', base64_encode($result));

echo authcode($string =
'5f04rIx7uHz25mDp4vUfCOIBANX5nMvyQzHWjRbEKN88N+TORRipbwbHDICRWtgXjemcJit260E1Vu61pdQPZ6St/obCAEC’,
$operation = 'DECODE', $key = 'ichunqiul@5');

?>



(string /& H % 30)

A Hhiz 1745 Flflag
< C O 00 5 127001/13php
woEE | mEM © =i W REAEMOOC © ci=2

flag{e6240cc3-d3ea-41ec-9778-10f5ca5e308b}

#8,Fhttps://www.cnblogs.comywosun/p/11505883.html
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