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<{?php
$sandbox = “sandbox/” . md5("orange” . $_SERVER[”REMOTE_ADDR"]);
@mkdir ($sandbox) ;
@chdir ($sandbox) ;
$data = shell _exec("GET ~ . escapeshellarg($_GET["url”]));
$info = pathinfo($_GET["filename”]):
$dir = str_replace(”.”, ", basename($info[”dirname”]));
Omkdir ($dir) ;
@chdir ($dir) ;

@file_put_contents (basename (§info[ basename”]), $data);
highlight_file(_ FILE_);
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Perl saw that your “file” ended with a “pipe” (vertical

bar) character. So it interpreted the “file” as a command to be executed, and interpreted the
command’s output as the “file”'s contents. The command is “who” (which prints information on
currently logged-in users). If you execute that command, you will see that the output is exactly what
the Perl program gave you.
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<?php

$sandbox = "sandbox/" . md5("orange" . $_SERVER["REMOTE_ADDR"]);

@mkdir($sandbox);

@chdir($sandbox);

$data = shell_exec("GET " . escapeshellarg($_GET["url"]));
$info = pathinfo($_GET["filename"]);
$dir str_replace(".", "", basename($info["dirname"]));
@mkdir($dir);
@chdir($dir);
@file_put_contents(basename($info["basename"]), $data);
highlight_file(___FILE_ );
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escapeshellarg:

(PHP 4 >=4.0.3, PHP 5, PHP 7)
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string escapeshellarg ( string $arg )
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<rphp
$sandbox = “sanchox/” . mdS("erange” . $_SERVER[EEMOTE_ADDR'1)
k ankedir ($sandbox)
@chdir ($sandbex) ;
D Jdata = shell_exec("GET * . escapeshellarg(3_GET["wl”10);
$info = pathinfo($_GET["filenane”]);
Jdir = str_replacel”.”, ", basename($infol "dirnans"11);
)\ ankdir (i) ;
chdir ($dir)
@file put_contents (basename (3info [“basename™]),  $data)
highlight_file(_ FILE J;
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$sandhox = “sandbex/” . ndS{orange” . §_SERVER['REMOTE_ADDR"]) ;

B mkedir ($sandhox) ;
wchdir (fzandhox)

] $data = chell exec("GET ° . escapeshellarz($ GET["url”]));
$info = pathinfe($ GET["filename’])
ddir = strreplace(”.”, ", basename ($infol"dimane"11);
Emledir (3dir) ;

. chdir (Fdir) ;

@file_put_contents (basename($info [ basenane’]), $data) ;
highlight file(_FILE_J,
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<php

fsandbox = Teandbox/” . mdS(eranse” . 3_SERVER["REMCTE_ATDE"]) ;

imkcdir ($sandhox)

wchdir ($zandhox) ;

jdata = shell exec('GET * . escapeshellarg(3 GET["wl”1));

$info pathinfo(3_GET["filenans]) ;

Sir = str_replace!”. ", 77, basename ($info["dimane"1));
ambedir ($dir)

achdir ($dir) ;

@file_put_contents(basename (3info["basename™]),  3datal ;
highlight file{_FILE J;
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